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2 Central NAC & Entra ID integration for Bridge Mode APs

HPE Networking Aruba Central NAC provides cloud-based network access control for authenticating users and devices,
applying role-based access, and enforcing policy across wired and wireless networks. In this setup, Central NAC (CNAC)
makes policy decisions for selected WLANs, while Microsoft Entra ID validates user identity and provides directory
attributes such as group membership.

This lets Aruba Central use the organisation’s existing identity framework for network access, reducing the need for
separate user databases. When a client connects, Central NAC uses the authentication profile and policy rules to
evaluate the user or device context and return the correct network role.

For bridge mode AOS10 AP deployments, this approach helps keep the access layer simple while still allowing
centralised identity-based authentication, consistent role assignment, and easier operational visibility across corporate,
guest, BYOD, and device-specific access scenarios.

Configuration

HPE 2.2 o
networking
@ Network Overview B E O

P — B Entra ID

Central NAC o —
ERS
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S ———————— o student?

Corp EAP-TLS Network
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- K&@ Campus Network
User Device Bridge Mode AP Central NAC Microsoft Entra ID Central NAC Network Role
Connects to Forwards auth Applies auth profile Validates identity & Authorisation Access role is
WLAN request and policy logic returns attributes Decision assigned to the client

Central NAC licensing has two options; see the details here. Core features are included with the foundational
subscription required for APs, switches, and gateways, while CNAC Pro adds advanced capabilities such as:

e Bring Your Own Cenrtifcate (BYOC) e Robust authorization policy with more context parameters
e [ntegration with multiple IDPs e Portal Customisation, Override Profiles for multiple

e Third party NAD support languages

e Support for unlimited MPSK e Support for Static Tags Limit per Tenant: 400 static tags

This technote covers:
e WLAN and user roles configuration
e Entra ID configuration

e CNAC Identity Stores configuration and its Authentication Profiles and Authorization Policy configuration

2.1 Things you need
e APs running AOS10 firmware version (I am using 10.7.2.1)

e Valid HPE Aruba Central account and subscriptions
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https://arubanetworking.hpe.com/techdocs/new-central/content/nac/licensing.htm

WLAN and User Role Configuration

Here we’ll cover configuration of a dotlx Authentication WLAN that uses Central NAC. It is basically configuring the

WLAN that uses Central NAC for Authentication.

HPE e, centma a

Configuration Overview

‘ Classic Central () ) | @ B8

f=]
=] Information about the Library
Profiles Roles & Policles Named Objects Services
. Library > Wireless >  WLAN
‘ Q Create Profile
Global 7 items.
Name Type ied Device Function ed Device Scope Status
Site Collections O collection Assign Assign
< CNX-guest Access Campus Access Point Global Enabled
Sites 13 sites
= byoc Access Campus Access Point CNX-branch1 Enabled
Davices ( 32 devices < cnx-psk Access Campus Access Point CMX-branchl Enabled
z‘; corp Access Campus Access Point 2 scopes Enabled
Device Groups 1 group « corp-CP Access Campus Access Point Global Enabled
L nac-eap Access Campus Access Point CNX-branchl Enabled
=2 nac-mpsk Access Campus Access Point Global Enabled

2.2 NAC-EAP WLAN

This is to authenticate against Entra identity store. The WLAN is called “nac-eap” and it’s authentication server group

will be Central NAC.

Update WLAN Profile

General VLAN Security Access
Name * Security Level Default Role -
Enterprise ‘ [] override defauit rale
Description Personal @ Default palicies for role ™ have been created under “Roles & Policie:
Open » Role-Based policies". Pleas finish the configuration by editing
said policies.
Key Management *
[ use Named VLAN
¥ WPAZ-Enterprise ~ Advanced v
Default VLAN *
Type
[t |
| e ‘ Authentication
Server Group*
| D Use Alias ‘
‘ Central NAC v ‘
ESSID Name *
Advanced " @ Server Group is supported in APs running AOS 10.6.0.0 and above.
| nac-eap ‘
‘ D Air Pass ‘
¥ 2.4 GHz @ Please complete the Air Pass configuration by creating an Air Pass.
profile in Central NAC and passpeint location profile is needed
~| 5GHz

[ ] 6cHz

[ [7] Disable Network

Network Configuration (7)

Most Compatible
Balanced
High Density

Custom

2.3 User Role configuration

Reauthentication Interval

0-32768

1]

Advanced

Minutes

When you configure a WLAN element profile, Aruba Central automatically creates a default role for that WLAN. It then
assigns that role to both the campus AP and gateway device functions.
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Here I'll go through the configuration of user roles and related policies. In most cases, you want to use the same user
roles for your wired and wireless users. I'll start from the library level.

Configuration Overview
8 Information about the Library

Profiles Roles & Policies Named Objects Services

Library

o2 @
Global Roles Security Policies

Manage roles. Manage network and security policies.
Site Collections

Manage Manage

Sites
Devices
Device Groups

I’ll create two roles, Staff and Student. Let’s look the roles that | created before.

Profiles Roles & Policles Named Objects Services

Library > Roles

| st x Create Role | 08 v |
31 items

Name GPID Assigned Device Function Assigned Scope Referenced By

& Staff 400 Mobility Gateway Global 3 policies O

Access Switch
Campus Access Point

g Student 1300 Campus Access Point Global 5 policies
Access Switch
Mobility Gateway

Here | am showing only what is relevant to the wireless users. You can also configure parameters that are specific to
LAN switches. Also note the number of policies each of the roles have.

Edit Role X Edit Role X
&
Properties References
a*
Properties References Name *
Mame *
Description
Descripfion
]
< VLANID
VLANID
|12

|11

Captive Portal Profile
Captive Portal Profile

| . \

GRID* GPID

| D Dynamic Application Priorifization ‘ D Dynamic Application Prioritization

Here for this role that we’ll use for our bridge only WLAN, the VLAN id for Staff and Student are 11 and 12 respectively.
Next, we go to the Security policies and choose Role-based Policies.
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Profiles Roles & Policies Named Objects Services

Library
Library »  Security Policles

Global @ @
Network Policies Role-based Policies
Site Collections Manage network policies. Manage role-based Policies.
Manage Manage

Sites

Few points about security policies
e Security Policies are still applied to scopes and device functions.
e The security policies are processed in a top-down fashion until a match is found.
e Policies can be assigned to multiple roles.

e Anything that starts with “sys_" is system generated. Shown below we have two. The sys_allow_all is an explicit
allow all rule, which means all wireless traffic that is bridged locally instead of tunnelled to a gateway, will
match this policy if it hasn’t yet found a match.

e For “Deny all” policy, you need to explicitly create one.

e And if you decide to have “Deny all” policy then other polices with rules explicitly allowing certain traffic should
be defined above it.

o The roles will only be sent to the APs, Switches and Gateways if they have at least one policy referencing it.

Profiles Roles & Policies Named Objects Services

Library >  Security Policies >  Role-based Policies

Create Policy
Name Rules Assigned Device Function Assigned Scope
tral "
S central_nac
¥s_ = 3 Campus Access Point Global
This is a system generated configu...
> baslc-net-services 6 Mobility Gateway, Campus Access Point Global
Campus Access Point, Mobility Gateway,
> Inappropriate-content 2 P ) v ¥ Global
Access Switch
> Internal-nets 1 Campus Access Point, Mobility Gateway Global
Maobility Gateway, Campus Access Point,
> Allow-All-Pol 1 v V. -amp Global
Access Switch
> sys_allow_all 8 Campus Access Point Global I
Default policy to allow role to role...
v

| have 4x policies that | created, and each policy consists of a set of rules and are assigned to multiple roles.

Policies Purpose Associated User role for most of the rules
Basic-net-services Allow access to DHCP and DNS Student, quarantine, Guest_Preauth
Inappropriate-content | Deny access to inappropriate web Staff, Student

categories
Internal-nets Allow access to RFC 1918 networks Student
Allow-All-Pol Allow-all access Staff, Students
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Let’s expand the “basic-net-services” policy. Note that each rule can be assigned to multiple roles. | have just hovered
my mouse over the roles and it displays all the roles that it is assigned to.

Profiles Roles & Policles Named Objects Services

Library >  Security Policies >  Role-based Policies

Create Policy
Hame Rules Assigned Device Function Assigned Scope
tral 2
5 central_nac
Vs = Campus Access Point Global

This is a system generated configu...

~ baslc-net-services & Mobility Gateway, Campus Access Point Global
Role: quarantine, Student,

IP Version { Guest_Preauth Ice/Appll... Category Type  Action Description DSCP 802.1P

IPvi Role: quarantine,  Any swc-bootp MNet Service Allow = = = E e

IPvi Role: quaranti... Any swe-dhop Net Service Allow - = S

IPwi Role: quaranti... Any swc-dms MNet Service Allow - - -

IPvi Role: quaranti_. Any swe-lemp Met Service Allow

P Rale: quaranti.. Met Destinati... sve-hitps Net Service Allow access 1o clea..,

IPywi Rale: quaranti_.. Net Destinati_. svc-hitp Met Service Allow access fo clea..

Campus Access Point, Mobility Gateway,

> Inappropriate-content 2 pu i " Global

Access Switch

In another example, expanding the “inappropriate-content” policy, you see that | am denying access to Adult and
Gambling sites. This policy is applied to most of my roles. So here you don’t need to duplicate the rule for each user
role.

Profiles Roles & Policies Named Objects Services

Library >  Securlty Policles > Role-based Policles

Create Policy
Name Rules Assigned Device Function Assigned Scope
I -
» sys_central_nac 3 Campus Access Point Global
This is a system generated...
> basic-net-services 3 Campus Access Point Global
~ Inappropriate-content 2 Campus Access Point, Access Switch Global
Source Destination ServicefApplication Action Description DSCP 802.1P
Add Rule Above
Role: 5taff, Student Any Adult and pornogra.. ¢ Deny - - Add Rule Below
Move Down
Role: Staff, Student, ..  Any Gambling & Deny - - Clone Rule Above
Clone Rule Below
> Internal-nets 1 Campus Access Point Global
» staff-pol 1 Access Switch, Campus Access Point Global
> student-pol 1 Access Switch, Campus Access Poinf Global

When you hover your mouse over a rule, “...” appears and by clicking on it you can bring up the rule ordering cloning

pop-up. As you are reordering the policies, the order gets synced to the devices that are associated to the user-role. You
can check the rules that were pushed down to the gateways with “show right <user-role-name>" as shown below for
Staff role where | am showing a part of the output that refers to the access policies.
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Entra ID Configuration

The main configuration components on Entra Id are:
1. Register an application
2. Configure API permissions for the Application
3. Grantadmin consent
4

Create the secret password for it.

Here we’ll start with the creating an application that we’ll use for New Central integration. Navigate to your Entra ID
service >> Manage >> App Registrations

P Search resources, services, and docs (G+/) I 0 Copilot £33 al anyap@hpe.com
ARUBA LAB MEL CLOUDAUTH A__

Home * Aruba Lab Mel Cloudauth AD

gz Aruba Lab Mel Cloudauth AD | App registrations = %

PR | Newregistration & Endpoints ¥ Troubleshoot () Refresh 4 Download [ Preview features £ Got feedback?

{] Devices a

&% App registrations
o Azure Active Directory Authentication Library (ADAL) and Azure AD Graph no longer receive new feature updates. We continue to provide technical support and security updates. Applications
should be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

Identity Governance

Application proxy

Create a new App and give it a name and leave the “Redirection URI (optional)” empty for the time being. We’ll add it
later once we have the URL from Aruba Central. A redirect URI is where the Microsoft identity platform sends security
tokens after authentication.

Home * Aruba Lab Mel Cloudauth AD | App registrations

Register an application

* Name

The user-facing display name for this application (this can be changed later).

NewCentral NAC Vg

Supported account types

Choose the account types that can use this application or access this API

| Single tenant only - Aruba Lab Mel Cloudauth AD v Help me choose

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value is required for most authentication scenarios.

Select a platform ~ ‘ ‘ e.g. https://example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding frem Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies '

Once you register it, the application will have a tenant and Application ID.
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Home > Aruba Lab Mel Cloudauth AD | App registrations

gz NewCentral NAC »
oy

B < © Deactivate ] Delete & Endpoints (&%) Preview features

2 overview

-~ Essentials

&4 Quickstart

, Display name : NewCentral NAC Client credentials : 0 certificate 1 secret

#" Integration assistant X
Application (client) 1D : 2eb9f2ad Redirect URIs : 1web 0 spa, 0 public client

# Diagnose and solve prablems Object ID ;58172016 Application 1D URI : Add an Application 1D URI

* Manage Directory (tenant) ID : 0391024¢ Managed application in ... : NewCentral NAC

=5 Branding & properties Supported account types : My organization only State : o Activated

-:)) Authentication (Preview)

@ Azure Active Directory Authentication Library [ADAL) and Azure AD Graph no longer receive new feature updates. We continue to provide technical support and security updates. *
Certificates & secrets Applications should be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more
11l Token canfiguration
. Get Started Documentation
- API permissions
&b Expose an AP|
, . . . . . .
We need these IDs when we’ll be configuring Central. For time being just copy it.
Application (client) ID = 2eb9f2ad-L
Tenant ID = 0391024d
After registering the application, configure the following API permissions:
e Directory.Read.All
e  Group.Read.All
e IdentityProvider.Read.All
e People.Read.All
e User.Read
e User.Read.All
Here | am showing how to set those up.
Home * Aruba Lab Mel Cloudauth AD | App registrations > NewCentral NAC Request API permiSSiOnS X
- NewCentral NAC | API permissions =
al
E} Microsoft Graph
¢« () Refresh A7 Got feedback? https://graph.microsoft.com/ Docs ('
L - -
B ovenview What type of permissions dees your application reguire?
& Quickstart Delegated permissions
} A\ Granting tenant-wide consent may revoke Your application needs to access the APl as the
#" Integration assistant affected. Learn more signed-in user.
#% Diagnose and solve problems
~ Manage © The "Admin consent required” column she LT I E2 20T
in your organization, or in organizations w Your application runs as a background service or daemon without a
= Branding & properties signed-in user.
-:)) Authentication (Preview) Configured permissions
. Select permissions expand all
Certificates & secrets Applications are authorized to call APIs when'
all the permissions the application needs. Leal Ia
11! Token configuration ¥ PP A direct *
5 APl permissions | Adda permission ~/ Grant admin col Permission Admin consent required
& Expose an API APl / Permissions name Type “/ Directory (1)
App roles
PP > e = . Directory.Read All & .
&8 Owners - Read directory data =
dl, Roles and administrators To view and manage consented permissions fi D Directory.ReadwriteAll © Yas
Read and write directory data
W Manifest
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Request API permissions X Request APl permissions >‘
o psans o= signed-in user. -
2 growp <]
Permission Admin eonsent required Select permissions expand al
> call 2 lidenti -
s
Permission Admin consent required
> Group-Conversation
> Agentidentity
Group-NestingSupport
> Group-NestingSuppor > AgentidentityBlueprint
? Group-OnPremisessyncashavior > AgentidentityBlueprintPrincipal
> Group-XTenantidentitySync S agentiduser
N Group (1) > Group-XTenantidentitySync
GroupCreate
] Create groups Yes > IdentityNetifications
GroupRezdall ()
e = /' IdentityProvider (1)
0 GroupReadWriteAll © Yes IdentityProvider.Read.all O Yo
Read and write all groups Read identity providers
Request APl permissions
/7 TeamsApplnstallation
> TeamsTab
Request API permissions x
> UserAuthenticationMethod
=, Microsoft Graph
E https://graph.microsoftcom/ Docs [ > UserNotification
What type of permissions does your application require?
Delegated permissions > UserShiftPreferences
Your application needs to access the APl as the
signed-in user.
N User (1)
Application permissions
Your application runs as a background service or daemon without a D User.ExportAll (O "
signed-in user. es
2 Export user's data
User.Invite.All
Select permissions expand all D @© Yes
Invite guest users to the organization
' people <
User.Manageldentities. All (D
Permission Admin consent required 0 o Yes
Manage all users’ identities
N people (1) User.Read All @
q Yes
PecpleRead.All 0 . Read all users’ full profiles
Y s
Read all users’ relevant people lists User ReadWirite All
D X Yes

> PeopleSettings

Read and write all users’ full profiles

Then click on “Update Permissions”. Next we need to “Grant admin Consent” for them.

Home * Aruba Lab Mel Cloudauth AD | App registrations » NewCentral NAC

= NewCentral NAC | APl permissions =

Q? Got feedback?

M\ Granting tenant-wide consent may revoke permissions that have already been granted tenant-wide for that application. Permissions that users have already granted on their own behalf a

o The "Admin consent required"” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the
organization, or in organizations where this app will be used. Learn more

L Search ‘ o () Refresh
Overview
&4 Quickstart
;»,' Integration assistant
K Diagnose and solve problems
~ Manage Configured permissions

>

= ®randing & properties
-:') Authentication (Preview)

Certificates & secrets

! Token configuration

-9~ AP permissions

& Expose an API

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process, The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

Add a permission
API / Permissions name

v Microsoft Graph (6

Directory.Read.All

¥4 App roles Group.Read.All

&8 Owners IdentityProvider Read.All

4. Roles and administrators People.Read.All

il Manifest User.Read
User.Read.All

Support + Troubleshooting

Type

Application
Application
Application
Application
Delegated

Application

Description

Read directory data
Read all groups

Read identity providers

Read all users’ relevant people lists Yes

Sign in and read user profile

Read all users’ full profiles

~ Grant admin consent for Aruba Lab Mel Cloudauth AD

Admin consent required Status

Yes Ak Mod granted for Aruba ane

Yes dik M0 granted for A1 aas

Yes ik Moagr Dal  ses
dk Mo anned far Ar L [

No L

Ves d Modg i A

Once we have done that, you should see the following status for the Microsoft graph APIs you had selected.
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Home > Aruba Lab Mel Cloudauth AD | App registrations > NewCentral NAC

- NewCentral NAC | APl permissions =

2 Overview

& Quickstart

b 4 Integration assistant

. Diagnose and solve problems

~ Manage
= Branding & properties
-:P) Authentication (Preview)

Certificates & secrets

Token configuration

-2~ API permissions

& Expose an AP|

IR App roles

&8 Owners

4l Roles and administrators
M Manifest

> Support + Troubleshooting

« O Refresh Q\'_*‘ Got feedback?

A\ Granting tenant-wide consent may revoke permissions that have already been granted tenant-wide for that application. Permissions that users have already granted on their own behal

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This calumn may not reflect

organization, or in organizations where this app will be used. Learn more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

all the permissions the application needs. Learn more about permissions and consent

Add a permission  ~ Grant admin consent for Aruba Lab Mel Cloudauth AD
API / Permissions name Type Description Admin consent required Status

v Microsoft Graph (6)

Directary.Read All Application  Read directory data Yes @ Granted for Aruba Lab Mel Cloud,
Group.Read All Application  Read all groups Yes @ Granted for Aruba Lab Mel Cloud,_
IdentityProviderRead. Al Application Read identity providers Yes @ Granted for Aruba Lab Mel Cloud,,,
Pecple.Read.All Application  Read all users’ relevant people lists Yas @ Granted for Aruba Lab Mel Cloud, .
User.Read Delegated  Sign in and read user profile No @ Granted for Aruba Lab Mel Cloud,
User.Read All Application  Read all users' full profiles Yes @ Granted for Aruba Lab Mel Cloud,

Finally, we need to create client secret ID

Home > Aruba Lab Mel Cloudauth AD | App registrations > NewCentral NAC

NewCentral NAC | Certificates & secrets =

Overview

& Quickstart

#" Integration assistant

¥ Diagnose and solve problems

~ Manage

=2 Branding & properties

2 Authentication (Preview)
Certificates & secrets

1I! Token configuration

- API permissions

@ Expose an AP|

Add a client secret X
Description [ Central NAC |
oul
A Got feedback? Expires | Recommendied: 180 days (6 months) v

Credentials enable confidential applications to identify themselves to the authentication service when receiving i
scheme). For 2 higher |evel of assurance, we recommend using a certificate (instead of a client secret) as a crede

@ Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0)  Client secrets (1)  Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to ¢

Mew client secret

Add

When you have added the client secret you should get this screen, note that you need to copy the secret value when
you create it as we need it when we configure the Entra integration on New Central.

Home > Aruba Lab Mel Cloudauth AD | App registrations * NewCentral NAC

NewCentral NAC | Certificates & secrets =

Overview

&b Quickstart
;,' Integration assistant
#. Diagnose and solve problems
~ Manage
B Branding & properties
-3 Authentication (Preview)

Certificates & secrets

Token canfiguration
-2 AP| permissions

& Expose an API

App roles

& Owners

;'? Got feedback?

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at 3 web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

@ Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0) Client secrets (1) Federated credentials (0)

A secret string that the application uses to prove its identity when reguesting a token. Alsc can be referred to as application password.

Client secret values cannot be viewed, except for immediately after creation. Be sure to

New client secret save the secret when created before leaving the page.
Description Expires Value © Secret ID
Central NAC 14/08/2027 [ F .

Even if you forgot to copy the secret value, you could delete it and create new secret password.
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Central NAC

In this section I'll cover the Central NAC configuration and here are the main components that needs to be configured.

Central NAC Identity Management

Central NAC Authentication Profile

Central NAC Authorisation Policy

Navigate to Central NAC section by Clicking on the highlight icon and then selecting “Manage” Central NAC card.

HPE:.GG e Q

Network Overview

o Access your network organization, configuration and operations from a single pane of glass.

2.4 Configuring Identity Store
Starting with adding Entra as an Identity store.
HPE ot Central Q

Central NAC

= Manage nefwork access control configuration.

Global Central NAC >  Configuration

&

Authentication Profiles

Manage authentication profiles configuration

Manage

R «

Visitors

Manage Visitors allowed fo access the network.

Authorization Policies

Manage authorization policies configuration.

Messaging

Manage messaging provider configuration used fo
deliver messages to end users.

Classic Central

Classic Central

QO @ B A

23]
&l

Identity Management

Manage identity providers used by Network Access
Conirol services.

Manage Manage

&

Portal Customization

Manage customization configuration for portals
used by authenfication profiles.

Manage Manage Manage
()
Alr Pass
Manage Air Pass profiles and providers
configuration.
Manage
Once you click on the gear icon to get the following screen, here I'll create our first identity store.
HPE oy Central Q Classic Central () o o 8
[
Central NAC
=] Manage nefwork access control configurafion.
Global CentralNAC >  Configuration >  Identity Management
Q Create Identity Store
§ items
Name

WEe’'ll choose Microsoft Entra ID from the drop-down menu

Application (client)
Directory (tenant) ID =
Secret Value = QE-80Q~

ID = 468415c0-1e __
0391024d-

Provider Authentication Profiles Authorization Pelicies

. And add the three values we had from Entra Id
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Create Identity Store X Edit Identity Store X

MName " Mama *
Entra_ID
Description Description
& %
Provider - Proviger -
| ~ |
Tenant ID
Q ] .
. | 039102
‘Corporate )
Google Workspace Cllent b
|
Microsoft Entra ID | 2eb9f2; |
Okta Workforce Identity Cloud Client Secref *
Visttor rrr—
Facebook \
Google Social Redirect URI
. Use this URI to register Central MAC in the identity store
Linkedin provider
OpenlD https:/; south.cloud t.central.arubane
Visitor Store tworks.comfoauth/reply
X v
Create Save

Here you’ll see the Redirect URI, copy it as we need to add it to our Entra Id application.

https://apacsouth.cloudguest.central.arubanetworks.com/oauth/reply

You can navigate back to the Entra Id application you just configured and add Redirect URI for Web.

Home * Aruba Lab Mel Cloudauth AD | App registrations * Mew(Central NAC

) NewCentral NAC | Authentication (Preview) =

B E v

Search ‘ -] « P? Got feedback?

Overview

Quickstart

o Welcome to the new and improved experience for authentication. To switch to the old experience,_please click here.

# Integration assistant
# Diagnose and solve problems .
Redirect URI configuration  Supported accounts Settings
~ Manage —_——
. . i A redirect URI, or reply URL, is the location where the Entra authorization server sends the user and delivers tokens once the user has successfully signed in or signed out.
E= Branding & properties about what is a redirect URI =

—3 Authentication (Preview) .
- AddRedirectURl [ Delete
Certificates & secrets

Once you save it, you'll see it listed as shown below.
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https://apacsouth.cloudguest.central.arubanetworks.com/oauth/reply

Home > Aruba Lab Mel Cloudauth AD | App registrations > NewCentral NAC

3 NewCentral NAC | Authentication (Preview) =

B overview

Q’j Got feedback?

&4 Quickstart

@ Welcome to the new and improved experience for authentication. To switch to the old experience, please click here.

'(,' Integration assistant

#4 Diagnose and solve problems

Redirect URI configuration  Supported accounts Settings

v Manage

A redirect URI, or reply URL, is the location where the Entra authorization server sends the user and delivers tokens once the user has successfully signed in or signed out.

= Branding & properties about what is a redirect URI]!

-:') Authentication (Preview)
Add Redirect URI

Certificates & secrets

11l Token configuration

@ 1fyou want to view or change implicit grant and hybrid flows settings or front-channel logout URL, please visit the settings tab.

& APl permissions |,’7 Start typing a reply url to filter these results

Platform Type : All

& Expose an API

D Platform Type T4 Redirect URI Ty

5 App roles
pe [~ web edit

I:‘ Web

ke

Owners

https://apacsouth.cloudguest.central.arubanetworks.com/oauth/reply

Now back in Central NAC, save the Identity store configuration and after a while you should see a green status next to it.

HPE Emﬁ% Central Q

Central NAC

Manage network access control cenfigurarion.

Global CentralMAC >  Configuration > Identity Management
Q
S items
Mame Provider
* Entra_ID Microsoft Entra ID

2.5 Authentication Profiles

Classic Central | ]

Authorization Policies Authentication Profiles

The next thing we need to configure is the authentication profile where we specify how which WLANs should be

authenticated and what identity store to use.

So, we navigate to Authentication Profile and create a new profile.

HPE /20 cenra | a

oo

Classic Central (. ag

Central NAC

=] Manage network access control configuration.

Giobal CentralNAC > > A
‘ Q Create Profile
Edit Profile X Network * EAP-TLS Client Valid Days *
Select the network to be configured with this profile. Lifetime in days of X509 certificates issued by the infernal CA.
| nac-eap v | | 365 days (12 months) v
Name * | | UEM Onboarding +
@
nac-eap | dentity Store -
ent re
User Onboarding
Description | Entra_ID v | Share this URL with end-users to onboard their clients into
the network.
EAP-TLS Settings L
9 central.aru

Organization Name *

Name used in onboarding workflows.

Arlya Public

Certificate

Select to use default or custom EAP-TLS server certificate.

Default certificate

Custom cerfificate

banetworks.com/portal/cnx.cust-...

Portal Customization

Apply customizations to the web portal for this
authentication profile by selecting a portal profile.

| MNone hd
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The UEM onboarding you see in the above screen shot, is if you have Intune or JAMF extension integration, here | don’t
have that setup, so we skip it.

The Onboarding URL is as pasted below and is used for client onboarding.

https://apacsouth.cloudguest.central.arubanetworks.com/portal/cnx.cust-

46efde6c02 :9f /passpoint

Lastly you can customise the onboarding portal as well. Here | have chosen not to customise it. And once you save it, the
authentication profile will be as shown below.

Central NAC >  Configuration > Authentication Profiles

| Q | Create Profile

8items

Name Authentication Type Assigned Network Identity Store

Bram

mac-1 MAC Address Store

mpsk Named MPSK Store for nac-mpsk
nac-b

nac-c

nac-eap EAP-TLS nac-eap Entra_ID | Edit Profile

View Portal

Copy Onboarding URL

Now you can hover your mouse over it and click on the ... and the three options will pop up.

Here is how the onboarding portal looks.

GETITON
Welcome » Google Play
To connect to the nac-eap network, we need to create a

network profile for you.

! i 2 Download on the
Before you can add a network profile to your device, you will first ownlaad on the

need to install the HPE Aruba Networking Onboard app. App Store
Use the buttons below to install the HPE Aruba Networking

o
Onboard app. And then come back to this page once you have e Download for macOS
done so.

& Download for Ubuntu

@
.* After you have installed the HPE Aruba Networking Onboard
HPE...55 app, press the Yes button to continue
. ' o

Yes, | have the HPE Aruba Networking

Onboard app

HPE Aruba Networking Onboard

Mamage my network credentials
& Download for Windows

Privacy policy License agreement

2.6 Authorisation Policies

An authorisation policy defines the sources and rules used to determine which policy rules is assigned to a user or
device after successful authentication. In Central NAC, the policy is built around the following key components:

e Authorisation context

e Pre-conditions and authentication matching criteria
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The authorisation context is based on the identity stores configured in Central NAC. These may include Microsoft Entra
ID, Google Workspace, Okta, or the MAC address table, depending on the authentication method and deployment

requirements.

Pre-conditions determine which policy is evaluated for a given authentication request. When a new policy is created, it
includes only a default Deny All rule. Additional rules must be added to define the enforcement outcome, such as the
user role, VLAN ID, or session timeout returned after successful authentication.

These rules allow Central NAC to apply different enforcement actions based on user, device, group, or identity-store
attributes, providing flexible and consistent access control across WLANs.

Now I'll navigate to the authorisation policies and create a new one.

HPE .5, e

Central NAC

= Manage network access control configurafion.

Global

Q Classic Central

Central NAC >  Configuration >  Authorization Policles

Q

Create Pollcy

I'll call it EAP-TLS Policy, and | select the Entra Id identity store, and the precondition will be Authentication type equal

to EAP-TLS.

Here are the other preconditions that can be added as well.

e Authentication Source =based on the configured Identity stores

e Authentication Type = MPSK, EAP-TLS, MAC Authentication Bypass (MAB), Captive Portal (CP)

e Connection Type = Wired or wireless

e NAD Vendor = AOS-Switch, Cisco/Meraki wired, Cisco/Meraki Wireless, HPE Comware wired, IETF, Juniper Mist
Wireless, Juniper wired.

Create Policy x
Edit Policy
Name *
EAP-TLS-Policy
Name *
Description
EAP-TLS-Policy
Description
4
~ | Enabled
Policy Type 4
Preload the policy configuration by selecting a fempiate. ¥ Enabled
Custom -
Palicy Type
Authorization Context Preload the policy configuration by selecting a femplate.
Select the authentication sources supported by this policy. Custom v
Identity Store
Select an option if users must be suthorized based on an identity store. Aui‘ho rizai‘ion Con‘l‘ex‘l‘
Entra_ID w

Pre-conditions

Select the authentication sources supported by this policy.

Identity Store

Select an opfion if users must be authorized based on an identity store

This policy will take effect on authenfications matching the provided criteria.

Authentication Source

Addc| Authentication Type P "j
Connection Type
NAD Vendor

Site

Entra_ID v

hd il Pre-conditions

This policy will take effect on authentications matching the provided criteria
-

Authentication Type = Is equal to v

Add Condition (3) Add Group [

Next, | need to add the rules under this policy. Here are my two simple rules.

EAP-TLS v | T
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| allow-entra-staff |

Description

Conditions
Select the matching criterla for this rule.

i | SSID ~ H Is equal to ~ || nac-eap ~ ‘ ]E
| And v |
i | User Group (Entra... H contains v | | Staff v ‘ |
Add Condition () Add Group [
Actlons
Select the results fo be applied fo cllents matching the conditions criteria. Af least 1 action Is required
Allow Access
Deny Access
Role *
| stan v |

Attributes
| v

| Session Timeout (hours): 1 % .‘:]

‘ allow-enira-student ‘

Description

Conditions
Select the matching criteria for this rule.

3 | SSID ~ H Is equal to ~ || nac-eap v | E
A v

| UserGrowpEnfra.. v | confains v | | students v |

Add Condition (T) Add Group 7]

Actions
Select the results fo be applied fo cllents matching the conditions criteria. At least 1 action Is required.

Allow Access

Deny Access

Role *

‘ Student

Attributes

‘ v ‘

| Sesslon Timeout (hours): 1 % |

And the whole thing is as shown below. The key thing is that there is a deny All rule at the end of every policy and a

Deny all policy at the end. Of course, you can hover you mouse over a rule and there will be pop-up menu where you

can edit the rule, duplicate it, move the rule up and down, etc.

Central NAC > Configuration > Authorization Policles
Q | Create Policy
5 ifems
Name Rules Identity Store Policy Type Status
> 1 CloudMAC 3 MAC Address Store Custom Active
y 2 CloudMAC-SW 2 MAC Address Store Custom Active
v 3 EAP-TLS-Policy 7 Entra_ID Custom Active
Name Conditlons Action Role
1 allow-entra-staff 2 Allow Staff -
2 allow-entra-student 2 Allow Student Edit Rule
3 allow-/ Move Down
Add Rule Above
4 allow-c
Add Rule Below
5 allow-t Duplicate
6 suspic
Needs
7 Deny All 4] Deny - v
> & user-poltcy-en‘rra-only-orlg 3 Entra_ID User Inactive
5 Deny All 0 - Custom Active

Default deny for unauthorized requests
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User Onboarding

Central NAC makes secure device onboarding easier with the Aruba Onboard App. It is a good option for organisations
that do not want to manage their own PKI or device management platform. If an organisation already uses PKI or device
management tools, it should keep using those tools to provision devices.

Note that Central NAC also supports Bring Your Own Certificate (BYOC), which allows external PKI to be used during
authentication. I'll cover in the next technote.

The requirements for Central NAC onboarding are
1. Sharing the onboarding URL with the users
2. The users should know their Entra credentials
3. Ensuring the user devices support the following operating systems

e Windows 10 version 1803 or later versions e Android 9 or later versions
e Windows Server 2016 or later versions e mac0S 10.13 or later versions
e i0S12.1 orlater versions

Aruba Central NAC uses Passpoint to provide ease of access. The idea here is that we can send this onboarding URL to
the users so they can get connected to this WLAN which is being authenticated with Central NAC.

2.7 Staffl Onboarding Using Onboarding App

Remember the onboarding URL is under Central NAC >> Authentication profile. Now the staffl user browses to the
onboarding URL, and this is their workflow.

<« (] °5 apacsouth.cloudguest.central.arubanetworks.com/port... ¥ ®

@EN

Welcome

To connect to the nac-eap network, we need to create a
network profile for you.

Before you can add a network profile to your device, you
will first need to install the HPE Aruba Networking
Onboard app.

Use the buttons below to install the HPE Aruba
Networking Onboard app. And then come back to this
page once you have done so.

5

HPE Aruba Networking Onboard

& Download for Windows

More Options...

After you have installed the HPE Aruba Networking
Onboard app, press the Yes button to continue.

Yes, | have the HPE Aruba Networking
Onboard app

Manage my network credentials

Privacy policy License agreement
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Since this is the first time the user is onboarding, they need to download HPE Aruba Networking Onboard App. Because |
am using a windows laptop, it is automatically showing the windows options. So now | have downloaded it and will
install it.

£} HPE Aruba Networking Onboard Setup X £F HPE Aruba Networking Onboard Setup x ‘
Please dick the below link to visit EULA page

Welcome to the HPE Aruba Networking
Onboard Setu

Version 1.6.0 82 hitps://www X W ing himl

Click Next to start the installation

If you accept the terms of the agreement, cick 1 Agree to continue. You must accept the agreement to install Aruba Onboard.
© Copyright 2026 Hewlett Packard Enterprise Development LP

Next > | < Back I I Agree

£} HPE Aruba Networking Onboard Setup

Completing the HPE Aruba Networking
Onboard Set

Version 1.6.0.2

Click Close to finish the setup

ewlett Packard Enterprise Development LP

Once it is installed from the browser, click on the “Yes | have the Onboard App” button. This will start the Entra ID
authentication.

c %5 apacsouth.cloudguest.central.arubanetworks.com... ¥y R
Sign in

Sign in with Entra_ID

after which the user gets presented with the following

| L BV
=. Microsoft @ Microsoft
. - « . i .
Slgn in staff1@arubamel.onmicrosoft.com

staff1@arubamel.onmicrosoft.com Enter passwo I'd

Cam't access your account?

Forgot my password
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°s apacsouth.cloudguest.central.arubanetworks.com... ¥t
B® Microsoft

staff1@arubamel.onmicrosoft.com

Network Profile

Install this network profile to connect to nac-eap (Ariya
Do this to reduce the number of times you are asked Public).
to sign in.

Stay signed in?

Ensure your Wi-Fi network adapter is enabled before

G Don't show this again installing this network profile.

No Yes Install using HPE Aruba Networking

Onboard app

Now after successful authentication, Onboard App will install the Network Profile.

< c °5 apacsouth.cloudguest.central.arubanetworks.com/port... ¢ b @

Open Aruba Onboard?

https://apacsouth.cloudguest.central.arubanetworks.com wants to open this application.

Always allow apacsouth.cloudguest.central.arubanetworks.com to open links of this type in the associate...

Open Aruba Onboard

And here are the exact steps which is basically clicking on set up network profile and then waiting for it to finish.

s . — "
%-.F HPE Aruba Networking Onboard X “# HPE Aruba Networking Onboard - X %} HPE Aruba Networking Onboard - X

1 .
Welcome! Network Profiles Sendlogs (i)

o ° nac-eap
. Last updated: today
HPE 5
% Expires on Jul 24,2027
o Configuring...

° AriyaWiFi
Last updated: Mar 22,2026
Network Profile

HPE Aruba Networking Onboard wants Expires on Mar 22,2027
to set up a network profile to provide
you access to your network Connecting to server

Your Network profile is being provisioned

Downloading profile

Set up network profile o ) Your device will try to reconnect to the Internet using one
Configuring profile

of the installed network profiles.

Don't set it up You may exit the app.
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For the curious, you can check the user certificates to see the certificate that Central NAC just installed.

ﬁ certmgr - [Certificates - Current User\Personal\Certificates]

File Action

== =

View Help

NE 4B XEE BHE

¥ Certificates - Current User
~ [ Personal
| Certificates

> [ Trusted Root Certification Authorities
> [ Enterprise Trust
> [ Intermediate Certification Authorities

Issued To

4 staff1@arubamel.onmicrosoft.com

Issued By

Cloud Authentication Private Root ...

Expiration Date
24/07/2027

As you can see it is installed and issued by Cloud Authentication from HPE Aruba.

a  Certificate

General

Details Certification Path

1= “ Certificate Information

This certificate is int

* Proves your identity to a remote computer

ded for the following purpose(s):

Issued to: staffi@arubamel.onmicrosoft.com

Issued by: Cloud Authentication Private Root CA (powered

by HPE Aruba)

Valid from 24/07/2026 to 24/07/2027

a  Certificate

General

Show:

Details ~Certification Path

<All> v

‘? You have a private key that corresponds to this certificate.

Issuer Statement

X

Field

D Public key

[ Public key parameters
Authority Information Ac...
@ Subject Key Identifier
Authority Key Identifier
@ Subject Alternative Name
Key Usage

@ Enhanced Key Usage

e L

Value

ECC (384 Bits)

ECDH_P384

[1]Authority Info Access: Access Me...
fob5727a4a75f697975ec7bed34c7...
KeylD=f7092ce528930d28fcd0fe15...
Directory Address:0ID.1.3.6.1.4.1.1...
Digital Signature, Non-Repudiation, ...
Client Authentication (1.3.6.1.5.5.7.3...

Al lmm A A 14l mat arm mimem 4~

V3

Edit Properties... Copy to File...

#  Certificate

General Details Certification Path

Intended Purposes

Client Authentication

Show: <All> v
Field Value
@ Version V3
D Serial number 0OOeacSeeca747edff4cf5a7033f9a8c...
[:j Signature algorithm sha384ECDSA
BSignamre hash algorithm  sha384
[ 1ssuer Cloud Authentication Private Root CA...
DVaIid from Friday, 24 July 2026 11:09:42 AM
[=] valid to Saturday, 24 July 2027 11:09:42 AM
|:[ Subject staffl @arubamel.onmicrosoft.com, ...
Fle oo o —— s N
V3
Edit Properties... Copy to File...
#  Certificate

General Details Certification Path

Certification path

S] Cloud Authentication Private Root CA (powered by HPE Aruba)

-] ArubaOnboard

Certificate status:

View Certificate

This certificate is OK.

Friendly Name
ArubaOnboard
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And here is trusted root CA certificate.

E certmgr - [Certificates - Current User\Trusted Root Certification Authorities\Certificates] — ]

File Action View Help

o= 20 4 XE HE
¥ Certificates - Current User Issued To Issued By Expiration Date  Intended Purposes
il Personal LI DigiCert CS RSA4096 Root G5 DigiCert CS RSA4096 Root G5 15/01/2046 Code Signing, Time ...
v Wl Jrusted Roat Certification Authorities [ DigiCert Assured 1D Root CA DigiCert Assured ID Root CA 10/11/2031 Client Authenticatio...
Ent:;:':::::t 5l cp-Lab1 CP-Lab1 25/06/2023 Server Authenticatio..
: Intermediate Certification Authorities 5]cp-Lab1 CP-Lab1 25/06/2023 Server Authenticatio..
| Active Directory User Object =4l Copyright (c) 1997 Microsoft Corp. Copyright (c) 1997 Microsoft Corp. 31/12/1999 Time Stamping
7 Trusted Publishers 55/ COMODO RSA Certification Authority COMODO RSA Certification Autho..  19/01/2038 Client Authenticatio...

| Untrusted Certificates ‘ Cloud Authentication Private Root CA (powered by HPE Aruba) Cloud Authentication Private Root .. 14/07/2027

Note that not all older devices support hotspot 2.0. The way to find that out is by using this command and checking for
Access Network Query Protocol (ANQP) support.

C:\>netsh wlan show wirelesscapabilities

Wireless System Capabilities
Number of antennas connected to the 802.11 radio (value not available)
Max number of channels the device can operate on, simultaneously (value not available)
Co-existence Support : Unknown

Wireless Device Capabilities

Interface name: Wi-Fi
<other lines removed>

Wi-Fi Direct Client : Supported
Protected Management Frames : Supported
DOT11k neighbor report : Supported
ANQP Service Information Discovery : Supported
Action Frame : Supported
Diversity Antenna : Supported
IBSS : Not Supported

<other lines removed>

C:\>

Hotspot 2.0 is a Wi-Fi Alliance specification based on the 802.11u protocol, which allows wireless clients to discover
hotspots using management frames (such as beacon, association request and association response), connect to
networks, and roam between networks without additional authentication.

ANQP provides a range of information, such as IP address type and availability, roaming partners accessible through a
hotspot, and the Extensible Authentication Protocol (EAP) method supported for authentication, for a query and
response protocol. The ANQP Information Elements (IEs) provide additional data that can be sent from an AP to the
client to identify the AP's network and service provider.

2.8 User Self-Service Option

Central NAC also includes a user self-service option that allows users to view the network credentials issued to them,
including credentials linked to their individual devices.

This improves the user experience by reducing reliance on IT for basic certificate management tasks. For example, if a
device is lost, replaced, or potentially compromised, the user can access the self-service portal and revoke the relevant
certificate directly.

The screenshots below show how users can select “Manage my network credentials” at the bottom of the onboarding
page. The onboarding URLs are available under Central NAC >> Authentication profile.

After opening the URL and selecting Manage my network credentials, the user is prompted to sign in with their Entra
credentials.
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Welcome

To connect to the nac-eap network, we need to create a
network profile for you.

Before you can add a network profile to your device, you will first
need to install the HPE Aruba Networking Onboard app.

Use the buttons below to install the HPE Aruba Networking
Onboard app. And then come back to this page once you have

done so.
i .
. l |

HPE Aruba Networking Onboard

& Download for Windows

More Options...

After you have installed the HPE Aruba Networking Onboard
app, press the Yes button to continue.

Yes, | have the HPE Aruba Networking

Onboard app

Manage my network credentials

Privacy policy License agreement

Sign in

Sign in with Entra_ID

B Microsoft

Pick an account

@ staff1@arubamel.onmicrosoft.com

+ Use another account

B® Microsoft
& staff1@arubamel.onmicrasoft.com

Enter password

Forgot my password

They will then be presented with the credential management page, where they can review the network credentials
associated with their account and devices. From here, users can easily see which credentials are currently valid, which
ones have expired, and which ones have already been revoked. This gives them better visibility into their own network
access and makes it easier to manage common scenarios such as replacing a device, retiring an old device, or removing

access for a device they no longer use.

Self-Service
Network credentials

Below is a list of network credentials that have been issued to you for use on your
devices.

If your device has been lost, or its security breached, you should revoke any credentials

that have been issued to it.
= Refresh @ Revoke Selected El

|8 Al | None
SPECTRELAB (HP HP X360 SPECTRE) 24 Jul 2026, 11:09 m

Device SPECTRELAB (HP HP X360 SPECTRE)
status  [[EI0
Issued at  Friday, 24 July 2026 at 11:09

Expires al  Saturday, 24 July 2027 at 11:09

Self-Service
Network credentials

Below is a list of network credentials that have been issued to you for use on your
devices.

If your device has been lost, or its security breached, you should revoke any credentials

that have been issued to it.
< Refresh @ Revoke Selected El

Show valid credentials

| All | None

SPECTRELAB (HP HP X360 SPECTRE)

Device SPECTRELAB (HP HP X360 SPECTR| - Show expired credentials

status [[ZED

Issued at  Friday, 24 July 2026 at 11:09

[J Show revoked credentials

Expires at  Saturday, 24 July 2027 at 11:09
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User Testing

2.9 Audit Trail

Let’s have a quick look at the audit trail to see some of the changes we have made. To navigate to it, you need to click

B

on the burger icon S and then choose Audit Trail, There you can change the duration and also search for specific
strings.

Here you can see who has made the changes and the details of the changes.

oo
HPEmrwrking Central Q Classlc Central n ® ¢ 8

Audit Trail

=] View the activities that impact the network.

Q Y Last 3hours  ~ > B~
37 items.
‘Occurred On Action Category Sub-Category Destina... Destination Name Description Source
07/01/2026, 8:52:48 PM Configuration Sync Central NAC Authorization Policy Global - Configuration sync for (name-user-policy-entra-only-orig) succeeded System -
07/01/2026, 8:52:45 PM Policy updated Cenfral NAC Authorization Policy Global Global Authorization Policy “user-policy-enira-only-orig” updated arlyap@hpe.cor
07/01/2026, 8:27-00 PM Configuration Sync Central NAC Authorization Policy Global - Configuration sync for (name=EAP-TLS-Policy) succeeded System
07/01/2026, 8:26:58 PM Policy updated Cenfral NAC Authorization Policy Global Global Authorization Policy "EAP-TLS-Policy” updated arlyap@hpe.cor
View Detalls
07/01/2026, 8:26:54 PM Configuration Sync Central NAC Authorization Policy Global - Configuration sync for (name-EAP-TLS-Policy) succeeded Systen|
07/01/2026, 8:26:52 PM Policy updated Cenfral NAC Authorization Policy Global Global Authorization Policy "EAP-TLS-Policy” updated arlyap@hpe.cor
07/01/2026, 8:26:34 PM Configuration Sync Cenfral NAC Authorization Policy Global - Configuration sync for (name-EAP-TLS-Policy) succeeded System
07/01/2026, 8:26:32 PM Policy updated Central NAC Authorization Policy Global Global Authorization Policy "EAP-TLS-Policy” updated arlyap@hpe.cor

And here is the audit trail for some of the policies that | was updating

Configuration Update x

Policy updated

Before After

Occurred On
07/01/2026, 8:52:45 PM
1 policy: 1 policy:
Category
Central NAC 2
Sub-Category 3 policy-id: 2491b9a5-a054-4b4b-8923-5a3680be587c 3 policy-id: 2491b9a5-a@54-4b4b-8923-5a3680be587¢c
Authorization Pollcy

4 - enable: true 4 + enable: false
Destination

Global

Destination Name

Global

Source
arlyap@hpe.com
Description

Authorlzation Pollcy "user-policy-entra-only-orlg” updated

Impact Radius

@ Devices with local overrides for this change will
not be affected.

Applies fo all devices under global.

2.10 User Connectivity
Now we get two clients to connect to the nac-eap WLAN, and the authentication flow will be as follows

Central NAC and Entra ID Authentication Flow

1. User Device . 3. Central NAC 4. Microsoft Entra ID 5. Network Role
2. Bridge Mode AP . L . . . . .
Connects to Forwards auth request Applies authentication Validates identity and Access role is assigned to
WLAN q profile and policy logic returns attributes the client

The two users onboarded as Staff and Student. Based on our authorisation policies they should be put into different
roles. Here is the view of New Central.
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HPELRS  conma

™ | Q | Classic Central [
CNX-branch2
8 Network and connectivity information about this
site.
B

Network

@ Good

1000

Clients
O Clients ‘ Last 3hours v ‘ “_: | A2
2
Status. Type
Applications ( Connected (2 () | ( Failed (0 () | Connecting (o) () ) Disconnected (0) () | ( Blocked (@ ( ) | ( Wireless (2) (&) | ( Wired (0) (%) ) Remote (o) () |
A= o ‘ Q | ‘ Y | Create Tag Standard v | ‘ i |
ir 20
CNX-branch2 Name Type MAC Address IP Address WLAN VLAN Role
nappy sireet 2 melbourne, Securlty
Vitor Austraia
e staff1 eem = Wirel f0:d5bAb67:11 10101145 1 Staff
ireless A5:DL4D6 T .10.11. nac-eqj El
Connected - Good Performance P
11
tudent bamel. ft.com
Alerts T Wireless a0:88:b4:50:00:84 10101231 nac-eap 12 Student

.
Connected - Good Performance

As shown above you can see the two users are in different user roles with the correct VLAN assignments. In the below
screenshot you can see that details of staffl user.

- staffl@arubamel.onmicroso
= ft.com

Information about the client.

Site
CNX-Drancn2
Network
) Good
Board-Room-AP
i
Applications
= 0
staffl@arubamel.o
o Securh
nmicrosoft.com ¥
‘Connected - Good
Performance No Blocked Sessions
v
]

Health Properties
Last 3 Hrs
Host Name
| SpecireLab
T30 AM 800 AM 830AM 9:00 AM 930 AM Now
MAC Address
fo:d5:bf:Abi67:11
IP Agdress
10.10.11.45
@ Con , Good Performance Link Local IPV6 Address
fe80:0:0:0:eac6:4911:8f...
‘Connected Since
July 24,2026 10:02 AM
Connectivity Performance 2 Connectivity
Througnput RetTy Frames.
&, 8.07 Kbps 0% . .
&, 7.90 Kbps & 017 % = (‘3\. :
R Lt paremd Poet 17175
‘signal Qualtty Transmit/Recelve Rate
® 56dB 2, 780 Mbps b S oy Hoard-Room-AP 6200¢ore
&, 866 Mbps

oA ®]

User Name
staffl@arubamel.onmic...

Type
Wireless

Global Unicast IPv6 Adaress

Access Role
Staft

Now here is the Central NAC view that shows the authentication requests over the period and authentication
breakdown by site clients and networks.
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Central

HPE:.%5

Central NAC

=2
=] Monitor Network Access Logs
Global
Sltes

Clients

Q

Config &
Accept & | | 1 | |
Reject &
wo0AM 5 % s
Today

NAC Monitoring

Authentication Requests

3 Hours

[ Al | Users | Cllents | Visitors |

Classlc Central |

Authentication Requests by Type

A

k=3

Requests

6

Requests 4

Al
Requests
3
2 Users
1
° /\ /\/\ /\/\ Clients
10415 AM 10:45 AM 1115 AM 11:45 AM 1215 PM MNow
Visitors
B Accepted M Rejected
W Accepted M Rejected
Identity Store Top Sites by Authentications Authentication Requests Breakdown
Name Provider Status Requests + | By Reject Reason | By Network
CNX-branch2 -
» Entra D Microsoft E..  Connected 6
6E-Lab nac-eap
0
AOS10
0
AriyaStore
0
Campus-1
o v

W Accepted M Rejected

You can look at the break down of clients and you can further customise the columns that are shown.

HPE:, ceontra

|
Central NAC

=
=] Monitor Network Access Logs
Global
Sites

Clients

‘ Q ‘ ‘ Classic Central ) o 38
Config &
Accept & | I 1 1 1 3 Hours
Rejct ©
L : ' ' | ' . ' | | )
S1000aM 15 0 W5 1100aM 15 0 85 1200PM 15 £
Today Now
status. Connection Type Access Type
[ Accepted () | [ Rejected () | [ Wireless ( ")) (users( ) )( clients () | visttors ()
Q =4
2 items.
Name Connec... MAC Address IP Address WLAN Role Site Last Auth...
@ T Wireless fodsibf:4b:67:11 10101145 nac-eap Staft CNX-branch2 07/24/2026, ...
Accepted
student 1. ft.com % Wireless a0:88:b4:50:00:84 10101231 nac-eap Student  CNX-branch2  07/24/2026, ...
Accepted

Clicking on the client’s name will provide the details of that specific authentication as shown below.
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Central NAC

(=]
=l Monitor Network Access Logs

Global
Sltes
| Clients

| staffl@arubamel.onmicrosoft... X

This concludes our technote.

la
Config &
Accept @ | 3 Hours
Reject ©
i ' i ' ' | ' ] ] ' ' Y
15 30 &5 mOOAM 15 0 45 Q00AM 15 0 45 10:00 AM
Today Now
NAC Client
Overview Authentication
Client details summary. Request atiributes at latest authentication time.
status Last Autnentication Time Autnentication Type
{2 Accepted July 24,2026 10:01 AM EAP-TLS (Cerfificate)
MAC Address 1P Address Certificate Status
fo:d5:bf:4b:67:11 10.10.11.45 ® Valid until 08 September 2026, 13:21
Revoke Certificate
Connectivity
']
D =
°
stalfi@arubameL.o... nac-eap Board-Room-AP Ceniral HAC
NAC Events 2
Occurrea category Event
Today at 10:01... Accounting Sesslon sfarted.
Today at 10:01... Authenticat... Authentication accepted for staffl@arubamel.onmicrosoft.com. Assigned rol...

For comprehensive configuration detail for Central NAC can refer to TechDocs-NAC

You can also refer to the Central NAC Overview documentation.

Classic Central

Authorization

o o B8

Request attributes at latest authorization fime.

Assigned Role
Staff

Identity Store
Entra_ID

User Groups

Staff

Classification

Category
Computing Systems
‘vendor

Microsoft

Tags

Matching Policy
EAP-TLS-Policy

Maiching Rule
allow-entra-staff

Function
Operating System

Model/0S
Windows
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https://arubanetworking.hpe.com/techdocs/NAC/central-nac/
https://arubanetworking.hpe.com/techdocs/new-central/content/nac/nac-overview.htm

