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1.1 Revision History

DATE VERSION EDITOR CHANGES

16 Jul 2026 0.1 Ariya Parsamanesh Initial creation
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2 Validation Tool for New Central

The enhanced Cutover Validation Tool provides a guided workflow for validating Aruba Central-managed
infrastructure during activities such as network cutovers, device migrations, firmware upgrades, site onboarding,
operational troubleshooting, and validation of newly deployed environments.

While this information can be gathered directly from Aruba Central using the standard tools and Ul, that process
can take time during a deployment or cutover. In those situations, it is useful to have a quicker and more focused
tool that can collect the required information, run validation checks, and generate a report that can be included in
your as-built documentation.

The solution supports both command-line and web-based execution models. It uses Aruba Central APIs to retrieve
device inventory, site information, device status, and firmware details, then runs the relevant validation and
troubleshooting commands against supported device types.

T 2 S O Ml

» O @ 127.0.0.1:5000

Central Credentials File

Choose fle  account_credentials yaml

Troubleshooting Commands YAML File

Choose fle | troubleshooting_commands. yami

Devices YAML or CSV File

Choose fle  No fle chosen

Max Concurrent Device Executions

[

Load Sites for Selection

Supported Devices ( /)

This enhanced version is a fork of the Aruba Central Python Workflows project, with additional focus on cutover
validation, firmware visibility, web-based execution, live progress tracking, and operational reporting.

https://github.com/ariyaparsa-dev/central-python-workflows/blob/feature/cutover-validation-
enhancements/cutover-validation/README.md

The tool provides a web-based validation and troubleshooting workflow for Aruba Central environments. It allows
operators to safely run validation commands against Access Points, CX switches, and AOS10 gateways while
providing firmware visibility, real-time progress updates, and reports in multiple formats.

In this technote, I'll first cover how to configure APl access for HPE Networking Aruba Central through HPE
Greenlake. I'll then walk through how to configure and run the enhanced validation tool.

2.1 Things you need
e HPE Aruba Central account and subscriptions
e At least one site to have devices such as APs, CX switches and/or gateways.

e Python environment along with git bash. (I am using windows platform with Visual Studio code)
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3 HPE GreenlLake API

HPE GreenLake allows you to create a personal API client, which provides the client ID and client secret required
to access GreenlLake cloud services and related APIs. These credentials are used to generate an access token,
which authenticates APl communication between your application and GreenLake. In this guide, we’ll use this

access for the Aruba Central service.

First, configure API access for HPE Aruba Central so the validation tool can send API requests successfully. To do

this, go to GreenlLake >> Manage Workspace >> Personal API Clients.

Q Search Greenlake

= greenlsﬂkpg Ariya Public +

Manage workspace

Manage your GreenLake workspace.

63,
Ariya Public

]

Workspace status
Registerad

Waorkspace type
Standard Enterprise Workspace

Organization

B Workspace details
Manage your workspace's details.

S50 configuration

Create connections to identity
providers and authentication
policies for authenticating users via
Single Sign-On.

Eb Personal APIclients

Access application data
programmatically through an APL

~" Usage monitoring
Track subscription and system
resource usage

£ Identity & access management
Manage users and their access to
this workspace's services and
resources

External SCIM integrations

Allow your organization’s identity
provider to manage the lifecycle of
users and user groups in the
organization.

@ IP access rules

Set up and manage IP access.

<5 Automations
Automate workflows for efficiency
and productivity.

Domains

Claim DNS domains to create 550
profiles and manage users from
those domains

D Auditlog
View changes and processes within
all your applications,

@ Locations
Manage device addresses to
automate supporting services.

® Reporting

Manage and create reports on the
platform from different data
sources.

Here we need to create a new API client and select the services available for your account and in my case it is

HPE Aruba Networking Central.

< Manage workspace

Personal API clients

Personal API clients allow you to programmatically generate access tokens for

accessing GreenlLake APls using your own identity and roles. You can maintain a

maximum of 7 personal API clients. Learn more about GreenlLake APls.

API client credentials

Create personal API client
Select the service that you want to access.

Personal APl client name™
A short name deseribing the purpose for thie client.

i New-Central-Ariya-Southi

Service™
Select the service to be accessed via this personal AP client.

HPE Aruba Networking Central ( AP AusNZ )

@ This Credential is only applicable to the new Central API.

Cancel

Create personal APl client

Create personal API client
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Once you have clicked on the create button, the personal API Client gets created and displayed as shown below.

< Manage workspace

Personal API clients

Personal API clients allow you to programmatically generate access tokens for
accessing GreenlLake APls using your own identity and roles. You can maintain a
maximum of 7 personal AP| clients. Learn more about GreenlLake APls.

API client credentials Create personal API client
New-Central-Ariya-South1 HPE Aruba Networking Central { AP AusNZ ) ~
Client ID

@

Tokan issuer URL
@
Generate access token View code sample

Make a copy of the Client ID and the Client Secret which you’ll need it for any API calls.

You can now click on the view code sample and choose python, and it provides the sample python code.

< Manage workspace

Personal API clients

Personal API clients allow you to programmatically generate access tokens for
accessing GreenlLake APIs using your own identity and roles. You can maintain a
maximum of 7 personal

Generate code sample
from ocauthlib.ocauth2? import BackendApplicationClient

Sample code for generating access tokens
from requests_ocauthlib import OAuth2Session

API client credentiz  programmatically

Salact ing language client = BackendApplicationClient('392d4!
4853allec8f2")

New-Central-Ariya-Sout ( Python ~ J

Personal API client oauth = OAuth2Session(client=client)
Client ID . a1 . . e ~
—— | New-Central-Ariya-South1 body = ‘grant_type=client credentials&client_ id=392d4925-41
111ecB8f2&client_secret=YOUR_CLIENT_SECRET'

RSO |

Token issuer URL Enter client sacrat®
token = oauth.fetch_token(tocken url="https://sso.common.clo

ud.hpe.com/as/token.oauth2", body=body)
print(token["access_token"])

| https:/fsso.commaon.clouc

Copy code sample Close
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4 Enhanced Cutover Validation Tool

The tool provides a modern Flask-based web interface that guides users through the full validation workflow

without requiring direct command-line interaction.
Key Capabilities

e Upload Aruba Central credentials
Upload troubleshooting command files
Discover Aruba Central sites automatically

Preview devices before execution
Display firmware versions
Launch validation jobs

e Select sites for validation

Monitor execution progress in real time
View reports directly in the browser

The following section summarises the architecture and web Ul technologies used by the tool.
Device Validation

» ‘ Firmware Retrieval

Command Execution

Aruba Central
APls

Validation
Workflow

Report

REELE Generation

Web Ul Technologies

The web interface is built using the following components:

Technology Purpose

Flask Web framework

Jinja2 HTML template rendering

HTMLS Ul structure

CSS3 Styling and responsive layout

JavaScript Dynamic interactions

Fetch API Live progress updates

Python Validation workflow engine
4.1 Installation

The installation and configuration are easy. Once you have a working python environment. You need to perform
three things.

1. Clone the repository:

git clone -b feature/cutover-validation-enhancements https://github.com/ariyaparsa-
dev/central-python-workflows.git

Here is when you run it from a command prompt.

C:\Aruba\PythonScriptingPostman>git clone -b feature/cutover-validation-enhancements
https://github.com/ariyaparsa-dev/central-python-workflows.git

Cloning into 'central-python-workflows'...

remote: Enumerating objects: 2262, done.

remote: Counting objects: 100% (552/552), done.

remote: Compressing objects: 100% (199/199), done.

remote: Total 2262 (delta 392), reused 353 (delta 353), pack-reused 1710 (from 1)
Receiving objects: 100% (2262/2262), 90.82 MiB | 9.20 MiB/s, done.

Resolving deltas: 100% (1113/1113), done.

Updating files: 100% (384/384), done.

C:\Aruba\PythonScriptingPostman>cd central-python-workflows

To ensure you have the correct branch type this command
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C:\Aruba\PythonScriptingPostman\central-python-workflows>git branch
* feature/cutover-validation-enhancements

C:\Aruba\PythonScriptingPostman\central-python-workflows>

2. Change to the application directory:

cd central-python-workflows/cutover-validation

Here you can quickly check if the files have been downloaded with this command.

C:\Aruba\PythonScriptingPostman\central-python-workflows\cutover-validation>dir
Volume in drive C is Windows

Directory of C:\Aruba\PythonScriptingPostman\central-python-workflows\cutover-validation

14/07/2026 03:50 PM <DIR>
14/07/2026 03:50 PM <DIR>

14/07/2026 03:50 PM 10,565 app.py
14/07/2026 03:50 PM 20,126 device validation.py
14/07/2026 03:50 PM <DIR> images
14/07/2026 03:50 PM 12,344 main.py
14/07/2026 03:50 PM 7,621 README.md
14/07/2026 03:50 PM 41 requirements.txt
14/07/2026 03:50 PM 257 sample account credentials.yaml
14/07/2026 03:50 PM 351 sample devices.yaml
14/07/2026 03:50 PM <DIR> sample result output
14/07/2026 03:50 PM 365 sample troubleshooting commands.yaml
14/07/2026 03:50 PM <DIR> Screenshots
14/07/2026 03:50 PM <DIR> templates
14/07/2026 03:50 PM <DIR> utils
14/07/2026 03:50 PM 187 valid 8 output.csv
9 File(s) 51,857 bytes

7 Dir(s) 77,373,718,528 bytes free

C:\Aruba\PythonScriptingPostman\central-python-workflows\cutover-validation>

3. |Install dependencies:

pip install -r requirements.txt

C:\Aruba\PythonScriptingPostman\central-python-workflows\cutover-validation>pip
install -r requirements.txt

Collecting pycentral==2.0a22 (from -r requirements.txt (line 1))

Downloading pycentral-2.0a22-py3-none-any.whl.metadata (7.5 kB)
Collecting tabulate==0.9.0 (from -r requirements.txt (line 2))

Downloading tabulate-0.9.0-py3-none-any.whl.metadata (34 kB)
Collecting flask (from -r requirements.txt (line 3))

Downloading flask-3.1.3-py3-none-any.whl.metadata (3.2 kB)
Requirement already satisfied: PyYAML==6.0.3 in
C:\Users\parsaman\AppData\Local\Python\pythoncore-3.14-64\Lib\site-packages (from
pycentral==2.0a22->-r requirements.txt (line 1)) (6.0.3)
Requirement already satisfied: oauthlib==3.2.2 in
C:\Users\parsaman\AppData\Local\Python\pythoncore-3.14-64\Lib\site-packages (from
pycentral==2.0a22->-r requirements.txt (line 1)) (3.2.2)
Requirement already satisfied: requests oauthlib==2.0.0 in

<Lines omitted>

Downloading requests-2.33.0-py3-none-any.whl (65 kB)
Downloading flask-3.1.3-py3-none-any.whl (103 kB)

Downloading blinker-1.9.0-py3-none-any.whl (8.5 kB)
Downloading click-8.4.2-py3-none-any.whl (119 kB)

Downloading itsdangerous-2.2.0-py3-none-any.whl (16 kB)
Downloading jinja2-3.1.6-py3-none—-any.whl (134 kB)

Downloading markupsafe-3.0.3-cp31l4-cp3l4-win amdé64.whl (15 kB)
Downloading werkzeug-3.1.8-py3-none-any.whl (226 kB)
Downloading colorama-0.4.6-py2.py3-none-any.whl (25 kB)

6|Page



Installing collected packages: tabulate,
itsdangerous, colorama, blinker, werkzeug,
Attempting uninstall: requests
Found existing installation:
Uninstalling requests-2.32.5:

requests,
jinjaz2,

pycountry, markupsafe,
click, flask, pycentral

requests 2.32.5

Successfully uninstalled requests-2.32.5

Attempting uninstall: pycentral
Found existing installation:
Uninstalling pycentral-2.0al7:

pycentral 2.0al7

Successfully uninstalled pycentral-2.0al7
Successfully installed blinker-1.9.0 click-8.4.2 colorama-0.4.6 flask-3.1.3
itsdangerous-2.2.0 jinja2-3.1.6 markupsafe-3.0.3 pycentral-2.0a22 pycountry-26.2.16

requests-2.33.0 tabulate-0.9.0 werkzeug-3.1.8

C:\Aruba\PythonScriptingPostman\central-python-workflows\cutover-validation>

At this stage we need to move to the configuration section.

4.2 Configuration
There are three yaml based configuration files.
1. sample_account_credentials.yaml
2. sample_troubleshootin_commands.yaml

3. sample_devices.yaml

At minimum you need the first two that provide the API credentials to send the CLI commands to your Aruba

central account.

Here is the sample_account_credentials.yaml

new central:

base url: <use the correct base url for your central account>

client id: <add your client id here>

client secret: <add your client secret here>

access token: <add your access token here>

You can find HPE Networking Aruba Central account base URL by navigating to API gateway section.

HPE 5 el a
Menu
=}
=] Manage Cenfral cross-functional features.
Device Inventory Central NAC
View and onboard devices in the network. Manage network access control configuration.
Manage Manage
HPE G5 cemmal Q

API Gateway

& Manage application programming Inferfaces.

REST API

Next, here is the sample_troubleshootin_commands.yaml

Base URL
faut.api.central.

ks.com/

# Troubleshooting Commands YAML

# These commands will be executed on all devices

Classic Central o 88
3] <>
Extensions API Gateway
Management of Central Extensions. Manage application programming interfaces.
Manage Manage
Classic Central jat g A
GotoDeveloperHub (7 | Last7days ~

in the device list
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- show ap debug cloud-server
- show ap association
- show version

- show version
- show vlan
- show interface brief

gateway:
- show version
- show datapath session

4.3 Testing

The Cutover Validation Tool uses Flask, a lightweight Python web framework, to deliver a simple browser-based
interface for configuring, running, and reviewing validation results.

Flask acts as the application backend and is responsible for:

e Serving the web interface e Reading and validating configuration files
e Processing user requests e Triggering cutover validation tasks
e Managing workflow execution e Collecting validation results

e Generating reports for display and download

By using Flask, the tool can run as a lightweight local web application without requiring additional infrastructure.
Engineers and operations teams can launch the tool locally and access it through a browser, making cutover
validation easier to perform without working directly with Python scripts or command-line commands.

To start the web interface, run the command shown below. This launches the Python-based web front end for the
validation tool.

cutover-validation>python app.py

. app ‘app‘
mode: on

As indicated above you need to browse to 127.0.0.1:5000 to open the validation interface.

When the page loads successfully, you can select the required configuration files. The devices.yaml file is optional;
if it is not provided, the tool can discover available sites and devices directly from Aruba Central.
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new_central:
base_url: aul.api.central.arubanetworks.com
client_id: 392d4925-417c-

client_secret: 203af04d74¢
access_token: eyJhbGciOiJSUzIINiIsImtpZCI6ImY1MmYX

c ® 127.0.0.1:5000

ap debug cloud-server
ap association
version

show version
Central Credentials File 1 show vlan

show interface brief
Choose file  No file chosen
gateway:

Troubleshooting Commands YAML Fil - show version
- show datapath session

Choose file  No file chosen

Devices YAML or CSV File

Choose file  No file chosen devices:
\ - ov
o ot - v
Max Concurrent Device Executi:

lons
- o

5

As shown above, you can select your configuration files. Selecting “devices.yaml” is optional.

Central Credentials File

Choose file | account_creds.yaml

Troubleshooting Commands YAML File

Choose file | troubleshooting_commands. yaml

Devices YAML or CSV File

Choose file | No file chosen

Max Concurrent Device Executions

5

Run with Device File Load Sites for Selection

In this example, | have only selected the credentials and troubleshooting command YAML files. When you click
Load sites for selection, the tool connects to Aruba Central, discovers the available sites and devices, retrieves

firmware details, and then prepares the validation workflow.
The full workflow is shown below.

1. Connect to Aruba Central 6. Select device-specific commands
2. Discover available sites and devices 7. Validate troubleshooting commands
3. Retrieve firmware information 8. Execute supported commands
4. Select devices or sites 9. Monitor execution progress
5

Identify device types 10. Generate reports
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In my case, | have just deployed the CNX-branch1 site, so I'll clear the current site selection and choose only that
site. | can also click Preview to confirm which devices were discovered before | run the validation.

Search Sites

127.0.0.1:5000 says

£ in CNX-branchl

GW | Arubag004_1 | 9004-RV

Total Devices Selected: 0

Sites Selected: 0

CNX-branch

Mt Morton

Sobhani

Run Validation for Selected Sites

Once I’'m happy that the deployed devices are listed correctly, | can click Run Validation to start the workflow.

At this point, the tool starts the validation workflow and shows live progress, giving me clear visibility into what is
happening as each device is processed.

The progress view includes details such as:

e Completion percentage e Last completed device
e Successful devices e Execution status
e Failed devices

You can see an example of this progress view below.

Status: running

91% 100%

11/ 11 device: plete

10/ 11 devices complete

Successful: 11
Successful: 10 Failed: 0
ailec
led

ompl : CNCOHNS152

Status: running

It is also worth noting that the tool includes several safeguards before and during execution:

e Offline devices are skipped
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e Devices without site assighnment are skipped
e Invalid commands are identified and excluded
e Device status verification before execution

e Execution confirmation prompts

Once | click View Results, the tool opens a results page that includes the report in HTML, JSON, and Markdown
formats, along with the execution output.

Reports generated successfully.
Results folder: results_2026-07-14_16-07-48

@ View HTML Report

L] Download JSON Report

L] Download Markdown Report

Loaded 8 troubleshooting command(s) across 3 device type(s)
Connecting to Central...

Loading firmware details...

Retrieved firmware for 20 devices

No device file provided. Using site selection mode...

Fetching all sites and devices...

Before we jump into the HTML report, let’s first take a quick look at the execution output.

Loaded 8 troubleshooting command(s) across 3 device type(s)
Connecting to Central...

Loading firmware details...

Retrieved firmware for 28 devices

Mo device file provided. Using site selection mode...

Fetching all sites and devices...

Available Site:

Selected 1 site(s) from web UT.

Found 3 online device(s) in selected site(s).

The output shows that three devices were selected, and the tool will run the relevant troubleshooting commands
based on each device type.

As | scroll down, | can see the command output grouped by device type, such as APs, switches, and gateways.
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bevice: w I

Detected device command type: cx
Loaded 3 command(s) for device type "cx’
validating 3 commands against device...
+ VALID: show version
+ VALID: show vlan
+ VALID: show interface brief

validation Summary for VN_
Valid commands: 3
Invalid commands: @

Executing 3 command(s) in a single batch...

Command: show version
Status: COMPLETED

Version : ML.10.16.1006

Build Date i 2925-88-22 14:27:81 UTC

Build ID ¢ ADS-CX:ML.1€.16.1006:565bef1995a0: 202508221412
Build SHA : 565bef1995a0915ebad54bdd5ad9b39d3d3c935b

Hot Patches

Active Image : primary

Service 05 Version : ML.91.17.8083
BIOS Version : ML.81.8ea1

In the screenshot above, the tool validates each command against the relevant device type and highlights any
commands that are not valid. At the end of the page, it confirms that the report was generated successfully and
shows the directory where the report files are stored.

Created output folder: results 2026-87-14 16-87-48
Generating reports...

v HTML report generated: results_2026-67-14_16-07-48\2026-87-14_16-67-48.html
+ Markdown report generated: results 2826-87-14 16-87-48\2026-87-14 16-87-48.md
+ JSON report generated: results 2026-87-14_16-07-48\2026-87-14_16-87-48.json

B Report generation completed successfully!

Reports saved to: results_2026-07-14_16-87-43

Open the HTML report for the best viewing experience:
open results_2026-07-14_16-07-43\2026-07-14_16-07-43.html
Total devices: 3
Total commands executed: 8

Execution completed. Processed 8 total commands across 3 devices.

Run Another Validation

4.4 Validation Report

Now back to the top of that page you have a button to “view HTML Report”.

Reports generated successfully.
Results folder: results_2026-07-05_11-00-18

. .VwHTMLRq:on‘
. ) Download JSON Report

¢ [J Download Markdown Report

So, clicking on that will open another tab showing the output as shown below.
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(] @ File  C:/scripts/central-python-workflows/cutover-validation/results_2026-07-07_22-09-34/2026-07-07_22-09-34.htm| Yr ®

. Cutover Validation Report

Generated: 2026-07-07 22:09:34
Total Devices: 3
Total Commands:

Device Overview

# Serial Device Name Model IP Address Firmware Site Status Commands

1 CN . ArubaS004_1 9004-RW 192.168.1.241 10.7.2.5_95489 CNX-branch1 ONLINE 2

2 CN AP1 AP-505H-RW 10.10.10.34 10.7.2.5_95489 CNX-branch1 ONLINE 3

3 VN 6200 6200F 10.10.10.11 ML.10.16.1006 CNX-branch1 ONLINE 3
Device CN

B

Serial Number: cNIFKLB210 | Name: Aruba9004_1 | Model: 9004-RW | IP: 152.168.1.241 | Commands Executed: 2

Command 1: show version

COMPLETED

Command 2: show datapath session

COMPLETED
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