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2 Overview 

Here we’ll configure ClearPass Onboard to create and issue user certificates for Entra ID users. This will use single 
sign-on (SSO) to authenticate Entra ID users and onboard new devices. This solution is well suited for Bring your own 
Device (BYOD) policy in which the Entra ID users can onboard their devices based on the policy of the organisation. 

Most of today’s organisations use some kind of SSO. Because SSO system allows the user to sign-on once and use all 
the applications and/or websites without reauthenticate again. If you like to access an application, the 
authentication is done in the background, and you have a seamless and uninterrupted workflow. 

For this post, I will use ClearPass SSO with Entra ID, which uses Security Assertion Markup Language (SAML) in the 
background to exchange the authentication data and then it uses ClearPass Onboard Certificate authority to issue a 
user certificate and installs it on the device along with the necessary wireless profile. 

 

 

 

ClearPass can leverage either SAML or OAuth 2.0 to authorise against cloud identity providers.  Here we’ll be using 
SAML to authorise against Entra ID and the use ClearPass Onboard to issue user certificates and onboard the clients 
to use EAP-TLS authentication to connect to the organisation’s secure WLAN. 

 

2.1 Things you need  

• APs running AOS10 firmware version (I am using 10.7.1.1) 

• Valid HPE Aruba Central account and subscriptions 

• ClearPass 6.11.x with Access and Onboard licenses. (I am using 6.11.14) 

• ClearPass requires a valid public server certificate for HTTPS and an FQDN matching the certificate CN that 
clients can resolve via DNS. 

• Entra ID administrator access 

• ClearPass date and time are synched with NTP 

• User has permission to access Entra Cloud services for SSO authentication. 
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3 ClearPass SSO Integration with Entra ID 

Here are the main tasks: 

1. Configure Identity SSO in ClearPass Policy Manager. 

2. Configure SSO application service in ClearPass Policy Manager. 

3. Configure Entra’s corresponding Enterprise app to use SAML with ClearPass as SP. 

4. Assigning user group to use this Entra SAML app (to be done in Entra). 

5. Download the Microsoft SSO federated certificate (to be done in Entra). 

6. Adding Entra’s Federated SSO certificate to the Certificate Trust list on Policy Manager. 

7. Adding Entra as IdP on ClearPass SSO and selecting Onboard for device provisioning. 

8. Configuring the onboard provisioning in ClearPass Onboard side of things. 

9. Modify the existing EAP-TLS service to allow and different access for the BYODs with Onboard certificate. 

 

SSO involves two main components: one is an Identity Provider (IdP) that authenticates users and manages identities 
(e.g., Okta, Entra ID), and the other is a Service Provider (SP) that provides the apps/services the user wants to 
access. Here Entra ID will be IdP and ClearPass will be SP. 

For SAML federation a unique URI and often a URL is used that acts as the official, permanent name for an 
application. In our case ClearPass is SP and we need the entity ID. We can get this from SSO Identity page. 

Navigate to the path shown and download the metadata. 

 

 

We’ll open it and copy the URL with the FQDN of your ClearPass. When we configure Entra ID for SSO, it will require 
two pieces of information  one is the Entity ID and the other is the “Reply URL” (Assertion Consumer Service URL). 
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https://cp1-611.arubatechs.com/networkservices/saml2/sp 

https://cp1-611.arubatechs.com/networkservices/saml2/sp/acs  index = 1 

 

Note that ACS is Assertion Consumer Service, that is part of SAML authentication process. 

3.1 Entra ID Configuration 

You need to go to Enterprise Application and create a new Application. That we’ll use to interact with ClearPass and 
interchange the entity ID, etc. 
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Once you have added a new application, continue with SSO setup. 

 

 

 

 

You need two pieces of information which you should get from ClearPass SSO metadata. 

• Identifier (Entity ID)  

• Reply URL (Assertion Consumer Service URL)  
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You can use the upload metadata file or just open it and copy the needed information. 

 

 

You can also add any other SAML attribute to be sent to ClearPass, look for number 2 “Attributes & Claims”. Here I’ll 
add the “Department” attribute that I can use as authorisation in my policy. 

  and then save it.  
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For completeness here is the full configuration page for it. 

 

            

You need to download the “Certificate (Base64)” along with copy the “Login URL” as shown above, because we need 
it for ClearPass configuration. 

https://login.microsoftonline.com/0391024d-5b37-4bb6-8e40-ba8477cbfa8d/saml2 
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After you finish the SSO config you should have the new application as shown below. 

 

 

I’ll now assign users. Remember I had two students with each in different departments. 

 

 

 

Now we are done with the Azure configuration. 

 

3.2 Adding Microsoft Azure federated SSO certificate in ClearPass 

When you download the base64 SAML certificate from your application in Entra and then open it looks like this. 
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Now I’ll add Microsoft Azure federated SSO certificate to ClearPass Certificate Trust List and I’ll make sure that the 
usage type is set to SAML. 

 

 

 

 

3.3 Policy Manager SSO Identity Configuration 

Next, we need to create SSO as an identity. 

Here is the copy of the Login URL for the SSO application we created in Entra. 

https://login.microsoftonline.com/0391024d-5b37-4bb6-8e40-ba8477cbfa8d/saml2 

 

Note that here we’ll be using only Onboard application to use this SSO identity as shown below. 
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3.4 Policy Manager SSO Service 

We also need to configure a policy manager service for SAML-based SSO access to ClearPass Policy Manager 
Onboard via Entra. 
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Look at the first rule above, I just wanted to highlight, that you can use this as a SSO authorisation policy. So, 
assuming you have assigned all the Entra users to use this SSO application, because I have added “Department” 
SAML attribute, here in this rule I can check for its value and if it is equals “secondary” then only they are allowed to 
continue to onboard their devices.  

Note that “Department” corresponds to the SSO application dictionary attribute name that you can find navigating to 
Administration » Dictionaries » Applications. If you add any SAML attribute in Entra application, you need a 
corresponding name in this dictionary. You can export this dictionary; make you changes to it and then import it 
back. Also note that it is in XML format. 

3.5 Policy Manager Onboard Authorisation Service 

We also need an authorisation service for Onboard application. This is shown below and gets used when the user 
starts the QuickConnect application to configure /onboard their devices. You’ll see it in action in the testing section. 
But basically, this service will only allow windows devices to be onboarded any day of the week. 
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3.6 Policy Manager EAP-TLS Service 

Here I am modifying the exiting EAP-TLS service to cater for the BYODs with Onboard certificates. 

 

 

 

 

I am adding the Entra ID authorisation source (shown below) so that I can get user group information that I’ll make 
use of, in my role-mapping policy. 
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Based on the above criteria, these devices will have student-entra-byod role that I am using in the enforcement 
policy. 

 

 

3.7 ClearPass Onboard Configuration 

Here we’ll configure ClearPass Onboard. 

3.7.1 Network Setting 

Home » Onboard » Configuration » Network Settings 
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3.7.2 Configuration Profile 

Home » Onboard » Deployment and Provisioning » Configuration Profiles 

 

   

 

3.7.3 Provisioning Setting 

Home » Onboard » Deployment and Provisioning » Provisioning Settings 
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Note that the complete URL for client onboarding is http://<FQDN for clearpass>/ guest/<weblogin page name> 

In my case it is https://cp1-611.arubatechs.com/guest/device_provisioning_3.php 

The above URL will use SSO and get the login prompt from Entra ID application. 
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4 User Onboarding Test 

You can provide the full onboarding URL on your web portal for users or include it as part of a guest captive portal. In 
this scenario, we assume it has been added to the organisation's web portal and is accessible to all users. When users 
visit the onboarding URL, they are redirected to Microsoft Entra via SSO integration and prompted to log in.  

Here is the workflow for student1 that clicks on the ClearPass onboarding URL and gets redirected to Microsoft Entra 
SSO login page. 

     

  

 

At this point you’ll see the first authentication session in ClearPass access tracker. 

 

 

 

As shown above it is matching the SSO application service that we created earlier. Let’s look at the details. 
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Back to the studnet1’s workflow, studnet1 is now shown this captive portal to download QuickConnect network 
configuration application for a windows laptop. 

 

 

 

Then when I run the application it adds the user certificate and the server/signing certificate (both from ClearPass 
Onboard) on the laptop. It also configures the WLAN profile for the SSID with EAP-TLS authentication. 

So now studnet1 has double clicked on the ArubaQuickConnect.exe  
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+ 

Once you click on the Connect button, it will automatically connect to the “byod” SSID. 

Let’s do a few checks now. Firstly, check the certmgr to see the user certificate that was installed. We have one for 
the user. 
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And two server certificates added in the Trusted Root section. 

 

 

4.1 ClearPass Onboard Certificate Management 

Here we’ll check the user certificates that were issued by ClearPass Onboard Certificate Authority (CA). 

 

 

 

 



21 | P a g e  
 

4.2 WLAN Connectivity Test 

After I clicked on the “Connect” button of QuickConnect app during studnet1 onboarding, I get the other two 
authentication sessions that show up in access tracker. So, all up there are three authentication sessions for each 
client onboarding as shown below. 

 

 

Starting with Session #3, this was generated when the user successfully authenticated against Entra SSO. 

 

 

Below you’ll see the “Department” SSO attribute that we are matching comes through. 
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Session #2, is when the user clicked on the “Configure” or “Next” button of QuickConnect App. This is authorisation 
check to only allow windows devices to be onboarded. 
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Session #1, is when the user connects to the EAP-TLs WLAN.  
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And this is the view from Aruba Central. 

 


