
1 | P a g e  
 

1 Table of Contents 

1 Table of Contents ................................................................................................................................................ 1 

1.1 Revision History .......................................................................................................................................... 1 

2 Aruba New Central Device Insights and ClearPass ............................................................................................... 2 

2.1 Things you need ......................................................................................................................................... 2 

2.2 Assumptions ............................................................................................................................................... 2 

3 Aruba Central Integration with ClearPass ............................................................................................................ 3 

3.1 Aruba Central Configuration ....................................................................................................................... 3 

3.2 ClearPass Integration .................................................................................................................................. 3 

3.3 Integration Status ....................................................................................................................................... 6 

3.4 Access Tracker ............................................................................................................................................ 8 

4 New Central Device Insight Tag ......................................................................................................................... 10 

4.1 ClearPass Service ...................................................................................................................................... 10 

5 Device Attribute Testing .................................................................................................................................... 12 

5.1 Initial Device Attribute Testing .................................................................................................................. 12 

5.2 Creating Device Tags ................................................................................................................................. 15 

5.3 Device Insight Tag Testing ......................................................................................................................... 17 

5.4 ClearPass Access Monitor Check ............................................................................................................... 19 

5.5 New Central Site Level View ..................................................................................................................... 21 
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DATE      VERSION       EDITOR       CHANGES 
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2 | P a g e  
 

2 Aruba New Central Device Insights and ClearPass 

This short technote covers integrating Aruba New Central with ClearPass Policy Manager. With this integration Aruba 
Central sends the device profiling information and insights to ClearPass.  Device Insight (DI) is part of the Aruba 
Central Platform and uses data collectors (APs, CX switches and gateways) that are on your network to continuously 
gather metadata. You can then setup device tags based on location, application categories/types, device type/OS 
attributes used in ClearPass enforcement policies. It also provides much richer device profiling information and 
visibility. 

 

 

 

In this scenario RPi device connect to a Bridged PSK SSID and it is classified as “Computing Systems” and it is put into 
IoT-Lab user role. However, when this device starts a SSH session to an internal server. DI identifies this flow and 
automatically notifies ClearPass that puts the device in a “investigate” restricted user role. 

With this integration, ClearPass uses New Central DI instead of its profiler for all device discovery and classification. A 
much richer meta data is automatically sent in both directions between ClearPass and Aruba Central.  DI also updates 
ClearPass in real time if it detects a change in device classification which could be an indication of a security threat. 

 

2.1 Things you need 

We need the following. 

• 1x AP that is managed by Aruba Central. (I am using AP-615 AOS8.12.0.5), you can also use AOS10 firmware. 
Note that I am using Instant AP to show that various flow attribute are available without using a gateway. This 
is also true for AOS10 bridge mode WLANs.     

• ClearPass Policy Manager 6.11.x 

 

2.2 Assumptions 

• Aruba AP is visible and online in Aruba New Central and have a valid subscription. 
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3 Aruba Central Integration with ClearPass 

Here we’ll cover the configurations steps that are needed for this integration. 

3.1 Aruba Central Configuration 

This configuration is the same whether you are using classic or New Central. 

Start at the “global” context, go to Organisation >> Platform Integration and then click on “Data Collectors”  

 

 

The integration between ClearPass and Aruba Central need registration token. This is where we generate a token to 
be used when configuring ClearPass. 

 

Click on the “Registration Token” and copy it.  The registration token will last for 2 days. Then go to ClearPass. 

Note that these are the same steps that you need to do for New Central as well. 

 

3.2 ClearPass Integration 

On the ClearPass side we need to configure it in two places. But first, we need to enable communication with New 
Central which is done through CLI. So SSH to your ClearPass and run this command. 

[appadmin@CP1-611]# configure central-communication 1 

Central Communication Mode is now Enabled. 

[appadmin@CP1-611]# 

 



4 | P a g e  
 

Once this is done, we should see the “New Central” option in “Device Insight” integration. This is where we use our 
Aruba Central token that we copied earlier. 

 

 

When you add this integration for the first time you also get this notice 

 

 

Note that the profiling behaviour will change as stated above. 

 

 

 

Next you need to add Aruba Central as an Endpoint Context server. As you know, ClearPass can collect endpoint 
information from various of sources. The screenshot below provides some of the predefined context servers. 
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Here we’ll choose Aruba Central from the dropdown list and then use the appropriate server Base URL for your Aruba 
Central region. For example, the base URL I am using  is for APAC southeast, you can get the list from here by 
referring to Table-2. 

https://arubanetworking.hpe.com/techdocs/central/latest/content/nms/device-mgmt/communication_ports.htm#Domain2 

Region HPE Aruba Networking Central URL Region HPE Aruba Networking Central URL 

US-1 app.central.arubanetworks.com  CA Central app-ca.central.arubanetworks.com  

US-2 app-prod2.central.arubanetworks.com  CN North app.central.arubanetworks.com.cn  

US West app-uswest4.central.arubanetworks.com  CN-2 app-china2.central.arubanetworks.com.cn  

US West 5 app-uswest5.central.arubanetworks.com  AP South app2-ap.central.arubanetworks.com  

EU-1 app2-eu.central.arubanetworks.com  AP NorthEast app-apaceast.central.arubanetworks.com  

EU-2 app-eucentral2.central.arubanetworks.com  AP SouthEast app-apacsouth.central.arubanetworks.com  

EU-3 app-eucentral3.central.arubanetworks.com  UAE North app-uaenorth1.central.arubanetworks.com  

 

 

 

Note that username and password are not used, you can put anything. Also ensure that the issuer certificate is 
enabled. 

https://arubanetworking.hpe.com/techdocs/central/latest/content/nms/device-mgmt/communication_ports.htm#Domain2
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You don’t need to enable anything in the Certificate trust list as it should already be enabled by default. I am showing 
this here just for clarity. 

 

 

 

3.3 Integration Status 

Let’s check the status of our integration starting with Aruba Central. We see that there is one that is connected. 
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After clicking on it we get more details about the ClearPass node. 

 

 

 

Now check the Device Insight section on ClearPass and look for the last time it was synced  

 

 

Since it was synced, we’ll be able to see some of endpoints that was pushed by Aruba Central. For that we’ll check 
the endpoint repository on ClearPass.  Note the filter I am using. 
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Here in the above screenshot, Aruba Central used machine learning (ML) to categories the device as indicated by “ml-
IoT”. 

3.4 Access Tracker 

Here I’ll just check the access tracker for an authentication session, and we can simply click on the “open in Central” 
to get the Aruba Central view of it. This is handy as it goes to the client’s page in Aruba Central. 

 

 

 

Note that currently it will first open in Classic Central but later when you use only  New Central, then it will open it in 
New Central directly. You should also change the base URL in “Endpoint Context server”. 
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This is view in New Central. 
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4 New Central Device Insight Tag  

The lab setup uses clients that connects to AP-615 broadcasting “test2” PSK based WLAN with MAC authentication.  

I won’t be covering the Instant AP 8.12.x configuration as it is same as the previous technote with classic central (look 
that up). But remember to enable AppRF and as a re-cap there are two user roles that ClearPass will be sending back 
to the Instant AP. And they are user roles “IoT-Lab” mapped to VLAN 31 and “investigate” mapped to VLAN 32. So, 
these user-roles needs to be configured in IAP side. 

 

4.1 ClearPass Service 

Now we need a ClearPass authentication service for this WLAN that we have called  “simple MAC Authentication CI 
tags”. Remember that we enable MAC authentication for the PSK SSID, that why we need a MAC auth service in 
ClearPass. 

 

 

 

 

 

 

 

In our use case, IoT devices should not be running SSH and hence we can catch them with this role mapping. 
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The two enforcement profiles are  

• W-IoT that is sending Aruba-user-role = IoT-Lab  

• W-investigate that is sending Aruba-user-role = investigate 
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5 Device Attribute Testing 

5.1 Initial Device Attribute Testing 

Now we get couple of clients connect to the “test2”. It shows up in Aruba Central client list . We see that it has the 
correct user-role = IoT-Lab and they are in VLAN 11. Note that one is RPi and the other an iPad. 

 

 

 

Next, we’ll click on a client to see the details. The context changes and the client becomes the sun in Solaris view. 

 

 

 

As you can see in the above screenshot, that are no tags that are assigned to it. Next we need to check if the 
applications are being identified as we have enabled AppRF. So click on the Application planet to see the application 
that are used by RPi client. 
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We’ll go back to the previous page and we’ll check the Classification card by expanding it to see some details. 

 

 

Note that New Central does not show the “Flow Attributes” like in classic Central.  Looking at the Access Tracker we 
see how roles were assigned to this client. Remember in our service it allows all MAC authentication, however it uses 
role-mapping policy to assign the roles based on the various attributes. Then those gets referenced in the 
enforcement policy. 
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The authorisation section shows the various Endpoints Repository attributes that we can match. 

 

 

When we click on the “Computed attributes”, we see that it was profiles by Aruba central as indicated b yDevice 
Insight Tags = [Computing Systems] 

 

 

Next, we’ll look at the Endpoint Attributes.  
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So, currently, we establish the baseline. 

5.2 Creating Device Tags 

Here we’ll create a new tag to catch the IoT devices that are initiating SSH. You can create a new Tag in several ways. 
One way is to go to the main menu and then click on the “Manage” Client Classification as shown below. 

 

 

 

And then clicking on the “Create Tag” button. 

 

 

 

Here you need to remember the category and function type, etc. For me, the other easier way 
that does not require you to remember that information is by going to the client section and 

hover over the client you want to add a tag and click on the . Here we are looking at the 
RPi3. 

 

This is shown below. 
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The “Create Client Tag” card provides various conditions that can be used while creating a tag. It has already used the 
conditions known for that client like category, operating system, etc. 

 

             

 

We’ll keep it simple and add an attribute of Application Name = SSH. Remember to click on the + sign to add it in 

    

 

Once you click on the “Create” button, the tag gets created and saved as shown below. 
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So now when we navigate to “Clients Classification”, we should see our new tag. 

 

 

5.3 Device Insight Tag Testing 

We are now ready to perform our testing. I have reconnected both our clients to the same “test2” WLAN and they 
are both on VLAN 11. Note that I had added “Role” and “Tag” column using the customisation table feature. 

 

 

 

Next, I have started a SSH session from the RPi3 to 192.168.1.249 and I’ll wait for the SSH to show up under 
application list, this could take 5-10 minutes. 
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We’ll check the application specific to RPi client and see the SSH application listed as well.  

 

 

So now that we see the SSH application listed for the client, we expect for it to be automatically tagged with 
“investigate2”. After a while we’ll check the unified client page to see if the investigate2 tag has been applied.  

 

 

 

We can also check the global client classification where we see one client is matched with “investigate2” tag. 
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5.4 ClearPass Access Monitor Check 

Now let’s check the access tracker in ClearPass to see what just happened. Remember that username 
“002401115479” is our RPi3 client.  

Here we see that RPi3 client first connected to the network, and it was matched with W-IoT  enforcement profile. This 
is shown in session #2 below.  

And then when RPi3 client was running SSH application, it got matched with “W-investigate” enforcement profile and 
this is shown in session #1 

 

 

 

Let’s take a close look. As seen above we see that in the session #2 the first authentication requests comes in and the 
enforcement profile of W-IoT is sent. And soon after when the SSH application was executed on that client, the 
second authentication request comes in and this time the W-investigate enforcement profile was used. 

We’ll first open session #2 and here we see that indeed a CoA was sent. We see this by looking at “RADIUS Dynamic 
Authorization” tab. 

 



20 | P a g e  
 

 

 

This was the result of the change we made in the “Device Tag Updates Action” to send a CoA. Now when we look at 
the session #1, we see the role is now “investigate” 

 

 

Checking the computed attributes we see “investigate2” tag that was sent by Aruba Central device insight. 

 

 

Now when we also check the Endpoint  database in ClearPass for this client we see the new attributes and tags. 
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Remember with New Central, the application attributes are not sent to ClearPass. Going back to the client view in 
Aruba Central we’ll see the correct user role and VLAN assignment. 

 

  

Note that application attributes-based tag are not permanent, and they get re-evaluated the next time client 
connects. 

 

5.5 New Central Site Level View 

In this section we’ll explore the site level view for clients and classifications. 
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Expanding the classification card at the site levels provides us with Internal/External Data download/upload. Note 
that SSH session was to an internal IP address 192.168.1.249 which is shown below. 

 

 

              

 

We can now click on the “Explore” tab to get the top talkers and other interesting analytics for this site. 
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You can click on “investigate” role to get just the perspective from that user role. 

 

 

And then click on the “Go to Clients List” to see which clients are assigned the “investigate” user role. Note this useful 
feature automatically adds a filter for it in unified client list to show only those clients with that user role. 

 

 

 


