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2 ClearPass using Gmail as Messaging Server

In this technote, I'll walk through using Gmail as a messaging server in ClearPass, particularly useful in lab
environments where you're testing solutions that require email integration.

Guest/MPSK registration
Authentication failure events
Client quarantine events.
Firewall events

EDR/XDR security event

Messaging
Server

™

Here are some solutions that require email integrations.
o Trigger email delivery of credentials after MPSK registration.
e Guest access with sponsor approval
e Schedule automated delivery of Insight reports via email
e Authentication failure notification via email

e Use post-authentication enforcement profiles to trigger email notifications based on defined policy
conditions.

e Email notifications for client quarantine events.

e Send email notifications when ClearPass detects a security event through its integration with an
EDR/XDR platform (e.g., CrowdStrike).

2.1 Things you need

We need the following.
e (ClearPass version 6.11.x or better

e Access to a SMTP server, here | am using Gmail.

2.2 Gmail Configuration

In the past, it was possible to use a Gmail account with legacy authentication methods, but this has since
been disabled by default. Now, all Gmail account owners require modern authentication. In this setup, I've
used an app password, which requires enabling 2-Step Verification.

To do this, first log in to your Google account, then navigate to Account Settings = Privacy & Security.
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Google Search settings
R RSy Activity

When you save history to your account as part of your Web & App Activity, Google

1} ofther settings § §
can use it to personalise your experience

@ ‘Search history Saving

Content

Manage the kinds of search results you see by setting preferences for
personalisation and explicit content

(% searcn personaiisation on

|E| SafeSearch Filtering on

More options

‘Google Account settings Parental controls on
Family Link

@ Home
How you sign in to Google
EE] Personal info
@ Dataand privacy @ 2-Step Verification
ﬂ Security

2 Passkeys and security keys

Make sure that you can always access your Google Account by keeping this information up to date

2-Step Verification is off

Start using passkeys

Here you can add the second factor for the authentication by adding a phone number.

You're now protected with 2-Step Verification

[«

When signing in you'll be asked to complete the most secure second step, so
make sure this info is always up to date

D Google prompt © 4 devices

El Phone number © ¢

Once you have enabled the two-factor authentication you need to sign out and back sign in again.

And back to the security setting. Then you need to go to this URL to add your first App password.

https://myaccount.google.com/apppasswords
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Google Account

< App passwords

App passwords help you sign in to your Google Account on older apps and
services that don’t support modern security standards.

App passwords are less secure than using up-to-date apps and services
that use modern security standards. Before you create an app password,
you should check to see if your app needs this in order to sign in.

Learn more

You don't have any app passwords.

To create a new app-specific password, type a name for it below...

App name
ClearPassLab

[ create )

The password will be displayed only once, make sure you copy it as we’ll need it for ClearPass configuration.

2.3 ClearPass Configuration

Here is our task list
1. Retrieve Gmail SMTP certificates

Add google SMTP certificate chain to certificate trust list of ClearPass

2
3. Ensure the google SMTP certificates have the SMTP usage specified in ClearPass
4

Configure the messaging server

WEe'll start by using OpenSSL to retrieve the Gmail SMTP certificates used in TLS mode. TLS uses well known

port of 587 and gmail’s well known SMTP FQDN is smtp.gmail.com

Using the following command will list all the whole certificate chain.

$ OpenSSL s_client -starttls smtp -connect smtp.gmail.com:587 -showcerts

CONNECTED (00000003)
depth=2 C = US, O = Google Trust Services LLC, CN = GTS Root Rl
verify return:1
depth=1 C = US, O = Google Trust Services, CN = WR2
verify return:1
depth=0 CN = smtp.gmail.com
verify return:1
Certificate chain

0 s:CN = smtp.gmail.com

i:C = US, O = Google Trust Services, CN = WR2

————— BEGIN CERTIFICATE-----
MITIEWDCCAOCgAwWIBAgIRAKCA1ixpEEWQENwWYy81diLUwDQYJKoZ IThvcNAQELBQAW
O0zELMAkGA1UEBhMCVVMxHjAcBgNVBAOTEFUdvb2dsZSBUcnVzdCBTZXJ2aWN1czEM
MAOGA1UEAXMDV1IyMB4XDTI1MDgxMTES5M)IyM1oXDTI1IMTEWMzESM G IyM1owGTEX
MBUGA1UEAxXMOc210cC5nbWEpbC5ib2 0wWTATBgcghkjOPQIBBggghkj OPQMBBWNC
AAQNaSAYWMRgguxi0SLTkews0U6zX1i8vXQHsXblvfuNAPo511djmWN1oAIX6wWvGT
SOJZOVIKRBFNFY289EmMO+XWJ0o4ICQjCCAJ4wDgYDVROPAQH/BAQDAgeAMBMGA1Ud
JQQOMMAOGCCsGAQUFBWMBMAWGA1UJEWER/wQCMAAWHQYDVROOBBYEFKm5 f se SUbBh
oPuLybPXVxkgcLzuMB8GA1UdIwWQYMBaAFN4bHuUl5FdQ+NyTDIbvsND1 tQrIwMEFgG
CCsGAQUFBWEBBEwwSjAhBggrBgEFBQcwAYYVaHROcDovL28ucGtpLmdvb2cvd3Iy
MCUGCCsGAQUFBzAChhlodHRwOi8vaSbwazkuz29vZy93cjIuY3J0MBkGALUJEQQS
MBCCDnNtdHAuUZ21lhaWwuY2 9tMBMGA1UdIAQMMAOWCAYGZ4EMAQIBMDYGA1UdHWQV
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MCOwK6ApoCeGIWhOdHAG6LY9)LnBraS5nb29nL.3dyMi 83NXIO0Wnl1BM3ZBMCS5jcmww
ggEFBgorBgEEAdZ5AGQCBIH2BIHZAPEAAWAS8U40vVNYTIQGGCOPP30T+0elYoe I
nGOWBYTr5YYmOgAAAZiazGo9AAAEAWBIMEYCIQCDhTugtP07n9YygbmB7hGTPaF 1
vozdu2k8zg8y50eZNgThAMZLNh42J7LVt4WzgXTsZ+Fud4QQTaP5Pbnjdo7PilnIg
AHYAZPSPaoVxCWX+1ZtTzumy FCLphVwN1422gX5UwPSMDbAAAAGYmSxqj QAABAMA
RzBFAiEA7iaAWdafgSP131NorVehWKrJzcgp6/nNiX10WGoC35wCIEQAypOeEokZ
46E7e80onDDgcd55V2w6Wm3pcAuBsV205MAO0GCSgGSIb3DQEBCWUAA4IBAQASstbUU
YptgtGI3rxAS5M1SA4eZY8kUv4brIdbl90MIRugxZ00Gz/J1IM7UBz/ajRCTEs5GIV
9Ph1XsSkzQwlJIDZjicwaSDzI16FeiSh3C8BK2SR57uGO0COFrPMwsMzT4xnp8/RZA
GrJg5zviqwi+FyxXKtv3xrA5dF61BP1600mloGWnO7Nd9f13gimzpE8Aks9scoQ3
Pb6sKvsBXWrxBRFkLuemx/cQNXkY650zinC7QEQge60X26M82z)1Fjgs5Swowpz b
UsxYR0J4/YTWPxjyGu79Sv8cMjdvVzmp2iP3jJHSectMc7EavmGsX06m61lmOmirQ
He2ylQh/onoVdxpM
————— END CERTIFICATE-----
1 s:C = US, O = Google Trust Services, CN = WR2

i:C = US, O = Google Trust Services LLC, CN = GTS Root Rl
————— BEGIN CERTIFICATE-----
MIIFCzCCAVOgAWIBAGIQf/AFoHxXM3tEArZImpRB7mDANBgkghkiGO9wOBAQsFADBH
MQswCQYDVQQOGEwJVUzEiMCAGALIUEChMZR29vZ2x1IFRydXNOIFNlcnZpY2VzIExXM
QzEUMBIGA1UEAXMLR1RTIFJvb3QgUjEwHhcNMMxM]EzMDkwMDAWWhCNM ] kwMy Tw
MTQwMDAWWS A7MQswCQYDVQQGEWIVUzEeMBWGA1UEChMVR2 9vZ2x 1 IFRydXNOIFN1
cnZpY2VzMOwwCgYDVQQODEWNXU] IwggE1iMAOGCSgGSIb3DQEBAQUAA4IBDWAWGQEK
A0IBAQCP/5x/RR5wgFOfytnlDd5GV1dIvI+aWgxG8YSauSHbyfsvAfuSCOAWXgAC
+MGr+XgvSszYhaLYWTwOOx]j7sfUkDSbutltkdnwUxy96zghMt/TZCPzfhyM1IK]ji
aeKMTj+xWfpgoh6zySBTGYLKNINtYE3pAJH8dolcCA8Kwt zxc2vFE24KT3rC8glc
LrRjg90x9111MLL7g8Ju26nADrn5Z9TDIVA06wW06Y6131jNzHOUSHEDY01hLmEX
xRmpC51EGuh5KdmyjS//V2pm4M6rlagplmNwEmceOuHbsCEx13ye/aoXbv4r+zgX
FNFmp6+atXDMyGOBOozAKgl2N87jAgMBAAG) gf4wgfswDgYDVROPAQH/BAQDAGGG
MBOGA1UdJQQWMBQGCCsGAQUFBWMBBggrBgEFBQCcDAJASBgNVHRMBA f8ECDAGAQH /
AgEAMBOGA1UdDgQWBBTeGx 7teRXUP] ckwyG77DQ5bUKyMDA fBgNVHSMEGDAWGBTk
rysmcRorSCeFL1JIJmLO/wiRNxPjAOBggrBgEFBQCBAQQOMCYwWJAY IKwYBBQUHMAKG
GGhOdHA6Ly9pLnBrassinb29nL3 IxLmNydDArBgNVHR8EJDAIMCCgHgAchhpodHRw
018vY¥ySwa2kuz29vZy9yL3IxLmNybDATBgNVHSAEDDAKMAgGBmeBDAECATANBgkg
hkiG9wOBAQsFAAOCAGEARXWL5R87RBOWGHtY8TXJbz3SODNKhjO6V1IFP7sQ02hYS
TL8Tnw3UVO1lIecAwPJQ18hrOujKUtjNyC4XuCREINIThb0Lbgpt7fyqaqf9/gdLe
SiDLs/sDA7j4BwXaWzZIvGEaYzq9yviQmsR4ATbOIrZNBRAGQ7x9UBhL+TV+PfdBJIT
DhE105vc3ssnbrPCuTNiOcLgNeFbpwkuGcuRKnZzc8d/KI4ARAPW/ /mkHgte8y0YWu
ryUJ8GLFbsLIbjL9uNrizkgqRSvOFVU6xddZIMy9vhNkSXJ/UcZhjJY1pXAprffJB
vel7j+Qi1511RehMCofa6WBmiA4fx+FOVsV2/7TR6V2nyAiIJJkEA2nSi5SnzxJrl
Xdagev3htytmOPvoKWa676ATL/hzfvDaQBEcXd2Ppvy+275W+DKcHOFBbX62xevG
1za3F4ydzx16NJ8hk8R+dDXSqv1MbRT1ybB5W0k8878XS0jvmiYTDIfyc9acxVJr
Y/cykHipa+telpOhv7wYPYtZ90rGBV5SGOIm4ANrB3KladarORfzxC3ikr7Dyc6Qw
gDTBU39C1uVIQeuQRgwG3MuSx17zRERDR11GoKb8uY45JzmxWuKxr fwT/478JuHU
/0TxUFq012stKnn7QGTg82z29W+GgBLCXSBxC9epaHMOmyFH/FJ1niXJfHeytWt0=
————— END CERTIFICATE-----

2 s:C = US, O = Google Trust Services LLC, CN = GTS Root R1

i:C = BE, O = GlobalSign nv-sa, OU = Root CA, CN = GlobalSign
————— BEGIN CERTIFICATE-----
MIIFYjCCBEqgAwWIBAGIQAd70NbNs2+RrqIQ/E8F]TDTANBgkghkiGIwOBAQSFADBX
MQswCQYDVQQGEwWJCRTEZMBCcGALUEChMOR2xvYmFsU21nbiBudil zYTEQMA4GALUE
CxMHUmM9vdCBDQTEbMBkGAIUEAXMSR2xvYmFsU21nbiBSb290IENBMB4XDTIwMDY x
OTAWMDAOMI1oXDTI4AMDEyODAWMDAOM] owRzZELMAKGA1UEBhMCVVMxIjAgBgNVBAOT
GUdvb2dsZSBUcnVzdCBTZXJ2aWN1cyBMTEMxFDASBgNVBAMTCOdUUyBSb290IFIx
MIICIjANBgkghkiG9wOBAQEFAAOCAGS8AMIICCGKCAGEALhECik7j0Xeb0O9y/1D63
ladAPKH9gv19MgaCcfb2jH/76Nu8ai6X160MS/kr9rH5z0QdsfnF197vufKjo6bwSs
1iVenglKr+CMny6SxnGPb151+8Ape62im9MZaRwINEDPjTrETo8gYbEvs/AmQ351k
KSU3jB6G00j0uYODPOgmHU81I8E3Cwngliru6zlkZlg+PsAewnjHxgsHA3yombWwZ
DrXYfiYaRQM9sHmk1CitD38m5agl/pboPGiUU+6D00grFZ2YJsuB6jC511lpzrplzk
j52PaK4918KE]8C8QMALXL32h 7M1 bKwYUH+E4E zNktMg6TO8UpmvMrUps yUgtE] 5
cuHKZPfmghCN6J3Cioj60GaK/GP5Af14/Xtcd/p2h/rs37E0eZVXtL0Om79YB0esW
CruOCT7XFxYpVg90s6pFLKcwZpDI1TirxZUTQAs6gzkm06p98g7BAe+dDgb6dso499
iYH6TKX/1Y7DzkvgtdizjkXPdsDtQCvIUwW+wp9U7DbGKogPeMa3Md+pvez TW35EL
Eua++tgy/BBjFFFy313WFpO9KWgz 7zpm7AeKJt8T11dleCfeXkkUAKIAf5qoIbap
SZWwpbkNFhHax2xIPEDgfglazVY80ZcFuctL7T1LnMQ/01UTbiSwlnH69MG6z00b
9f6BQdgAmMD06yK56mDcYBZUCAWEARAOCATgWwggEOMA4GA1UdDWEB/wQEAWIBhjAP
BgNVHRMBAf8EBTADAQH/MBOGA1UdDgQWBBTkrysmcRorSCeFL1JIJmLO/wiRNxPJAf
BgNVHSMEGDAWgBRge2YaRQ2XyolQL30EzTSo//z9SzBgBggrBgEFBOQCBAQRUMEIw
JQYIKwYBBQUHMAGGGWhOdHAG6LYIVY3NwLNBraS5nb29nL2dzcjEwWKQY IKwYBBQUH
MAKGHWhOdHA6Ly9wa2kuz29vZ2y9nc3IxL2dzcjEuY3J0OMDIGA1UdHWQrMCkwJI6A1
oCOGIWhOdHA6LyY9jcmwucGtpLmdvb2cvZ3NyMS9nc3IxLmNybDA7BgNVHSAENDAY
MAgGBmeBDAECATAIBgZngQwBAgIWDQYLKwYBBAHWeQIFAwWIwDQYLKwYBBAHWeQIF
AwMwDQYJKoZIThvcNAQELBQADggEBADSkHrE009CO0dhemMXoh6dFSPsjbdBZBiLg9

Root CA
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NR3t5P+T4Vxfq7vgfM/b5A3R11 fydm9bvhdGadQ3b2t6yMAYN/olUazsal+yyEn9
WprKASOshIArAoyZl+tJaoxl1l8fessmXnlhIVwdloeQalvlvgdFv74zPl16/AhSrw
9USPpCZEt4Wi4wStz6dTZ/CLANX8LZh1J7QJVi2fhMtfTJr9w4z30Z209£f0U010My
+gduBmpvvYuR7hZL6Dupszfnw0Skfths18dG9ZKb59UhvmaSGZRVbNQpsg3BZ1lvi
d01IK02d1xozcl0zgjXPYovJJIultzkMu34gQb9Sz/yilrbCgj8=

————— END CERTIFICATE-----

Server certificate
subject=CN = smtp.gmail.com

issuer=C = US, O = Google Trust Services, CN = WR2

No client certificate CA names sent

Peer signing digest: SHA256

Peer signature type: ECDSA

Server Temp Key: X25519, 253 bits

SSL handshake has read 4383 bytes and written 419 bytes
Verification: OK

New, TLSvl.3, Cipher is TLS AES 256 GCM SHA384
Server public key is 256 bit

Secure Renegotiation IS NOT supported
Compression: NONE

Expansion: NONE

No ALPN negotiated

Early data was not sent

Verify return code: 0 (ok)

250 SMTPUTFS8

e

$

Type in control-C to terminate the session. As shown above we have 3x certificates in PEM format. I'll copy
them separately into a text file and then rename it with the extension of DER, so | can view them.

Here are the three certificates in der format which you can double click to see.

General Details Certification Path General Details Certification Path
Certification path
E Certificate Information _.DJ GT5 RootR1
_?J WR2
This certificate is intended for the following purpose(s): -l

* Ensures the identity of a remote computer
» 2,23.140.1.2.1

Issued to: smtp.gmail.com

Issued by: WR2

o
I'\:
i

Valid from 12/08/2025 to 4/11/2025
Certificate status:

I'I'his certificate is OK.
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General Details Certification Path

z ﬁ Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer
* Ensures the identity of a remote computer
+2,23,140,1.2.1

Issued to: WR2

Issued by: GTSRootR1

valid from 13/12/2023 to 21/02/2028

General Details Certification Path

: ﬂ Certificate Information

This certificate is intended for the following purpose(s):

» Proves your identity to a remote computer

* Ensures software came from software publisher

» Protects software from alteration after publication
» Allows data on disk to be encrypted

» Protects e-mail messages

* Allows secure communication on the Internet

Issued to: GTS RootR1
Issued by: GlobalSign Root CA

Valid from 19/06/2020 to 28/01/2028

General

General Details Certification Path

Certification path

|5 GTS RootR1

g

View Certificate

Certificate status:

[This certificate is OK.

Detaile Certification Path

Certification path

[5] GlobalSign Root CA -R.1

Next, you need to import them to certificate trust list in ClearPass by navigating to Administration »
Certificates » Trust List and then adding the certificate. Here you need to ensure that the usage is for SMTP.

Certificate Trust List

This page displays a list of trusted Certificate Authorities (CA). You can add, view, or delete a certificate.

Filter:| Subject
# |

|| contains v | gmail

Subject &

1.| O cN=smtp.gmail.com

Certificate Trust List

This page displays a list of trusted Certificate Authorities (CA). You can add, view, or delete a certificate.

Filter: | Subject ~|[contains v|wr2

]

# B Subject 4
1.| O CN=WR2,0=Google Trust Services,C=US

o Add
m Clear Filter Show records
Usage Validity Enabled
SMTF, Others valid Enabled o
o= Add
m Clear Filter Show records
Usage Validity Enabled
SHMTP, Others valid Enabled
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Certificate Trust List == Add

This page displays a list of trusted Certificate Authorities (CA). You can add, view, or delete a certificate.

Filter: | Subject || contains v|[GTS root R1 ) Show records

Vvalidity Enabled
1. 0 cN=GTS Root R1,0=Google Trust Services LLC,C=US SMTPR, Others wvalid Enabled

And finally, I'll configure the messaging server.

Dashboard Administration » External Servers » Messaging Setup

Messaging < Configure SMS Gateway

[=] Monitoring

% .. Configuration

Setup conf ion saved ully

o & © ©

3 Administration o
ClearPass Messaging Setup guides you through configuration of the SMTP server for email and SMS notifications.
#* ClearPass Portal

SMTP Server
5 R Users and Privlges =

+ I server Manager SMTP Settings
=8 Ext:;nal Servers Server Name: \smtp,gmail com Connection Security: StartTLS v
SNMP Trap Receivers
Username: port: 57
#” Syslog Targets —
}Syslog Export Filters Password: Connection Timeout: seconds
> = Verity password:

}Endpoint Context Servers Default From Address: ariyap@aruba.com

File Backup Servers
P |

4" External Accounts Send Test Email Send Test SMS

Note that the username should be the Gmail email address and the password should be the App password
that we created after we enabled the two-factor authentication for the Gmail account. Lastly, the default
from address, is the from email address and in my case it is fictious email address.

2.4 Testing

You can send a quick test email directly from the messaging setup.

Send Test Email

Recipient Email Address: com

Message: esting ClearPass Messaging

)

Send Email

This is what | get after | click the “Send Email” button.

i fi
Messaging 4 Configure SMS Gateway

Successfully sent test email to: ariyap@hpe.com

Clearfass Messaging Setup guwides you through configuration of the SMTP server for email and SMS notifications,

SMTP Server

’— SMTP Settings

Server Name: ‘smtp,gmail com Connection Security: ‘ StartTLS ~
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You can then go to Monitoring » Event Viewer and have a look at the logs.

Event Viewer

The Event Viewer provides reports about system-level events. All attempted upgrade, patch, and hotfix Select Server: [CP1-611(192.168.1.101) b
installztions are logged here.

Filter: [ Source v|[contains w| Show records

Category Timestamp v

1. Admin UI INFO Email Successful None Aug 29, 2025 19:43:29 AEST ]

System Event Details

Source Admin UI
Level INFO
Category Email Successful
Action MNone
Timestamp Aug 29, 2025 19:43:29 AEST
Description From: ariyap@aruba.com
To: .com

Mail Subject: Test Email

Close

Now to generate email failures, | am going to remove SMTP as the certificate usage of WR2 intermediate
certificate.

Certificate Trust List & Add

This page displays a list of trusted Certificate Authorities (CA). You can add, view, or delete a certificate.

Filter: [ Subject ~|[contains | wr2 Show records

# B Subject 4 Validity Enabled
1. O CN=WR2,0=Google Trust Services,C=US Qthers Valid Enabled

Let us go to the messaging setup and send test email. And this time | get a failed message shown below.

Source Admin UI
Level ERROR
Category Email Failed
Action None
Timestamp Aug 29, 2025 19:42:33 AEST
Description From: ariyap@aruba.com
To:

Mail Subject: Test Email
Send Error: Could not connect to SMTP host:
smtp.gmail.com, port: 587

Close

These failed messages could be because of something is blocking the outgoing traffic or have a mismatch
with the certificate chain like the certificate usage is not SMTP.

If you are missing a certificate chain that Is not in the Trust list of ClearPass then most likely you get the
following error that points to certificate that is not trusted.
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System Event Details o

Source Admin UL

Level ERROR

Category Email Failed

Action None

Timestamp Aug 29, 2025 09:40:55 AEST
Description From: ariyap@aruba.com

Send Error: Could not convert socket to TLS

2.5 ClearPass Endpoint Context Server Configuration

In this section, I'll demonstrate how to add an endpoint context server to enable the use of an SMTP
messaging gateway within post-authentication enforcement profiles. While not mandatory, this setup adds
significant flexibility to solutions that require email notifications

Navigating to Administration » External Servers » Endpoint Context Servers, | am adding a new context server
of type Generic HTTP server.

1% Dashboard (] Administration » External Servers » Endpoint Context Servers
— . Add
[£] Monitoring & Endpoint Context Servers ; Import
~. Configuration o & Ex:::)ort All
3‘ Administration @ clearPass collects endpoint profile information from different types of Aruba IAPs and RAPs via Aruba Activate.

& ClearPass Portal

+ & Users and Privileges Filter:[ Server Name ~|[contains v| m Clear Filter Show records

+- i} Server Manager

i # B Server Name a Server Type Status
- I External Servers
. 1. [m] app-apacsouth.central.arubanetworks.com Aruba Central Enabled .
#® SNMP Trap Receivers
J Syslog Targets & ‘ O localhost Generic HTTP Context Server Enabled -
& Syslog Export Filters Showing 1-2 of 2

#* Messaging Setup

Pl Endpoint Context Servers

Make you enable the “validate server certificate” and that will add a new certificate tab.

Add Endpoint Context Server

=

Select Server Type: | Generic HTTP Context Server v

Server Name: |mai|.gougle.wm

Server Base URL: |hl‘lps:.'fmai| google.com

Authentication Method: |Easic V|

Username: [ |

Password: [ | Verify: |
validate Server: Enable to validate the server certificate
Bypass Proxy: [J Enable to bypass proxy server

IP Version: ® 1pv4 O 1Pv6 O Both

Note that when you enable validating the server certificate check box, it will automatically pull the certificate
chain to the trust list and enables them.
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Add Endpoint Context Server

The following Issuer/Root CA for the server certificates are already added and enabled in the Certificate Trust List:

CN=WR2,0=Google Trust Services,C=US

CN=GTS Root R1,0=Google Trust Services LLC,C=US

CN=GlobalSign Root CA,0U=Root CA,0=GlobalSign nv-sa,C=BE

So, we could have used this method first instead of using OpenSSL. Then all we had to do was to edit the
certificates and add SMTP certificate usage to them. However, it beneficial to be aware and know how to use
OpenSSL as it is a primary tool for certificate manipulation and troubleshooting. As shown above you see that
it is telling us that the certificates are already in the trust list of ClearPass. Now just save it.

In the next technote | will cover the enforcement profiles that can send email notifications.
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