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2 Restricting Guest Captive Portal   

Here in this short technote I’ll show how to restrict the guest access from the corporate devices that are meant to 
connect to corporate dot1x wireless instead. This is a common requirement for organisation to restrict access for the 
corporate devices to connect to their guest WiFi network. 

The main process in this solution is to add an attribute to the endpoint database in ClearPass for the corporate devices, 
when they connect to the dot1x wireless network for the first time. Then you can build an enforcement policy for guest 
service in ClearPass to block access for devices that have that endpoint database attribute. 

 

2.1 Things you need  

 
• Aruba Instant version 8.3. or later 

• ClearPass 6.7 or later 

• A Layer three switch  
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3 Instant AP Configuration 

In this section we’ll just create a dot1x and a guest service using ClearPass as the authentication server and external 
captive portal. 

3.1 Authentication Server and Captive Portal Profile Configuration 

First we’ll configure the RADIUS server. 

  

 

3.2 Dot1x WLAN Configuration 

This is the classic dot1x wireless network configuration that I am showing here for completeness. 
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3.3 Guest WLAN Configuration 
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4 ClearPass dot1x Service Configuration 

Here we’ll cover the ClearPass Policy Manager configuration starting with the Enforcement Profiles. Also I am assuming 
ClearPass has joined the AD domain and an authentication source of type AD has been configured, so I am not showing 
those configurations. 

 

4.1 Endpoint Database Attribute  

First we need to create a new attribute for the endpoint repository. Then we could reference this attribute in our 
enforcement profiles. 

Go to Administration » Dictionaries » Dictionary Attributes and then filter on endpoint to see all the current attributes. 

 

 

As you can see there are quite a few, about 53 attributes. We’ll create an attribute called “secure”.  

 

This is the attribute that later on we’ll use to check if the device was previously successfully connected to the dot1x 
network.   

4.2 Enforcement Profiles  

We are using 3x profiles,  

1. aa Aruba 802.1X Wireless-Student 
2. aa Aruba 802.1X Wireless-Staff 
3. aa Aruba 802.1X Wireless Update Endpoint Secure 
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The first two enforcement profiles are of type RADIUS that sends back Aruba-user-role to the IAP. The last one is of type 
post-auth that updates an attribute in endpoint repository. 

 

 

 

 

 

4.3 Aruba 802.1X Wireless Service   

Here is the dot1x service we are using. 
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Part of the enforcement policy we are updating the endpoint database by setting the “secure” attribute to true. 
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5 ClearPass Captive Portal Auth Service Configuration 

Here we’ll configure the captive portal authentication service that will be used for our guest users. 

 

5.1 Enforcement Profiles  

We are using 2x profiles, namely “aa Guest MAC_web” and “aa Guest MAC Caching”. 

 

aa Guest MAC Caching 

 

 

5.2 Captive Portal Authentication with MAC Caching Service   

This is our MAC caching service. 
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The important thing here is that we are checking for Endpoint attribute of “secure” and then based on that we are 
denying access. 

 

5.3 ClearPass Guest Configuration 

Here we have a very basic weblogin page for the guest redirection, hence I am not showing the detail of the page. 
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6 Demonstration -1 

6.1 Dot1x Test for updating the Endpoint attribute 

Now the client connects to the dot1x service with username staff1 

 

 

 

Looking at the access tracker we see that it has matched the correct service and our enforcement profiles has been 
executed. 

 

 

Next we go to endpoint database (Configuration » Identity » Endpoints) to see if the “secure” attribute has been 
updated. 

  

 

As you can see above secure attribute is set to true. 

6.2 Testing the Guest Service 

At first we connect a valid guest user who had not successfully connected to the corporate/school dot1x wireless 
service. The user is first put into the pre-auth role. 
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Then the client gets redirected to captive portal page and after using the valid guest credentials it can successfully login. 

 

Here is the access tracker output for it. 

 

 

Note here the user role has changed to “guest” 
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Now we’ll login with a corporate owned device to the guest network. And use a valid guest credential to login 
(cp@aa.com) 

 

Note here that the user has successfully authenticated but the authorisation will deny access for this client. Checking 
the computed attributes shows the guest account details that was used. 

 

 

And looking at the Instant AP, we see that the second cp@aa.com “guest” user is stuck in pre-auth user role. 

 

mailto:cp@aa.com
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7 Demonstration -2 

Here we’ll change the logic in the “Test CP Authentication with MAC Caching” service to use the use role mapping instead. 

First we need to create a user role called “secure-clients” 

 

Then we’ll create a new role mapping policy. 

 

Next we’ll use this role mapping policy in our “Test CP Authentication with MAC Caching” service  

 

Finally modifying our enforcement policy to use Tips:role . 

 

Make sure you save the changed and now we are ready to test it again. 
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7.1 Testing with Role-Mapping Approach  

We have reconnected the win10 laptop to the guest SSID and the client gets redirected to the login page, where we’ll 
use the same credentials as a valid guest to login. 

Here is the access tracker output.  

 

You can see the user has matched three roles, [Guest], [User Authenticated] and secure-clients. 

And since we are matching on “secure-clients” and denying access the login status is rejected and when you look at the 
Instant AP, the win10 client is stuck in “Guest-ES” role. 

 

 

 

 

 

 


