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2 Microbranch and Aruba SSE Integration

The Microbranch (MB) solution can be seamlessly integrated with leading cloud security providers such as Aruba
SSE (Secure Service Edge), Netskope, Zscaler, and Prisma through Aruba Central's "Cloud Connect" service. This
enables the establishment of a secure connection between the MB AP and one or multiple cloud-hosted
enforcement control points.

Aruba SSE serves as an Internet onramp, acting as the next hop for Internet-bound traffic from MB. Through Aruba
Central's cloud connect service, IPSEC tunnels are automatically orchestrated to connect MB to Aruba Public SSE.
These IPSEC tunnels utilize the Internet Key Exchange (IKE) protocol, enabling traversal of NAT boundaries and
leveraging IKEv2 for authentication, while minimizing overhead. This setup ensures a secure and efficient
connection between the Microbranch solution and Aruba SSE, enhancing network security and compliance
capabilities.
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2.1 Before You Start

| am assuming you have a working Microbranch setup which means the MB access point is

- added and subscribed with Advance AP foundation license in Aruba Central. MB APs require Advanced AP
license for any integration through Cloud Connect service

- part of the AOS10 microbranch group and is configured with firmware 10.5.1.1, 10.6.0.0 or later.

2.2 Aruba Central Configuration
The main tasks are:
1. Setting up IPSEC Tunnels between microbranch APs and Aruba SSE cloud primary and secondary nodes
2. Enabling Orchestrating Aruba SSE tunnels to select groups.
3. Configuring policy based routing to redirect user’s web traffic for inspection by Aruba SSE
4. Configuring Aruba SSE for IPSEC tunnels from the microbranch APs
5

Creating a policy for web traffic from microbranch APs.
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Here we’ll start with by going to cloud connect selecting the “Settings” and using the customer tab.

Q search or ask Aruba

QrUbQ Central

Customer: Ariya Publ... @ ‘ d’i ‘ @
SD-WAN OVERLAY 1P Address Manager Virtual Gateways
@ Global
‘ Accounts ‘ Deployment | Tunnel Settings

— Manage

Cloud Connect

Je)
i 9
[©]

De

Multi-Fabric EVPN

8 Overview WS Apue | @mee | GPRISMA

Custom ‘

I@ Devices

v

Accounts

Lo Clients Partner ‘ Remote Endpolints ‘ Tunnel Local ID Format

‘ Tunnel Local ID Suffix Tunnel Settings

2, Guests
E Applications

@ Security

| 2 Network Services

— Bnahea

pra—y
<

No data to display

Here we’ll add an entry and note that as indicated, there should not be any spaces in the name. Also note that

there are other custom SSE partners as listed.

Add new Cloud Account partner

Name

Aruba SSE

Spaces not allowed
Tunnel Settines

Aruba SSE (Default) O]

Aruba SSE (Default)

Broadcom (Symantec WSS) (Default)
Check Point (Default)

Cisco Umbrella (Default)

Forcepoint One (Default)

Metskope (Default) Tunnel Probe Type

Tunnel Monitor IP/ URL

Palo Alto Prisma Access (Default)

ISkyH\gh (McAfee) (Default)

WEe'll use “email format” as the Tunnel Local ID Format, as shown below. You can use any local suffix which should
match on the Aruba SSE tunnel configuration. Here | am using “ariyap.au”

Edit Cloud Account partner
Name
ArubaSsE

Tunnel Settings
Aruba SSE (Default)

Tunnel Loeal ID Format
Email Format

Tunnel Local 1D Suffix

ariyap.au

Remote Endpoint Definitions

Name

IP Address / FQDN

Tunnel Probe Type

Tunnel Monitor IP / URL

primary-aruba-sse

secondary-aruba-sse

ipsec-proxy-geo.axisapps.io

ipsec-proxy-secondary-geo.a...

HTTP

HTTP

https://sp-ipslasilverpeak.cl...

https://sp-ipslasilverpeak.cl...

Cancel

Save
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Primary-Aruba-SSE

Secondary-Aruba-SSE

Tunnel Probe

FQDN: ipsec-proxy-geo.axisapps.io

Type: HTTP

Tunnel Monitor IP/URL: https://sp-ipsla.silverpeak.cloud

FQDN: ipsec-proxy-secondary-geo.axisapps.io
Tunnel Probe Type: HTTP

Tunnel Monitor IP/URL: https://sp-ipsla.silverpeak.cloud

Click on the Save button.

oversy
SD-WAN OVERLAY

IP Address Manager | Virtual Gateways Cloud Connect

| Accounts | Deployment

Tunnel Settings

Multi-Fabric EVPN

‘ aws ‘ A\ Azure ‘ O zscaler 4 SMA Custom
v
Accounts -+
Partner Remote Endpoints Tunnel Local ID Format Tunnel Local ID Suffix Tunnel Settings
ArubaSsE 2 Local FQDN Format melblab.net Aruba SSE (Default)

Wait for a minute or two. Then go to the deployment tab and choose your group, in my case its “MicroBranch”
group and select the primary and secondary connections.

Customer: Ariya Publ...

® | & | )
] SD-WAN OVERLAY IP Address Manager Virtual Gateways

Cloud Connect Multi-Fabric EVPN

ﬁ

@ Global
Accounts ‘ Deployment ‘ Tunnel Settings
— Manage
B2 Overview Group To Cloud Hub Connections
Select a group for connecting to an appropriate Cloud Hub
@ Devices .
MicroBranch
o Clients :
¥ Filter groups CLOUD HUBS [ aws | azure | zscaer | rrisma C
2, Guests default Partner ‘ Connection St... | Deployment Status
cati Access-switches
[l Applications Arubasse ‘ o | —
AOS10
Securit
o 15 AOS10-VPNC ACCOUNT FAILED DEPLOYMENTS DEPLOYMENT STATUS
ArubaSsg 0 View Details -
%2 Network Services Ariya-BGWs
— Analyze BGW-HA
Remote Endpoint Primary Connection | Secondary Connection
BGW-HA-Mix
A Alerts & Events
CX-Core primary-aruba-sse ‘ v ‘
Audit Trail onC
secondary-aruba-sse ~
4, Tools
SD-VGW
i) Reports
— Launch
@ App Catalog
& Firmware [ Cancel ][ Preview ]

Click on Preview and submit it.

GROUP TO CLOUD HUB CONNECTIONS

CusTOM
Group ‘ Partner ‘ Primary Connection ‘ Secondary Connection ‘ Actions
MicroBranch | ArubaSsE | primary-aruba-sse ‘ secondary-aruba-sse | Connect
A Please go to Network Services > Cloud Connect = List to download tunnel details for custom partner integrations.
[ Cancel ] [ Submit ]
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Again wait a few minutes.

= LT
s ‘ ‘ E L - %
SD-WAN OVERLAY 1P Address Manager Virtual Gateways Cloud Connect Multi-Fabric EVPN

| Accounts ‘ Deployment ‘ Tunnel Settings

Group To Cloud Hub Connections

Select a group for connecting to an appropriate Cloud Hub

‘ Deployment in-progress, further changes are temporarily disabled for this Group. ‘

MicroBranch

Y Filter groups CLOUD HUBS [ aws | azure | zscaer | PRISMA c

default ‘ Partner ‘ C

Status

1 Status | D

Access-switches

> ‘ Arubasse ‘ ® |  E—
AOS10

AOS10-VPNC

Ariya-BGWs

BGW-HA

BGW-HA-Mix

x-Core

Ox-DC

SD-vGW

= L
B | et . ; ac
SD-WAN OVERLAY 1P Address Manager Virtual Gateways Cloud Connect Multi-Fabric EVPN

| Accounts | Deployment ‘ Tunnel Settings

Group To Cloud Hub Connections

Select a group for connecting to an appropriate Cloud Hub

MicroBranch

Y Filter groups CLOUD HUBS [ aws [ azure | zscaer | prisma @

default | Partner ‘ Connectlon St... ‘ Deployment Status
Access-switches

Partial Completed | 01 min left

EEE—
> ‘ ArubaSsE ‘ o ‘
A0510

AQST0-VPNC

Ariya-BGWs

BGW-HA

BGW-HA-Mix

CX-Core

CX-DC

= LT
@ ‘ | List
SD-WAN OVERLAY 1P Address Manager Virtual Gateways Cloud Connect Multi-Fabric EVPN

Accounts | Deployment ‘ Tunnel Settings

Group To Cloud Hub Connections

Select a group for connecting to an appropriate Cloud Hub

MicroBranch

Y Filter groups CLOUD HUBS [ aws [ azure | zscaleR | PRISMA c

default ‘ Partner ‘ C

Status ‘ Status

Access-switches

AOQS10

—
> ‘ Arubasse ‘ L] ‘ Fo——

AOQS10-VPNC

Ariya-BGWs

BGW-HA

BGW-HA-Mix

CX-Core

CX-DC
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Once it is completed as shown above and while still in “cloud connect” click on the “list” icon, go to the “Custom”

tab and download the account options. | have used CSV format.

Customer: Ariya Publ... ® & & E
SD-WAN OVERLAY IP Address Manager Virtual Gateways Cloud Connect Multl-Fabric EVPN
@ Global
Group Connections
88 Overview i I\ Azure © Zscale {PRISMA Custom
-
@ Devices Accounts (1)
b Clients Group Partner Deployment Status Primary Endpalnt Secandary Endpolnt
2 Guests MicroBranch Arubasse Completed primary-aruba-sse secondary-aruba-sse

@ Applications
@ Security

| MNetwork Services

ACCOUNT OPTIONS

4, DOWNLOAD C5v

L

(bt

DOWNLOAD JSON

You need to open the CSV file and the information that we need are “Source Identity” and PSKs that corresponds to
your microbranch APs. You need to copy it. Take particular note of the uplink name as the Identity and PSKs are
specific to the uplinks. We'll use these when we configure Aruba SSE to allow these IPSEC tunnels.

I J K L M N o

A B = D E F G H
1 |Aruba Devic Source Identity PSK. Source IP AdtUplink Name Encryptior Maximum Enabled
o ’ Tttt oo - T - 7 E0-Uplink AES256 100 TRUE
3 LTE-Uplink  AES256 100 TRUE
4 EO0-Uplink AES256 100 TRUE
N, LTE-Uplink  AES256 100 TRUE

Tunnel Nz Primary Pi Primary PiFailover P Failover P Site Name

MicroBrar primary-a ipsec-pro: secondary ipsec-pro; MicroBranch1
MicroBrar primary-a ipsec-pro; secondary ipsec-pro: MicroBranchl
MicroBran primary-a ipsec-pro: secondary ipsec-pro; MicroBranch2
MicroBran primary-a ipsec-pro: secondary ipsec-pro; MicroBranch2

That’s all you need to configure on the Aruba Central side for integrating it with Aruba SSE.

2.3 Aruba SSE Configuration

Here we’ll cover the bare minimum configuration that is needed for this solution to work. You need to login to the

Aruba SSE portal https://manage.axissecurity.com/

Then under Policy > Locations , add a new location, in my case its Melbourne-Ariya-MB

O Policy
Insights
2 0
Pollcy Insights
.
& Locations
Sattings )
Policy
il fo Q A [ <]
Experience ® Locations @
Settings
=3 IPRangas
Locatlon Name T
(© Time Rangas il
=3 ostures Experience Melbourne-Ariya-MB

Sub Locatlons

‘6\ Melbourne-Ariya - Other

Then you should go to Settings > Connectors > Tunnels and click “New IPsec Tunnel”.
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https://manage.axissecurity.com/

Q

Insights
> Tunnel Management
Policy
a
Settings
Connectors  Tunnels  Connector Zones
At
Experience IPsec Tunnel Name T Location Status ID

| have started with the IPSEC tunnel for MicroBranch2. Note that | have copied the “Source Identity” and PSKs for
my microbranch2 for EO uplink (from the CSV file) and pasted it in the ID and PSK section here, and finally associate
it with the location that we created earlier which in my case is “Melbourne-Ariya”.

Edit Tunnel x

Ariya-mel-tunnel-ME2

IPsec Tunnel Authentication

Create authentication by adding an unique 1D and PSK.

-e0-uplink@ariyap.a

Associated Location

Choose an existing location or create new location.

Melbourne-Ariya-MB - +

Ca ncel m

| also added the new Tunnels for LTE uplink for my microbranch APs. Here is my list of tunnels.

Q
Insights
Policy
Q New IPsec Tunnel
Settings
Connectors Tunnels Connector Zones
i
Experience IPsec TunnelName 1 Location Status ID
Ariya-mel-tunnel-MB1 Melbourne-Ariya @® Disconnected
Ariya-mel-tunnel-MB1-LTE Melbourne-Ariya @ Disconnected
Ariya-mel-tunnel-MB2 Melbourne-Ariya @ Disconnected
Ariya-mel-tunnel-MB2-LTE Melbourne-Ariya @ Disconnected

| have 2x MB APs and each have 2 uplinks (EO and LTE), that is why | need 4x tunnels to be configured in Aruba SSE
dashboard. Once you configure the tunnels here, then its matter of time for the IPSEC tunnels to be established. |
have connected my microbranch2 AP. Note that all of them are associated with location = “Melbourne-Ariya-MB”.
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2.4 Integration Verification

At this point the devices (in my case APs) in the microbranch group should have by now established the IPSEC

tunnels. First checking the Aruba SSE dashboard for tunnels.

Q
Insights
Policy
:
Settings
Connectors Tunnels Connector Zones
il
Experience IPsec Tunnel Name Location Status ID
Ariya-mel-tunnel-MB1 Melbourne-Ariya @® Disconnected
Ariya-mel-tunnel-MB1-LTE Melbourne-Ariya @ Disconnected
Ariya-mel-tunnel-MB2 Melbourne-Ariya @ Disconnected
Ariya-mel-tunnel-MB2-LTE Melbourne-Ariya @® Connected

Next we’ll check the microbranch AP2’s CLI and use a few show commands.

We'll start with checking the uplink of that AP.

MicroBranch2# sh uplink status

Uplink preemption :enable

Uplink preemption interval :300

Uplink health check :enable

Uplink health check host :pam.arubanetworks.com
Uplink health check IP :13.239.61.151

AP1X type:NONE
Certification type:NONE
Validate server:NONE

Dns server Table

Type IPp

static 1.0.0.1

static 1.1.1.1

Uplink Table

Type VLAN Backup Uplink-id State Reach State Wan Type Prio
Mask GW Public IP

Ethernet 4092 No EO-Uplink UuP UP INET 0
192,168.2.49 255.255.255.0 192,168.2.1 iL.152.107.214

Cellular 4095 Yes LTE-Uplink DOWN DOWN LTE 7
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

Wifi-sta 4097 Yes wifi-sta INIT INIT WIFI 6
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

Wired Port Table

Port State Type Bonding(Admin/Oper/Active)

eth0 UP WAN Yes/Yes/Yes
ethl DOWN LAN No/No/No
eth2 DOWN LAN No/No/No
eth3 DOWN LAN No/No/No
eth4 DOWN LAN No/No/No

+ ApplycChanges ~ @

New IPsec Tunnel

Interface 1IP

br0.4092

ppp0

wuplinkO
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MicroBranch2#

So MicroBranch?2 is using EO as uplink. Next, we’ll check the IPSEC stats.

MicroBranch2# sh crypto ipsec stats

IPSEC STATS

MAP NAME
TX/RX DROPS

TX/RX ERRORS

gw-ipsecmap-20:4c:03:0a:09:e0-e0-uplink
0/0 0/0
gw-ipsecmap-20:4c:03:0a:09:e0-1te-uplink
0/0 0/0
zs—init-zscalardirect-primary-eO-uplink
0/0 0/0
cc-init-arubasse-secondary-e0O-uplink

0/0 0/0
cc-init-arubasse-secondary-lte-uplink
0/0 0/0
cc-init-arubasse-primary-lte-uplink

0/0 0/0
cc-init-arubasse-primary-e0O-uplink

0/0 0/0
zs—init-zscalardirect-secondary-eO-uplink
0/0 0/0
zs—-init-zscalardirect-primary-lte-uplink
0/0 0/0

zs—-init-zscalardirect-secondary-lte-uplink

0/0 0/0
Total IPSEC Count: 10

MicroBranch2#

IP ADDR

203.214.83.128

203.214.83.128

165.225.226.38

54.253.209.61

54.253.209.61

3.25.3.36

3.25.3.36

165.225.115.8

165.225.226.38

165.225.115.8

DEVNAME

TX/RX PACKETS

TX/RX BYTES

tun0 157/156 16576/17214
0/0 0/0
tunl 0/0 0/0
tun?2 0/0 0/0
0/0 0/0
0/0 0/0
tun4 0/0 0/0
tun3 0/0 0/0
0/0 0/0
0/0 0/0

So the IPSEC tunnels for Tun2 and Tun4 are being formed. You need to check the ATA table to ensure they are in

CONNECTED state.

MicroBranch2# sh ata endpoint status

ATA Endpoint Status

UUID IP ADDR
SPI (OUT/IN) LINK TAG VALID TIME (s)

INNER IP UP TIME (s)

<changed> 203.214.83.128 SM STATE CONNECTED tunO
GREOIPSec 1,22,192,4094 808/0/336/305

<changed> 203.214.83.128 SM STATE INIT

GREOIPSec 1,22,192,4094 427/0/258/258

<changed> 165.225.226.38 SM STATE CONNECTED tunl
IPSEC NULL 0/0/0/0

<changed> 54.253.209.61 SM_STATE CONNECTED tun2
IPSEC NULL 0/0/0/0

<changed> 54.253.209.61 SM_STATE_ INIT

IPSEC NULL 0/0/0/0

<changed> 3.25.3.36 SM_STATE INIT

IPSEC NULL 0/0/0/0

<changed> 3.25.3.36 SM_STATE CONNECTED tun4
IPSEC NULL 0/0/0/0

<changed> 165.225.115.8 SM_STATE CONNECTED tun3
IPSEC NULL 0/0/0/0

<changed> 165.225.226.38 SM STATE INIT

IPSEC NULL 0/0/0/0

<changed> 165.225.115.8 SM STATE INIT

IPSEC NULL 0/0/0/0

Total Endpoints Count: 10

MicroBranch2#

STATE
TUNNEL TYPE GRE VLANs

af5b0900/c5£9e100
10.99.99.4
96bd8500/2e4ad00
10.99.99.4
3765c59f/e9806100
10.99.99.4
c72d2e6b/dead98d00
10.99.99.4
c7dd2ee8/66eb5b00
10.99.99.4
c08cl24a/1a38d300
10.99.99.4
cdedc259/cf££6£00
10.99.99.4
2fdf861d/7ea80000
10.99.99.4
49358d6e/4cf0d200
10.99.99.4
25b8dc6f/b763d800
10.99.99.4

2024-04-

2024-04-

2024-04-

2024-04-

2024-04-

2024-04-

2024-04-

2024-04-

2024-04-

2024-04-

TUN DEV TUN
HBT (Jiff/Missed/Sent/Rcv)

EO-Uplink

13 12:28:56
LTE-Uplink
13 12:22:58
EO-Uplink

13 12:28:03
EO-Uplink

13 12:28:03
LTE-Uplink
13 12:23:53
LTE-Uplink
13 12:23:54
EO-Uplink

13 12:28:03
EO-Uplink

13 12:28:03
LTE-Uplink
13 12:25:40
LTE-Uplink
13 12:26:01

129314
128957
28464
28464
28215
28215
28464
28464
28322

28342
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Note that | have replaced the actual UUID with <changed>. So now we have tun2 and tun4 CONNECTED. We'll
check the IPSEC dead peer detection (DPD) which is enabled by default.

M. akmp dpd

Another easy way of checking to see if the tunnels are up, is by using this command.

MicroBranch2# sh 13d oap tunnels

L3D OAP Tunnel Table

Peer MAC Map Name Map Id State GenId Pair UUID
cc-init-arubasse-primary-e0-uplink 0x50007 Up 232842 <changed>
cc-init-arubasse-secondary-e0-uplink 0x50004 Up 232840 <changed>

20:4c:03:0a:b9:e0 gw-ipsecmap-20:4c:03:0a:b9:e0-e0-uplink 0x50001 Up 232844 <changed>
zs—-init-zscalardirect-primary-eO-uplink 0x50003 Up 232841 <changed>
zs—-init-zscalardirect-secondary-e0O-uplink 0x50008 Up 232839 <changed>

MicroBranch2#

Note that microbranch APs use Overlay Agent Protocol (OAP) to connect to Aruba Central Route/Tunnel

orchestrator to get the all the information about routing and tunnels that needs to be established.

MicroBranch2# sh 13d oap

OAP Status
Admin State:
Oper State:
Master:
Channel state:

Serial:
MAC:

Site ID (Channel) :
Tenant ID (Channel) :
Tenant ID:
Tunnel Interface:
Channel UP since:
Channel Down count:
Learnt Routes:

IPv4 checksum:
Advertised Routes:

IPv4 checksum:
Tunnels:
RTB Gen ID:
PCM Gen ID IPv4 routes:
Graceful Restart timer:
Num of Create Channel:
Num of SyncReqg Sent:
Num of SyncRep Received:
Num of SyncReg since last
Last SyncReqg Sent:
Last SyncRep Received:

UP
UP
127.0.0.1:50050
CONNECTED
SDSDSDSDS
20:4c:03:b2:75:97
20:4c:03:b2:75:97
()

(20:4c:03:02:75:97)

tsgw
2024-04-27 10:32:59.109
0
3
0xc2b03bb08e02d098/3,
2
0x1010bbel65ae8585/2
5
1710680410299140
1710339637195768
86400 seconds

1

22

20
SyncRep Received: 0
2024-04-27 10:54:13.111
2024-04-27 10:54:13.638

Inst 1.2.POD TABLE.1.1.0

Num of FullSyncReqg Sent: 0

Num of FullSyncReqg Received: 4

Last RX: 2024-04-27 10:54:13.637, RX process: 2024-04-27 10:54:13.638 QSz: 0 MaxQSz: 1
Last TX: 2024-04-27 10:54:13.111, gqueue: O
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3 at 2024-04-27 10:34:01.486
9 at 2024-04-27 10:38:27.945

Peak Routes IPv4:
Peak Tunnels:

MicroBranch2#

And finally I'll check the datapath session table and look for udp 4500 which is used for NAT traversal traffic. The
highlighted lines are for the primary and secondary Aruba SSE nodes.

MicroBranch2# sh datapath session | incl 4500
13.239.61.151 192.168.2.49 17 4500 4500 O 0 48 0 devl3 4708 38e 21c50 F
203.214.83.128 192.168.2.49 17 4500 4500 O 0 0 0 local 4410 911 66404 Api
192.168.2.49 203.214.83.128 17 4500 4500 O 0 48 0 local 4410 912 661c8 pi
165.225.226.38 192.168.2.49 17 4500 4500 O 0 0 0 local 37 1 70 F
192.168.2.49 54.253.209.61 17 4500 4500 O 0 0 0 local 47b5 170 a2e0 FC
192.168.2.49 165.225.226.38 17 4500 4500 O 0 0 1 local 37 1 70 FC
54.253.209.61 192.168.2.49 17 4500 4500 O 0 0 1 local 47b5 170 a220 F
192.168.2.49 165.225.115.8 17 4500 4500 O 0 0 1 local 134 2 el FC
192.168.2.49 3.25.3.36 17 4500 4500 O 0 0 1 local 47b4 16d ald90 FC
192.168.2.49 13.239.61.151 17 4500 4500 O 0 0 1 devl3 4708 0 0 FYC
165.225.115.8 192.168.2.49 17 4500 4500 O 0 16 O local 134 2 el F
3.25.3.36 192.168.2.49 17 4500 4500 O 0 0 0 local 47b4 16d a0do F
MicroBranch2#
After some time you should be able to the Aruba SSE tunnels in corresponding Site topology view
You should also be able to see the tunnels as well.
e A 'O:'”:"le;i”:;iu(es: Seconds 9 ’-I;:F Ruﬁyﬂng :'QL:U:
& @ MicroBranch2 i
Device Health
Good Actions ¥
Overview Razd‘»gl;ﬁhg NETWORK

L@ Device —" up 1000 / Full Access (4092)

o ©500

Customer: Ariya Publ... @
€ @ MicroBranch2

GATEWAY
GATEWAY TUNNELS SUMMARY
g9 Overview
TOTAL up DOWN

@ Device 2 2 h

1) @i GATEWAY Source IP Address Tunnel Status Tunnel Uptime Last Key Recelved Time
= LAN 3.25.3.36 up 58 Minutes 49 Seconds 58 Minutes 49

security 54.253.209.61 Up 58 Minutes 49 Seconds 58 Minutes 49 Seconds

2.5 WLAN Configuration

Here we have configured a RL3 SSID which has a default user role of RL3 which we can use in our testing.

Summary

I MicroBranch

Access Points

NETWORKS > CONFIGURATION - RL3
BY Overview

Devices

General VLANs Security Access Summary

Lo Clients

Name (SSID): RL3
2, Guests (=510

Applicati
B Applications > Advanced Settings
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‘ i1 MicroBranch

o]

Access Points A=y = jEou e}
Manage
NETWORKS > CONFIGURATION - RL3
B8 Overview
| =l Devices )
General VLANs Security Access Summary
[T Clients
8 Guests Traffic forwarding mode: L3 Routed/NATed € —— €Ny —dh
InterRet  —gfin
[ Applications
Client VLAN Assignment: Static Dynamic Native VLAN
@ Security
s VAN 1D Y o akiedic OHCP scope proie
A Alerts & Events >  Show Named VLANs
. S il = 8
‘ I MicroBranch A:cests:'mn“ Summary  List Config
Manage
NETWORKS > CONFIGURATION - RL3
B2 Overview
| |[©l Devices )
General VLANs Security Access Summary
Lo Clients
2, Guests Security Level: —)
] Applications Enterprise Personal Visitors Open
@ Security
Analyze
Key Management: WPA2-Personal v
0 Alerts & Events
P Audit Trail Passphrase Format: 8-63 chars v
@, Tools Passphrase: @
@) Reports
Retype:
Maintain
) @ [ = @
‘ I MicroBranch Access Points T List Config
Manage
NETWORKS > CONFIGURATION - RL3
B2 Overview
| [El Devices )
General VLANs Security Access Summary
Lo Clients
Access rules
&, Guests O
A Role Based Network Based Unrestricted
[ Applications
@ Security ACCESS RULES FOR SELECTED ROLES
Analyze + Policy-Based Routing ZIA-PBR
QO Alerts & Events Allow any to all destinations
Customer: Ariya Publ... (e m:'ﬂ:w 'Li ﬂ
Access Points
‘ I MicroBranch
& Wireless 551Ds
Manage
Name (Profile) Security Access Type Traffic forwarding m... Network Enabled
BO Overview
2 wpa2-psk-aes Network Based L2 Forwarded Yes
| |5l Devices
RL3 wpaz2-psk-aes Network Based L3 Routed/NATed Yes

Now we need a mechanism to selectively redirect user’s HTTP/HTTPS traffic to Aruba SSE, for inspection and policy

compliance. These are the users that will be connecting to RL3 wlan. We'll use Policy Base Routing (PBR) for it.

2.6 Policy Based Routing Configuration

Here we’ll configure PBR and associate it with a user role. Here we want the Internet traffic to be policy routed
through the Aruba SSE tunnels.
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1. Create a RFC1918 alias to group all the private IP subnets.

‘ I MicroBranch

Manage
B2 Overview

| |5l Devices
Lo Clients
&, Guests
[ Applications
@ Security
Analyze
A Alerts & Events
P Audit Trail
&, Tools

@] Reports

@

Access Points

< | Policies & Access Control

Roles, Aliases, Denylisting, Custom blocked URL, Intra VLAN allowlist, Firewall Settings

> Roles

v Aliases

€ Edit Network Alias

ITEMS (3)

Type
Network
Network

Network

2. Create a Next Hop List.

Customer: Ariya Publ...

II MicroBranch

Manage
B3 Overview

| ©] Devices
Lo Clients
2. Guests
[®] Applications
@ Security
Analyze
0 Alerts & Events
¥ Audit Trail
@, Tools
@) Reports
Maintain
Firmware

f: Organization

@

Access Points

System

Time-based Services
Actess availability schedules

External Integration

Proxy
HTTP Praxy server integration

Intelligent Power Monitoring
Pawer saving behaviour under low power budget

ce

Wireless

WLAN
Wireless network profiles & 55IDs

Radio Profiles

Description
Private IP Range

IP Address/Demain Name/host Name Network/Range
10.0.0.0 255.0.0.0
172.16.0.0 255.240.0.0
192.168.0.0 255.255.0.0

WAN
WAN Uplink
Microbranch WAN Uplinks

Uplink Management
Enforce preferred uplink

WAN Health Check

Monitor WAN paths performance

Tunnels & Routing

Data Center
VPN concentrators priority & overlay orchestration

Static Routing

RF profiles to contral allowed frequency bands, channels, and power range DetaLlt & back Up routes

Security

Policy-based Routing
Customize routing policies & rules

NextHop List

Network destinations routing table

il
Summary

i
&

§

[ = L
Summary List

Configuration Status

LAN

VLANS
Virtual subnets management

Port Profiles
Wired network profiles and access control

Services

Dynamic DNS
Dynamnic DS Configuration

App RF
Application visibility & Deep Packet Inspection

SIP

Enable Application Layer

y for NAT traversal of VoIP traffic

RRM IE

Radio resource management information elements

oce

First we'll add all the IPSEC tunnels to the NextHop list so we can then use it in our PBR. NextHop list makes it
easier for cases where you have 2 or more IPSEC tunnels that we can forward traffic. In our case we have 2x IPSEC
tunnels for each of the uplinks (ethO and LTE). Note that highest priority is given to Aruba SSE primary IPSEC tunnel

through EthO uplink followed by Aruba SSE secondary IPSEC tunnel and so on.
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Customer: Ariya Publ...

I3 MicroBranch

Manage

B8 Overview
=) Devices

@ Clients

2, Guests

B Applications

@ Security
Analyze

0 Alerts & Events

M Audit Trail

Access Points

& NextHop Configuration
Network destinations routing table

NextHop (1)
Name

V| ArubaSSE (4)

IP Address

3. Create a PBR policy.

VLAN ID

Now we’ll make use of the NextHop list in our PBR as shown below.

Customer: Ariya Publ...

‘ II MicroBranch

Access Points

Manage

BE Overview

] Devices

Lo Clients
&, Guests

[®#] Applications

Customer: Ariya Publ...

I MicroBranch

Manage

BY Overview
2] Devices
L6 Clients
2. Guests

[ Applications

Policies (4)

Names
ArubaSSE-PBR
DC-Nets-PBR
ZIA-PBR

default policy

Access Points

< | Policy-based routing

ArubaSSE-PBR - Rules

Source

4 | Policy-based routing

Destination
Alias : RFC1918
Any
Any

Any

Here is my basic redirection policy for web traffic.

Customer: Ariya Publ...

‘ i1 MicroBranch

Access Points

Manage

oo

3 Overview

Devices

@

Lo Clients
2. Guests

[E Applications

ArubaSSE-PBR - Rules

Source

€& | Policy-based routing

4

Destination

Alias : RFC1918

Service : https

Service : http

UDP port: 443 - 443

Summary List Config:

Preemptive Fallover

true

IPsec Map to VPNC IPsec Map Priority
- cc-init-arubasse-primary-e0-uplink 128
- cc-init-arubasse-secondary-e0-uplink 120
- cc-init-arubasse-primary-lte-uplink 110
- cc-init-arubasse-secondary-Ite-uplink 100
Rules Roles
2
2 cLz
2 RL3
1
i =
Summary List
Service / Application Actlon
Any Forward

Forward to Nexthop List : Arubasse
Forward to Nexthop List : ArubaSSE

Forward to Nexthop List : ArubaSSE

i
Surmmary

Service / Application Actlon
Any Forward
Service : https Forward to Nexthop List : ArubaSSE
Service : http Forward to Nexthop List : ArubaSSE

UDP port : 443 - 443 Forward to Nexthop List : ArubaSSE

4. Associate the PBR policy with a user role, by going to “Policies & Access Control”. Here we are associating it
to RL3 user role.
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EDIT RULE

Rule Type
Policy-Based Routing

@ Add existing policy O Add a new policy
Palicy name
ArubaSSE-PBR

(o) I

Customer: Ariya Publ...

Access Points
‘ #% MicroBranch

& Policies & Access Control
Roles, Aliases, Denylisting, Custom blocked URL, Intra VLAN allowlist, Firewall Settings

Manage
: ~ Roles
g9 Overview
. Roles (8 RULES (2
| @ Devices @) +1© 2)
Role Access Rules For Selected Roles
Clients
L cL2 = Allow any to all destinations
&, Guests EO-Uplink = Policy-Based Routing ArubaSSE-PER
— RL3
@ Applcations .
RL3-proxy
e Security br-local
And here is the final PBR.
Customer: Ariya Publ... @]

Access Points
‘ II MicroBranch

& | Policy-based routing

Manage
Policies (4)
B2 Overview
Names Rules Roles
| [ Devices ArubaSSE-PBR 4 -
[o Clients DC-Nets-PER 2 cL2

2.7 Aruba SSE configuration

We need to add some policies for the incoming redirected HTTP/HTTPS traffic from the MB. As shown below we
have these simple rules for blocking gambling sites and the other allowing the rest of the traffic coming specifically
from my microbranch APs.

Insights
Polic
4
Pollcy
5.'63 Q ariya-swg (<] Last changes applied on April 17th 8:51 pm by arlyap@hpe.com
Settings
Priority Enabled Name Users Context Destinatlons Action Profiles
il
xperience 43 ) Melb-Ariya-SWG-block Any @ Melbourne-Ariya-MB & Gambling € Block Default Frofiles
A4 ) Melb-Ariya-SWG-all Ay @ Melbourne-Ariya-MB @) Any Web Traffic @ Atow G not Inspect S8L

And 8 Default Profiles
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2.8 User Testing

We are ready to test now by connecting the user to RL3 SSID.

Customer: Ariya Publ... Lo
Clients
‘ < k@ MicroBranch2 @
CLIENTS AP v | C
Manage
g Overview ) ) ) . )
B8 All Connecting = Connected © Failed Offline Blocked Wireless Wired Remote
@ Device 1 0 1 0 0 0 1 0 0
. 4
[0 Clients CLIENTS
& LAN Y Client Name Status 1= | ¥ 1P Address Y VLAN Y AP Name Y ssiD
5 T 0a:3d:58:e1:5d:ed ® Connected 10.44.44.30 44 MicroBranch2 RL3
Q@ Security

Y AP Role

Y Health v

Good

Now that the user is connected we’ll open the browser and generate traffic by going to various sites and also

gambling related sites to check our compliance rule tat should block gambling sites.

Here is the client session table from Aruba Central.

Customer: Ariya Publ... =] Q Q B
Summary Al Insights Location Sessions
‘ € [0 0a:3d:58:e1:5d:ed (&)
SESSIONS ACCESS POINT essions: 198 - 3:5323PM C
Manage
. IP Address | 10.44.44.30 (198)
| H2 Overview I
Y application Y source IP Y Destination IP Y Prot... Y sourc... Y Dest...
[ Applications
> - 52.226.139.180 10.44.44.30 TcP 443 56583
@ Security > | Google Ads 10.44.44.30 142.251.221.70 TCP 56892 443
e > | Online Certificate Status Protocol 10.44.44.30 142.251.221.67 TcP 56911 80
) > | Online Certificate Status Protocol 10.44.44.30 142.251.221.67 TcP 56909 80
Q Live Events
> | Oracle Eloqua Marketing Automation 23.215.56.73 10.44.44.30 Tce 443 56874
Q Events > | Facebook Messenger 10.44.44.30 157.240.7.26 UDP 63664 443
&, Tools > | Http 10.44.44.30 142.251.221.67 Tce 56871 80
> | Transmission Control Protocol 10.44.44.30 34.193.113.164 TcP 56961 443
> | Transmission Control Protocol 10.44.44.30 34.193.113.164 TcP 56962 443
> | Online Certificate Status Protocol 10.44.44.30 142.251.221.67 TcP 56872 80
> | Online Certificate Status Protocol 10.44.44.30 142.251.221.67 TcP 56873 80
> | Facebook Messenger 10.44.44.30 157.240.7.35 UDP 63666 443

You can use the Tools->Command to run “show datapath session” command on the microbranch AP.

Customer: Ariya Publ... oA @
Network Check Logs Commands Console

¢ (@ MicroBranch2 (@)

select a Device Type, Select Devices, Add the Commands and Run them
Manage

89 Overview )
Select commands from one or more categories

: Commands
[© Device Categorles

show datapath

¥ Action
Permit
Permit
Permit
Permit
Permit
Permit
Permit
Permit
Permit
Permit
Permit

Permit

x Selected Commands

STIOW U UT SESSION UCC
o Clients All Category show datapath session

show datapath statistics

Wireless
== LAN show datapath subnet
security < Remove
A show datapath user
Q Security Network x <Remove All
show datapath vlan
Analyze Airgroup .
show datapath vlan-mcast
Suctom
QA Live Events 468 Commands 0 selected 1 Commands 1 selected
* - Supports additional mandatery filters This list of commands will run in the order of its sequence
A Alerts & Event +- Supports additional optional filters (Maximum is 20)
gl HEE I EES A - Cannot run with other commands
[j Repeat
P Audit Trail
a, Tool Devices which are already running commands shall not execute newly added commands
00ls
Output history of device with buffer space issues shall be automatically cleared
Maintain Few commands require the log level to be set as debug to see the output
£ Firmware
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DEVICE OUTPUT

DEVICE Output for the device: MicroBranch2

e - gee .
Flow Offload Denylist Flags: O - Openflow, E - Default, U - User os unkmown, T - Tunnel
R - L3 route

Source IP Destination IP Prot SPort Dport Cntr Prio ToS Age Destination Packets Bytes Flags Offload flags
34.111.194.12 18.44.44.30
192.168.2.1 192.168.2.49
18.44.44.30 142.251.221.78
192.168.2.1 192.168.2.49
192.168.2.1 192.168.2.49
192.168.2.1 192.168.2.49
192.168.2.1 192.168.2.49
18.44.44.38 52.143_.87.66
139.186.168.82 192.168.2.49
18.44.44.30 142.251.221.67
18.44.44.30 142.251.221.67
52.226.139.180 10.44.44.30
18.44.44.38 34.111.288.231
172.217.167.115 10.44.44.30
172.217.167.115 10.44 .44 30
18.44.44.30 44.207.238.46
18.44.44.30 52.84.158.36
192.28.144.124 10.44.44.30
18.44.44.38 35.174.210.7

IR IIRIRID
PP E®
(-9 -0, R R BT - R R R N R ]

(]
(]
(]
(]
]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
(]
]
-]

PO DDDOD

pbr-nhl
Look for the destination column and you should see the next hop list that we configured.
Now let’s check the Aruba SSE dashboard.

Insights
N
Explorat|on Lost30 minutes | ¥ Fiers v | ()
Policy
3 C| Lastupdatadon April 26,2024 3:46:14 PM
Settings
Date Integration Source User Name Device Protocol Host/IP Status Matched Rule Branch Name Connector Zone
gin}
) Apr28,2024 154458 @ IPSEC 10444430 Anonymous User @ Unknown HTTP dotectportal firefox.com @ succoss Melb-Ariya-SWG-all Melbourne-Ariya-MB Public Connector _
Experience
Apr26,2024 154456 & IPSEC 10444430 @ Unknown HTTPS wwwsportsbet.com.au @ Policy block Melb-Ariya-SWG-blo_ Melbourne-Ariya-MB Public
Apro6,202 154442 @ IPSEC 10444430 Anonymous User  Unknown HTTP detectportalfiefoxcom @ Success Melb-Ariya- SWG-all Melbourne-Ariya-MB Public Connector -
Aprog,2024 154442 @ IPSEC 10444430 Anonymous User & Unknown HTTR detectportalfiefoxcom @ Succass Melb-Ariya-SWG-all Melbourne-Ariya-MB Public Connector -
ADr26,2024 154442 & IPSEC 10444430 “ Unknown HTTPS www.sportsbet.com.au @ Folicy block Melb-Ariya-SWG-blo.  Melbourne-Ariya-MB Public
Apr26,2024 15:4442 & IPSEC 10444430 @ Unknown HTTPS wwwsportsbet.com.au @ Policy block Melb-Ariya-SWG-blo_ Melbourne-Ariya-MB Public

As shown above we can see some permitted and blocked traffic. Looking closely you'll see the block sites are
displayed and all are gambling related as per our configured policy.

This is what the user will see when trying to browse to gambling sites.

File Edit View History Bookmarks Tools Help _ O X

E] Forbidden X =3 Security-first, Al-powered netw X + v

< C @ O (4 https//gambling.com < © ® 9N

Access to this page is blocked

Your organization's policy prohibits you from accessing
Gambling websites

Trace ID:K9ZA-FSWB [ URL: https:/gambling.com &

HPE .55
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Nowe we can also check the user session table on the MB to see if the next hop list are being used. Note that the
client IP address is 10.44.44.30

MicroBranch2# sh datapath session
Datapath Session Table Entries

Flags: A - Application Firewall Inspect
C - client, D - deny, E - Media Deep Inspect
F - fast age, G - media signal, H - high prio
I - Deep inspect, L - ALG session, M - mirror, N - dest NAT
O - Session is programmed through SDN/Openflow controller
P - set prio, R - redirect, S - src NAT,
T - set ToS, U - Locally destined, V - VOIP
X - Http/https redirect for dpi denied session
Y - no syn
a - rtp analysis, h - Https redirect error page
i - in offload flow, m - media mon
p - Session is marked as permanent
s - media signal
d - DPI cache hit
f - FIB init pending in session

RAP Flags: 0 - Q0, 1 - Ql1, 2 - Q2, r - redirect to conductor
t - time based, i - in flow, 1 - local redirect
Flow Offload Denylist Flags: O - Openflow, E - Default, U - User os unknown, T - Tunnel, R - L3 route

Source IP Destination IP Prot SPort Dport Cntr Prio ToS Age Destination TAge Packets Bytes Flags Offload flags

MicroBranch2# sh datapath session incl 10.44.44.30

|

52.226.139.180 10.44.44.30 6 443 56473 0 0 0 0 devl3 5aa a 190 Ci
203.134.85.113 10.44.44.30 6 443 57032 0 0 0 0 pbr-nhl 1 58f 20 131d 1
10.44.44.30 44.207.238.46 6 57123 443 0 0 0 0 devl3 55b e 391 i
10.44.44.30 52.84.150.36 6 57128 443 0 0 0 1 pbr-nhl 1 559 e 2bd FCi
10.44.44.30 35.174.210.7 6 57124 443 0 0 0 1 pbr-nhl 1 555 15 dbe Ci
10.44.44.30 34.107.243.93 6 56472 443 0 0 0 0 devl3 511 8 140 i
44.207.238.46 10.44.44.30 6 443 57123 0 0 0 0 devl3 55b 10 454 Ci
MicroBranch2#

2.9 Health Check

Microbranch also supports the health check probes to measure WAN availability and latency on uplinks like branch
gateways. You can enable it from here.

Customer: Ariya Publ... h =

Summary List
Access Points
Bi MicroBranch
Configuration Status
System WAN LAN
0 . Time-based Services WAN Uplink VLANS
El:l Overview Access availability schedules Microbranch WAN Uplinks Virtual subnets management
: External Integration Uplink Management Port Profiles
Devices Logging servers & SNMP Enforce preferred uplink Wired network profiles trol
o Clients Proxy WAN Health Check
HTTP Prox ver integration Monitor WAN paths performance
2, Guests Intelligent Power Monitoring

Power saving behaviour under low power budget

[l Applications
Security oe

&

Customer: Ariya Publ...
Access Points
% MicroBranch

< | WAN Health Check

Maonitor WAN health . az';:-ﬁ;'ﬁfll\-t‘f a;‘:-.::dt_cr‘
th can be used to
BY Overview .
< Automatic Custom
Devices O h @
Protocol Destination
: ~
Lo Clients

Once you enable “Monitor WAN Health”, the probes are sent through the underlay and based on the probe
response the uplinks are marked as available or not. The probes are sent 5x UDP or ICMP every 10 sec. When a
probe is lost then the frequency of sending probes increases to every 2 sec. The details are mentioned here.
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https://www.arubanetworks.com/techdocs/central/2.5.8/content/aos10x/cfg/aps/mb_wan_health_check.htm

Here are some useful commands to check the health probes. This command displays built-in profile information
and the one we are interested in is health-check probe.

MicroBranch2# show hcm probe-profile

Build-in probe profile

Name Probe Mode Jitter Frequency(in sec) Retries Burst size
default icmp No 10 3 5
health-check udp Yes 10 3 5
data-vpnc udp Yes 10 3 5
MicroBranch2#

This is to view the details of the health check probe, copy the Token ID for the uplink health check.

MicroBranch2# show hcm probe-node

IP Health-check Entries

Token Token Index Action ID Destination Vlan
Request From Profile Type Mode Method Status Probe State Reason
DefaultGW-control-plane-192.168.2.1-4092-2 2 0 192.168.2.1 4092
default-gateway default control-plane icmp Up probe in process hcm probe run
init success

ProbeNodeEvent-control-plane-13.239.61.151-4092-1 - 0 13.239.61.151 4092
Uplink health-check control-plane udp Up probe in process hcm probe run

init success

VPNC-control-plane-192.168.1.57-36860-7 7 0 192.168.1.57 36860
VPNC data-vpnc control-plane udp Up probe in process hcm probe run
init success

MicroBranch2#

Now you can use the token ID in this command to see the details of the probe result like jitter, etc.
MicroBranch2# show hom probe-node token BEOBENCAEEVENENEOREFOISPIRNESISNZSONGINISI=0925]

Token: ProbeNodeEvent-control-plane-13.239.61.151-4092-1, Token index: 1
Running test case id 0, running process pid 9424
Request Node ID: O
Request Node Name: ProbeNodeEvent-control-plane-13.239.61.151-4092-1 0
Destination: 13.239.61.151
Vlan: 4092
Action: probe start
Report Type: 1
Probe Mode: control-plane
Probe Method: udp
Probe From: Uplink
Probe Count (0 means always): O
Probe Profile: health-check
How Often Start One Test: 10
The Number Of Packets For Each Test: 5
The Times AP doesn't get response Will change the status to Down: 3
Probe Result:
State: Up
Latency(ms): 21.760
Jitter(ms): 0.472098
MOS: 4.4
Packet Loss: 0%
Probe Running State: probe in process
Probe Running Note: hcm probe run init success

MicroBranch2#
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