
1 | P a g e  
 

Table of Contents 

1 MAC Auth for AP-605H downlink Ethernet Ports ................................................... 2 
1.1 Things you need ......................................................................................... 2 
1.2 Topology ................................................................................................... 2 
1.3 Aruba Central configuration ......................................................................... 3 
1.4 Instant AP User Roles ................................................................................. 6 
1.5 User Defined Tags ...................................................................................... 7 
1.6 Authentication Policy .................................................................................. 9 
1.7 Cloud Auth Testing .................................................................................... 10 
1.8 Aruba Instant Testing ................................................................................ 11 
 

 
 

 

 

 

 

Revision History 

 

DATE      VERSION       EDITOR       CHANGES 

11 Aug 2024 0.1 Ariya Parsamanesh Initial creation 

26 Aug 2024 0.2 Ariya Parsamanesh Added the testing section 

    

 

 



2 | P a g e  
 

1 MAC Auth for AP-605H downlink Ethernet Ports  

Cloud Auth is part of Aruba Central which provides simple but powerful NAC and authentication solution. It provides 
802.1x EAP-TLS authentication based on its integration with cloud identity store such as Google Workspace or Entra 
ID and assign the users the right level of network access. Additionally, Cloud Auth supports MAC authentication for 
both wired and wireless access.  

Here we’ll be configuring it for MAC authentication for downlink wired ports of our AP-605H. Once profiled and 
authenticated, they will be assigned their appropriate access and VLAN policies. 

This enables secure connectivity without hassle of static configuration particularly for scenarios that you need to 
connect speaker and cameras to these ports. 

 

1.1 Things you need  

 

• AP-605H running Aruba Instant firmware 8.12.0.1 or later  

• Aruba Central for management  

• LAN switch and network services (DHCP, DNS, NTP)  

 

Note that this solution will work with AOS10 APs that are managed by Aruba Central as well. 

 

1.2 Topology 

 

The main use case here is securely connecting IoT, Camera and Speakers to the wired downlink of the APs as you 
might not have a spare switch port or unavailability of a cable drop. This is where you can use the multiple Ethernet 
ports that are available on Aruba APs particularly AP-605H that has 4x Ethernet ports where the AP can also provide 
802.3af/at PoE output for 2x Ethernet ports.  

As shown we’ll be using Cloud Auth functionality that comes with Aruba Central. 
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Here we’ll  have two devices to test and basically we want to connect a corporate IoT device and a camera and then 
based on their device types and category, they will be assigned the following policies. 

 

User roles VLANs Access policies 

Corp-Dev 11 Allow-all 

camera 12 Only to Camera subnet 

quarantine 13 Only to DHCP and DNS 

 

1.3 Aruba Central configuration  

 

We are using AP-605H that has 4x Ethernet ports 

• Downlink (E1-E4): Ethernet wired network ports (RJ-45)  

• Auto-sensing link speed (10/100/1000BASE-T) and MDI/ MDX  

• 802.3az Energy Efficient Ethernet (EEE)  

• E1&E2: POE-PSE: 802.3af/at POE output; dual 802.3af (both ports) or single 802.3at (E1 only); 30W max 
 

The wired ports of an AP allow third-party devices such as IP phones, Cameras or printers to connect to it as if it were 
a LAN switch along with the full security you have for your wireless clients such as various modes of authentication, 
Role based access, etc. 

Here we’ll start with Ethernet port profiles and we’ll do all the configurations at group level of Aruba Central. 

 

We’ll add a wired port profile called “profiling” and assign it to E1 and E2 ports.  
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Note that we have enabled loop detection, 802.3az, storm control along with auto recovery incase a loop was 
detected. Our catch-all (quarantine) VLAN is VLAN 13 that has limited access. 
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We are selecting MAC authentication and choosing Cloud Auth as the authentication server. 

 

 

 

Finally we’ll select access rules to be “unrestricted”. This means that by default the devices will be on a quarantine 
VLAN with limited access. Once you finish this and save it, you have the new “Profiling” port profile that have been 
applied to E1 and E2 ports. 
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1.4 Instant AP User Roles 

 

Next, we’ll add the user roles along with their VLAN assignments and access policies. 

User roles VLANs Access policies 

Corp-Dev 11 Allow-all 

camera 12 Only to Camera and NVR subnets 

quarantine 13 Only to DHCP and DNS 

 

Here are the access policies for reach role.  
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1.5 User Defined Tags 

Next we need to create our device tags so that you can make use of them in our cloud auth client access policy. 
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Note that you can add additional conditions to suit your specific cases. Also as shown below, here is where you can 
see all the system and user defined tags where you can modify/delete them. 
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1.6 Authentication Policy 

Since we are using MAC authentication, we’ll create our authentication policy under “client Access policy” as shown 
below. 

  

 

 

Here we are using one of the system-defined profiles for Instant APs. And the second role mapping is for our camera. 
Note that the Network Camera is the user tag we just created and “camera” is the user role we configured at group 
level for our IAPs. The user roles will be automatically available from the drop down menu. 

The last role mapping is to catch the rest of unidentified tags that needs to be mapped to quarantine user role. 

 

Note that we have enabled “Allow all MAC addresses”, so that the MAC addresses get registered automatically to 
have access to the network. Then based on the user-defined tags, we can assign specific user-roles.  

If that option was not selected, then we had to register the MAC addresses as shown below. You also have the 
option of uploading the list of Mac addresses with a CSV file. 

 



10 | P a g e  
 

 

 

Finally once you have all your devices that needs MAC authentication registered, you can turn off “Allow all MAC 
addresses”. 

 

1.7 Cloud Auth Testing 

 

At this point, we have connected our camera to the E1 port of the AP-605H. As the authentication request come in, it 
gets displayed under “Access Requests” as shown below. 

 

 

Clicking on the camera username (that is the MAC address displayed above takes us to authentication request 
details. 
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As we are following this user/device, we see that it is indeed connected to E1 of the AP-605H 

 

 

 

 

1.8 Aruba Instant Testing 

Here are the CLI commands to check for wired clients, for Aruba Instant AP’s. 

First let’s check the port status of the AP-605H 

f0:1a:a0:2a:5e:b5# sh port status 

 

Port Status 

----------- 

Port  Type   Admin-State  Oper-State  STP-State  Dot3az   Loop-Protect  Storm-Control  Loop-

Detection-TX  Loop-Detection-RX 

----  ----   -----------  ----------  ---------  ------   ------------  -------------  ----------

-------  ----------------- 

eth0  2.5GE  up           up          Off        Disable  OFF           OFF           0       0 

eth1  GE     up           down        Off        Disable  ON            ON             0      0 

eth2  GE     up           down        Off        Disable  ON            ON             0      0 

eth3  GE     up           down        Off        Disable  OFF           OFF            0      0 

eth4  GE     up           down        Off        Disable  OFF           OFF            0      0 

eth5  USB    up           down        Off        Disable  OFF           OFF            0      0 

 

f0:1a:a0:2a:5e:b5# 
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Now checking the wired clients. 

f0:1a:a0:2a:5e:b5# sh clients wired 

 

Wired Client List 

----------------- 

Name  IP Address  MAC Address  OS  Network  Access Point  Role  IPv6 Address  Speed 

(mbps) 

----  ----------  -----------  --  -------  ------------  ----  ------------  ---------

--- 

Info timestamp      :6510 

 

f0:1a:a0:2a:5e:b5# 

 

First the unknown device is put into quarantine user-role, where it will be identified. 

f0:1a:a0:2a:5e:b5# sh clients wired 

 

Wired Client List 

----------------- 

Name          IP Address   MAC Address        OS    Network  Access Point       Role        

IPv6 Address               Speed (mbps) 

----          ----------   -----------        --    -------  ------------       ----        

------------               ------------ 

6cf17e8bab33  10.10.13.22  6c:f1:7e:8b:ab:33  NOFP  eth1     f0:1a:a0:2a:5e:b5  

quarantine  fe80::6ef1:7eff:fe8b:ab33  - 

Info timestamp      :16042 

 

f0:1a:a0:2a:5e:b5# 

 

At this stage a CoA is already sent to the AP and once the camera is reconnected it is identified as camera and placed 
in its VLAN.  

Note that CloudAuth does not send any switch port bounce as a part of CoA, so you need to disconnect and 
reconnect the device to ensure you trigger a DHCP request on the client. 

f0:1a:a0:2a:5e:b5# sh clients wired 

 

Wired Client List 

----------------- 

Name  IP Address  MAC Address  OS  Network  Access Point  Role  IPv6 Address  Speed 

(mbps) 

----  ----------  -----------  --  -------  ------------  ----  ------------  ---------

--- 

Info timestamp      :17140 

 

f0:1a:a0:2a:5e:b5# sh clients wired 

 

Wired Client List 

----------------- 

Name          IP Address   MAC Address        OS    Network  Access Point       Role    

IPv6 Address               Speed (mbps) 

----          ----------   -----------        --    -------  ------------       ----    

------------               ------------ 

6cf17e8bab33  10.10.12.22  6c:f1:7e:8b:ab:33  NOFP  eth1     f0:1a:a0:2a:5e:b5  camera  

fe80::6ef1:7eff:fe8b:ab33  - 

Info timestamp      :17599 

 

f0:1a:a0:2a:5e:b5# 

 

and when I connect the corporate IoT device to E2 port, it gets profiles and authenticated and will be placed in 
VLAN11. 
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f0:1a:a0:2a:5e:b5# sh clients wired 

 

Wired Client List 

----------------- 

Name          IP Address   MAC Address        OS      Network  Access Point       Role      

IPv6 Address               Speed (mbps) 

----          ----------   -----------        --      -------  ------------       ----      

------------               ------------ 

28d24452c238  10.10.11.46  28:d2:44:52:c2:38  Win 10  eth2     f0:1a:a0:2a:5e:b5  Corp-

Dev  --                         - 

6cf17e8bab33  10.10.12.22  6c:f1:7e:8b:ab:33  NOFP    eth1     f0:1a:a0:2a:5e:b5  

camera    fe80::6ef1:7eff:fe8b:ab33  - 

Info timestamp      :1391 

 

f0:1a:a0:2a:5e:b5# 

 

 

 


