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2 ClearPass Wired Enforcement for CX Switches 
Part 2 

This is the second part of 6x part series on Aruba CX switch wired enforcement. 

The main objective of this guide is for easy/quick demo of ClearPass Policy Manager (CPPM) wired dot1x, MAC 
authentication, Guest Captive portal using local user roles for Aruba CX switches.   

 

2.1 Things you need  

• ClearPass Policy Manager 6.9.7 (VM)  

• Aruba CX switch running firmware version 10.10.1020 

• A laptop that can do dot1x authentication.  

o Staff user will be in Staff role (VLAN 11) 

o Student user will be in Student role (VLAN 12) 

o Guest pre-auth user will be in Captive-Portal role (VLAN 13) 

o Guest user will be in Guest role (VLAN 14) 

 

2.2 Demo/PoC Assumptions  

• ClearPass has join the AD domain with an AD user account.  

• DNS, DHCP and NTP are in place and configured. 

 

2.3 Demonstration Goals  

Demonstrating the wired enforcement using Local user roles for  

• Wired MAC authentication  

• MAC authentication and MAC caching with automatic captive portal redirection  

• AD user having access to Guest portal on temporary basis. 
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3 ClearPass LUR MAC Auth Configuration  

3.1 Services - CX MAC Auth with Local User Role 

Here we configure the MAC Auth service to go with guest captive portal so when the authenticated users 
reconnect, they should not get prompted for the captive portal again. 
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For time being we won’t cover the first two rules as it will be covered later. 

 

3.2 Enforcement Profiles   

Here are the enforcement profiles that were referenced in the enforcement policy  “Wired-CX MAC Auth” that 
were used in the MAC auth service. 

• Wired-CX-CorpDev  

 

 

• Wired-CX-MAC-Auth Guest  
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• Wired-CX-AD-Guest 

 

 

• CX Return-Endpoint-Username 

 

The above enforcement profile is used to send back the username to the Aruba switch so that when you use 
show commands you can see the username as well. 

 

• Wired-CX-Guest CaptivePortal 
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Note that the above highlighted attribute will not work with LUR.  

We can’t use a local/downloaded user role with other RADIUS attributes. That’s why we need to remove it ansd 
then add it to the captive-portal profile in the local role on the CX switch. 

class ip ClearPass 

    10 match tcp any 192.168.1.95 eq http 

    20 match tcp any 192.168.1.95 eq https 

class ip DHCP-DNS 

    10 match udp any any eq dhcp-server 

    20 match udp any any eq dns 

class ip ICMP 

    10 match icmp any any 

class ip IP-Any-Any 

    10 match any any any 

class ip Web-Traffic 

    10 match tcp any any eq http 

    20 match tcp any any eq https 

 

port-access policy cp-policy 

    10 class ip DHCP-DNS 

    20 class ip ICMP 

    30 class ip ClearPass 

    40 class ip Web-Traffic action redirect captive-portal 

 

aaa authentication port-access captive-portal-profile cp-profile 

    url https://192.168.1.95/guest/wired_guest.php 

 

port-access role Captive-Portal 

    description LUR-for-PreAuth 

    associate captive-portal-profile cp-profile 

    associate policy cp-policy 

    auth-mode client-mode 

    client-inactivity timeout 400 

    trust-mode none 

    reauth-period 3000 

    vlan access 13 

 

The enforcement profile should look like this, which will pass “Captive-Portal” as a user role, the rest is 
configured on the switch. 

 

 

3.3 Services –CX GuestWebAuth    

We use server-initiated workflow for Aruba switches. This also makes the enforcement policy for the WEBAUTH 
quite simple. The main aim here is to update the endpoint database with some attributes that will be used for 
subsequent MAC authentications and then bounce the port to trigger a re-authentication event and perhaps 
VLAN change and for the client to request a new IP address. 
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If a VLAN change is not required, a Terminate Session disconnect message can be used instead of a Bounce-
Switch-Port. 

 

 

 

 

 

 

No role mapping used here. 

 

 

3.4 Enforcement Profiles   

• Enforcement Profiles - CX-GuestMAC-Caching 
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Now we need an enforcement profile for the AD users. Since captive portal-based access should only be 
temporary for employees, an expiration of one day will be used via [Time Source] which is a pre-built 
authentication source. 

• Enforcement Profiles - CX-AD-MAC-Caching 

 

 

Since the above is a Post_Authentication profile, we’ll write three attributes into the endpoint database. 

1. the name if the user 
2. the guest role ID which will be AD-User 
3. and the expiry time which will be 1 day 

 

• Enforcement Profiles - CX MAC Caching Expire Post Login 

 

 

• Enforcement Profiles - [Update Endpoint Known] 
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• Enforcement Profiles - [AOS-CX Bounce Host-Port] 

 

Note that any enforcement profiles/policies/services/role-mapping that are in square brackets [] are system 
default and you don’t have to create them. 

 

3.5 ClearPass Guest Splash Page   

Remember that we configured the redirection URL on the switch 

aaa authentication port-access captive-portal-profile cp-profile 

    url https://192.168.1.95/guest/wired_guest.php 

 

This URL should match the weblogin page “wired_guest.php” 

 

The only relevant settings on the weblogin page are the NAS Vendor Settings and the Login Delay. 

Under NAS Vendor Settings, be sure the Vendor Settings are set to Hewlett Packard Enterprise. This will tell Guest 
to use a server-initiated login and which will craft a WEBAUTH request which is handled by the service we 
previously created. 



10 | P a g e  
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4 Testing Captive Portal with MAC Auth 

Here we are testing the following scenario 

1. new guest / temporary AD user connects to a switch port 1 

a. there will be a MAC auth and “Captive-Portal” user role will be sent to the switch which will put 
the laptop in VLAN 13 

b. the user’s browser gets redirected to the captive portal page on ClearPass 

c. the user enters the credential (cpguser) and click on the login button 

d. the user will see 30sec delay countdown on the web page. 

e. there will be a WEB-Auth and certain attributes gets written to the endpoint database 

f. because we are using bounce switch port, after around 12 sec, the switch port will be bounced  

g. there will be a MAC auth and this time based on the rules, a particular user-role will be sent to 
the switch   

2. temporary AD user using the captive portal to login. The workflow should be the same. The Captive 
Portal user role will be sent to the switch. 

 

4.1 Guest User with Captive Portal with MAC Auth 

Before we start let’s have a look at configured user-roles. 

6200-Lab# sh port-access role local 

 

Role Information: 

 

Name  : AD-Guest 

Type  : local 

---------------------------------------------- 

    Reauthentication Period             : 3000 secs 

    Cached Reauthentication Period      : 

    Authentication Mode                 : client-mode 

    Session Timeout                     : 

    Client Inactivity Timeout           : 400 secs 

    Description                         : LUR-for-AD-Guest 

    Gateway Zone                        : 

    UBT Gateway Role                    : 

    UBT Gateway Clearpass Role          : 

    Access VLAN                         : 11 

    Native VLAN                         : 

    Allowed Trunk VLANs                 : 

    Access VLAN Name                    : 

    Native VLAN Name                    : 

    Allowed Trunk VLAN Names            : 

    VLAN Group Name                     : 

    MTU                                 : 

    QOS Trust Mode                      : 

    STP Administrative Edge Port        : 

    PoE Priority                        : 

    PVLAN Port Type                     : 

    Captive Portal Profile              : 

    Policy                              : AD-Guest-Pol 

    Device Type                         : 

 

Name  : Captive-Portal 

Type  : local 

---------------------------------------------- 

    Reauthentication Period             : 3000 secs 
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    Cached Reauthentication Period      : 

    Authentication Mode                 : client-mode 

    Session Timeout                     : 

    Client Inactivity Timeout           : 400 secs 

    Description                         : LUR-for-PreAuth 

    Gateway Zone                        : 

    UBT Gateway Role                    : 

    UBT Gateway Clearpass Role          : 

    Access VLAN                         : 13 

    Native VLAN                         : 

    Allowed Trunk VLANs                 : 

    Access VLAN Name                    : 

    Native VLAN Name                    : 

    Allowed Trunk VLAN Names            : 

    VLAN Group Name                     : 

    MTU                                 : 

    QOS Trust Mode                      : 

    STP Administrative Edge Port        : 

    PoE Priority                        : 

    PVLAN Port Type                     : 

    Captive Portal Profile              : cp-user 

    Policy                              : cp-policy 

    Device Type                         : 

 

Name  : Guest 

Type  : local 

---------------------------------------------- 

    Reauthentication Period             : 3000 secs 

    Cached Reauthentication Period      : 

    Authentication Mode                 : client-mode 

    Session Timeout                     : 

    Client Inactivity Timeout           : 400 secs 

    Description                         : LUR-for-Guest 

    Gateway Zone                        : 

    UBT Gateway Role                    : 

    UBT Gateway Clearpass Role          : 

    Access VLAN                         : 14 

    Native VLAN                         : 

    Allowed Trunk VLANs                 : 

    Access VLAN Name                    : 

    Native VLAN Name                    : 

    Allowed Trunk VLAN Names            : 

    VLAN Group Name                     : 

    MTU                                 : 

    QOS Trust Mode                      : 

    STP Administrative Edge Port        : 

    PoE Priority                        : 

    PVLAN Port Type                     : 

    Captive Portal Profile              : 

    Policy                              : Guest-Pol 

    Device Type                         : 

 

6200-Lab# 

6200-Lab# sh port-access clients 

No port-access clients found. 

 

6200-Lab# 

 

So now if we connect a non dot1x capable device to the same switch port, we see the MAC authentication 
happening along with Captive portal redirection. We are using the same laptop without enabling dot1x. 

6200-Lab# show port-access clients 

 

Port Access Clients 

 

Status Codes: d device-mode, c client-mode, m multi-domain 
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-------------------------------------------------------------------------------------------------------- 

  Port     MAC-Address       Onboarding     Status               Role                                

Device Type 

                             Method 

-------------------------------------------------------------------------------------------------------- 

c 1/1/1    28:d2:44:52:c2:38                In-Progress 

 

6200-Lab# show port-access clients 

 

Port Access Clients 

 

Status Codes: d device-mode, c client-mode, m multi-domain 

 

-------------------------------------------------------------------------------------------------------- 

  Port     MAC-Address       Onboarding     Status               Role                                

Device Type 

                             Method 

-------------------------------------------------------------------------------------------------------- 

c 1/1/1    28:d2:44:52:c2:38 mac-auth       Success              Captive-Portal 

 

6200-Lab# 

 

6200-Lab# sh client ip 

 

 MAC Address               Interface        VLAN             IP Address 

 ------------------------------------------------------------------------------ 

 28:d2:44:52:c2:38         1/1/1            13               172.16.13.28 

 

6200-Lab# 

 

Now checking access tracker. 
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Here we see the client details. 

6200-Lab# show port-access clients det 

 

Port Access Client Status Details: 

 

Client 28:d2:44:52:c2:38, 28d24452c238 

====================================== 

  Session Details 

  --------------- 

    Port         : 1/1/1 

    Session Time : 257s 

    IPv4 Address : 172.16.13.28 

    IPv6 Address : 

    Device Type  : 

 

  VLAN Details 

  ------------ 

    VLAN Group Name : 

    VLANs Assigned  : 13 

      Access          : 13 

      Native Untagged : 

      Allowed Trunk   : 

 

  Authentication Details 

  ---------------------- 

    Status          : mac-auth Authenticated 

    Auth Precedence : dot1x - Unauthenticated, mac-auth - Authenticated 

    Auth History    : mac-auth - Authenticated, 246s ago 

                      dot1x - Unauthenticated, Supplicant-Timeout, 246s ago 

 

  Authorization Details 

  ---------------------- 

    Role   : Captive-Portal 

    Status : Applied 

 

Role Information: 

 

Name  : Captive-Portal 

Type  : local 

---------------------------------------------- 

    Reauthentication Period             : 3000 secs 

    Cached Reauthentication Period      : 

    Authentication Mode                 : client-mode 

    Session Timeout                     : 

    Client Inactivity Timeout           : 400 secs 

    Description                         : LUR-for-PreAuth 

    Gateway Zone                        : 

    UBT Gateway Role                    : 

    UBT Gateway Clearpass Role          : 

    Access VLAN                         : 13 

    Native VLAN                         : 

    Allowed Trunk VLANs                 : 

    Access VLAN Name                    : 

    Native VLAN Name                    : 

    Allowed Trunk VLAN Names            : 

    VLAN Group Name                     : 

    MTU                                 : 

    QOS Trust Mode                      : 

    STP Administrative Edge Port        : 

    PoE Priority                        : 

    PVLAN Port Type                     : 

    Captive Portal Profile              : cp-profile 

    Policy                              : cp-policy 

    Device Type                         : 
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Captive Portal Profile Configuration 

 

    Name                            : cp-profile 

    Type                            : local 

    URL                             : https://192.168.1.95/guest/wired_guest.php 

 

Access Policy Details: 

 

Policy Name   : cp-policy 

Policy Type   : Local 

Policy Status : Applied 

 

SEQUENCE    CLASS                        TYPE ACTION 

----------- ---------------------------- ---- ---------------------------------- 

10          DHCP-DNS                     ipv4 permit 

20          ICMP                         ipv4 permit 

30          ClearPass                    ipv4 permit 

40          Web-Traffic                  ipv4 redirect captive-portal 

 

Class Details: 

 

class ip DHCP-DNS 

    10 match udp any any eq dhcp-server 

    20 match udp any any eq dns 

class ip ICMP 

    10 match icmp any any 

class ip ClearPass 

    10 match tcp any 192.168.1.95 eq http 

    20 match tcp any 192.168.1.95 eq https 

class ip Web-Traffic 

    10 match tcp any any eq http 

    20 match tcp any any eq https 

 

6200-Lab# 

 

Now the guest user will start its web browser and in our example will browse to http://airwave.mylab.com gets 
redirected to Captive portal and uses “cpguser” guest account to login as shown below: 

 

At this stage we should see a WEB-Auth session in ClearPass Access tracker (session #2) below. 

http://airwave.mylab.com/
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Session #2 
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The guest user will now see on the browser, the 30 sec countdown starts. The endpoint database will be 
updated with guest expire time, username and status being known. 

 

 

 

 

Last thing that happens in Session #2 is that there will be a port bounce and then we see a RADIUS MAC auth 
request come in with the correct username  
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You should note that the role is [MAC Caching] which will indicate that our mac caching rule is working. 

 

 

 

And we see the user role changes to Guest. 

6200-Lab# show port-access clients 

 

Port Access Clients 

Status Codes: d device-mode, c client-mode, m multi-domain 

 

----------------------------------------------------------------------------------- 

  Port     MAC-Address       Onboarding     Status               Role                                

Device Type 

                             Method 

----------------------------------------------------------------------------------- 

c 1/1/1    28:d2:44:52:c2:38 mac-auth       Success              Guest 

 

6200-Lab# sh client ip 

 

 MAC Address               Interface        VLAN             IP Address 

 ------------------------------------------------------------------------------ 

 28:d2:44:52:c2:38         1/1/1            14               172.16.14.28 

 

6200-Lab# 

 

6200-Lab# show aaa authentication port-access interface all client-status 

 

Port Access Client Status Details 

 

Client 28:d2:44:52:c2:38, cpuser 

================================ 

  Session Details 

  --------------- 

    Port         : 1/1/1 

    Session Time : 1260s 

    IPv4 Address : 172.16.14.28 

    IPv6 Address : 

    Device Type  : 

 

  Authentication Details 

  ---------------------- 

    Status          : mac-auth Authenticated 

    Auth Precedence : dot1x - Unauthenticated, mac-auth - Authenticated 

    Auth History    : mac-auth - Authenticated, 1249s ago 

                      dot1x - Unauthenticated, Supplicant-Timeout, 1249s ago 

 

  Authorization Details 

  ---------------------- 

    Role   : Guest 

    Status : Applied 

 

6200-Lab# 
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Finally, the user will be redirected to the forced web page that we configured in weblogin page. 

 

 

4.2 AD User with Captive Portal with MAC Auth 

Now we’ll test the temporary AD user using the captive portal to login. Since we are using the same laptop for 
this test, we’ll delete its entry from the endpoint database and start new. 

Here we’ll use exec1 AD user. The workflow should be the same. The Captive Portal user role will be sent to the 
switch. 

So here are the three authentication requests. 

 

Starting from Session #3, the first MAC auth is accepted and send the Captive-Portal user role to the switch. 
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The user uses exec1 credentials. 

 

There will be a WEB-Auth request. (session #2) 
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Now the endpoint database entry will be slightly different. Remember that for the AD user we are adding the 
guest role ID and expire time of one day. 
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There will be a port bounce. 

 

 

The final MAC auth request comes in. (session #1) 

 

 

Now on the CX switch we check a few things. 

6200-Lab# sh port-access clients 

 

Port Access Clients 

Status Codes: d device-mode, c client-mode, m multi-domain 

 

----------------------------------------------------------------------------------- 

  Port     MAC-Address       Onboarding     Status               Role                                

Device Type 

                             Method 

----------------------------------------------------------------------------------- 



23 | P a g e  
 

c 1/1/1    28:d2:44:52:c2:38 mac-auth       Success              AD-Guest 

 

6200-Lab# sh client ip 

 

 MAC Address               Interface        VLAN             IP Address 

 ------------------------------------------------------------------------------ 

 28:d2:44:52:c2:38         1/1/1            11               172.16.11.28 

 

6200-Lab# 

 

6200-Lab# show aaa authentication port-access interface all client-status 

 

Port Access Client Status Details 

 

Client 28:d2:44:52:c2:38, exec1 

=============================== 

  Session Details 

  --------------- 

    Port         : 1/1/1 

    Session Time : 595s 

    IPv4 Address : 172.16.11.28 

    IPv6 Address : 

    Device Type  : 

 

  Authentication Details 

  ---------------------- 

    Status          : mac-auth Authenticated 

    Auth Precedence : dot1x - Unauthenticated, mac-auth - Authenticated 

    Auth History    : mac-auth - Authenticated, 584s ago 

                      dot1x - Unauthenticated, Supplicant-Timeout, 585s ago 

 

  Authorization Details 

  ---------------------- 

    Role   : AD-Guest 

    Status : Applied 

 

6200-Lab# 

 

 


