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2 Aruba Classic Central Device Insights and 
ClearPass 

This short technote covers integrating Aruba Classic Central with ClearPass Policy that enables Aruba Central to 
send the device profiling information and tags to ClearPass.  Device Insight (DI) is part of the Aruba Central Platform 
and uses data collectors (APs, CX switches and gateways) that are on your network to continuously gather metadata 
and send them to Aruba Central for analysis.  

 

The main benefits are 

• Providing much richer device profiling information and visibility 

• Creating device tags based on flow attribute to be used in ClearPass enforcement policies 

 

In this scenario IoT devices connect to a tunnelled PSK SSID, get classified and put into IoT Lab user role. However, 
one of IoT devices starts a SSH session to an internal server. DI identifies this flow and automatically notifies 
ClearPass that then puts the device in a “investigate” restricted user role. 

With this integration, ClearPass uses DI instead of its profiler for all device discovery and classification. Bidirectional 
metadata is automatically sent between ClearPass and Aruba Central.  DI also updates ClearPass in real time if it 
detects a change in device classification which could be an indication of a security threat. 

 

2.1 Things you need 

We need the following. 

• 1x AP that is managed by Aruba Central. (I am using AP-605H) running Aruba AOS10 10.7.x.x or later   

• ClearPass Policy Manager 6.11.x 

 

2.2 Assumptions 

• Aruba AP and the gateway are visible and online in Aruba Central and have a valid subscription. 



3 | P a g e  
 

3 Aruba Classic Central Integration with ClearPass 

Here we’ll cover the configurations steps that are needed for this integration. 

3.1 Aruba Central Configuration 

Start at the “global” context, go to Organisation >> Platform Integration and then click on “Data Collectors”  

 

 

The integration between ClearPass and Aruba Central need registration token. This is where we generate a token to 
be used when configuring ClearPass. 

 

Click on the “Registration Token” and copy it.  The registration token will last for 2 days. Then go to ClearPass. 

 

3.2 ClearPass Configuration 

On the ClearPass side we need to configure it in two places. First, we need to enable “Device Insight” integration. 
This is where we use our Aruba Central token that we copied earlier. 
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Note that the profiling behaviour will change as stated above. 

 

 

Next you need to add Aruba Central as an Endpoint Context server. As you know, ClearPass can collect endpoint 
information from various of sources. The screenshot below provides some of the predefined context servers. 

 

 

Here we’ll choose Aruba Central from the list. 
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Note that username and password are not used, you can put anything. Also ensure that the issuer certificate is 
enabled. 

 

 

You don’t need to enable anything in the Certificate trust list as it should already be enabled by default. I am 
showing this here just for clarity. 

 

 

3.3 Integration Status 

Let’s check the status of our integration starting with Aruba Central. We see that there is one that is connected. 



6 | P a g e  
 

 

 

After clicking on it we get more details about the ClearPass node. 

 

 

Now check the Device Insight section on ClearPass and look for the last time it was synced  

 

 

Since it was synced, we’ll be able to see some of endpoints that was pushed by Aruba Central. For that we’ll check 
the endpoint repository on ClearPass.  Note the filter I am using. 
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Here is access tracker for an authentication session and we simply can click on the “open in Central” to get the 
Aruba Central view of it. This is handy as it goes to the client’s page in Aruba Central. 

 

 

Make sure you first login to Aruba Central and then click on the “open in Central” link and you’ll see the client data 
path in another browser tab. 
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4 Using Device Insight Tag  

The lab setup uses a client that connects to AP-605H broadcasting “testPSK” that is tunnelled to a AOS10 gateway.  

4.1 AOS10 Configuration 

This is configuration for a simple PSK WLAN that is tunnelled to a cluster of AOS10 gateways. This WLAN is uses 
ClearPass for MAC authentication, in which like always ClearPass send a Local user role to the AP/gateway. 
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Next, make sure you have enabled AppRF so that the APs can do deep packet inspection. 

 

 

And finally add two user roles IoT-Lab and “investigate” 

 

 

 

 

4.2 ClearPass Service 

Now we need a ClearPass authentication service for this WLAN that we have called  “simple MAC Authentication CI 
tags”. 
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In our use case, if we see a device insight tag that contains “investigate”, we’ll assign it the “investigate” role. 

 

 

 

 

The enforcement profiles for  

• W-IoT is sending Aruba-user-role = IoT-Lab  

• W-investigate is sending Aruba-user-role = investigate 
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5 Device Attribute Testing 

5.1 Initial Device Attribute Testing 

Now we get a client connect to the testPSK. It shows up in Aruba Central client list . We see that it has the correct 
user-role = IoT-Lab 

 

 

Next, we need to click on this client to see the details.  

 

 

Check if the applications are being identified as we have enabled AppRF. 

 

 

Next, check the profiling information. The first thing to note is that the current system tag  is applied. 
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We are interested in seeing the “Flow Attributes” that we can use to build our role assignment. 

  

               

 

 

As can be seen above Aruba Central collects the following Flow Attributes 

• Application Group 

• Application ID 

• Destination Connection 

• Destination Host 



13 | P a g e  
 

 

Now let’s look at the access tracker and see how roles were assigned to this client. Remember that our MAC auth 
service allows all connection and then the role-mapping policy assigns the roles based on the various attributes. 

 

 

The authorisation section shows the various Endpoints Repository attributes that we can match. 

 

 

 

Next, we’ll look at the Endpoint Attributes that includes the flow attributes we spoke about earlier. 
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5.2 Creating Device Tags 

Here we’ll create a new tag to catch if the IoT devices are initiating SSH. 
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So now we have started a SSH session form the iPad to 192.168.1.131 

 

 

Under the profile tab we should see SSH under Application ID 

 

   

We also see a hit under the new tag that we created. 
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Clicking on it will take us to the client with this tag. 

 

 

 

 

Even though we have a device that has matched with our newly created “investigate” device tag, still the device is 
on the network using IoT-Lab user role. 

 

 

The aim here is to send a Change of Authorisation (CoA) to the NAD to reauthenticate the device and during this re 
authentication the device is associated with a different user-role.  

So, we need to configure ClearPass to send a CoA for devices when the device tags changes. We’ll do this by 
navigating to  Administration » Server Manager » Device Insight and change the “Device Tag Updates Action”.  

 

Note that we already had enabled profiler for our ClearPass service. 
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5.3 Device Insight Tag  Testing 

So here is our final test in which we first get the device to connect to our WLAN and as before it connects and gets 
the IoT-Lab user-role.  

  

 

Now from it, we start a SSH session to an internal server. Aruba Central DI will assign the “investigate” tag. 

 

 

And it will send this info to ClearPass. We’ll go to the access tracker for the details of authentications. 

 

 

As seen above we see that in the session #2 the first authentication requests comes in and the enforcement profile 
of W-IoT is sent. And soon after when the SSH session was run on that client, the second authentication request 
comes in and this time the enforcement profile that was used is W-investigate. 

We’ll first open session #2 and here we see that indeed a CoA was sent. 
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This was the result of the change we made in the “Device Tag Updates Action” to send a CoA. Now when we look at 
the session #1, we see the role is now “investigate” 

 

 

 

 

Now when we also check the Endpoint  database in ClearPass for this client we see the attributes. 
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Going back to the client view in Aruba Central we’ll see the correct user role and VLAN assignment. 

  

 


