Deployment of CX switches with Aruba Central
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2 6300 Stack Configuration

2.1 Introduction

The aim of this short guide is to use the CX App to configure two 6300 switches in VSF and then use Aruba
Central to further configure and manage them along with dual 832X core switches in VSX formation.

Our CX switches are using 10.05.0020 but the minimum version required to be managed by Aruba Central is
10.04.0020.

The CX switches are connected to the network through their out of band mgmt. interfaces.

2.2 Topology
Here is a simple topology that will be deployed.
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2.3 Factory Default

The first task is to ensure the switch is in a factory default state.

|
6300-1# sh version

Aruba0S-CX
(c) Copyright 2017-2020 Hewlett Packard Enterprise Development LP

Version : FL.10.05.0020
Build Date : 2020-09-29 07:44:16 PDT
Build ID : ArubaOS-CX:FL.10.05.0020:3cbfcce60961:202009291304
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Build SHA : 3cbfcce609617b0cf84a6b94la2b36c43dfeb2ch
Active Image : secondary

Service OS Version : FL.01.07.0002

BIOS Version : FL.01.0002

6300-1+#

6300-1# erase all zeroize

This will securely erase all customer data and reset the switch
to factory defaults. This will initiate a reboot and render the
switch unavailable until the zeroization is complete.

This should take several minutes to one hour to complete.
Continue (y/n)? y

The system is going down for zeroization.

6300-1#

Once the switches have rebooted, you’ll just connected them with the 2x stack DAC cables.

2.4 CX App Configuration
You can download the CX App from Google Play, the CX App version we are using here is 2.3.1

' Google Play  search | a |

88 Apps Categories v Home  Topcharis  New releases

My apps
Shop
Aruba CX
Games Aruba, a Hewlett Packard Enterprise company *khkkki 18 8
Kids Productivity
€ Everyone

Editors’ Choice

Account

Payment methods

M)" subscriptions Y] ®. 01038 I EED il 21 W €
Deglay Confi x Initial Canfig x
Redeem J— f* s 4
. T | o ] cereans
Buy gift card B D_,,...- . e
Mo Connection et T L DT YL L

My wishlist @svnie ] s }

' @
My Play activity Tovmn Deree Seeete ety !

Stor sigle switch configuration =P
e B ’
S 0t 14

Once you have installed it ensure that the blue tooth and GPS are enabled and then try to connect to the
switches. Here are the relevant screenshots on an android phone.
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< Bluetooth : < Bluetooth

Make sure the device you want to
connect to is in pairing mode. Your
phone (AriyaS20+) is currently visible to
nearby devices.

Make sure the device you want to
connect to is in pairing mode. Your
phone (AriyaS20+) is currently visible to
nearby devices.

Paired de

B) 6300-SGOBKN5057

®)  6300-SGIBKN505M B)  JL666A——

| — 0 |
Initial Confi x =3 Stack Topolo X
',,4 g —x PoIogy
Qoo or m D Standalone
Q00 g . ee®® [ Configure a single switch
Mo Connection D 92.168.99.1 *
LED
<]
LED
Logout Device 4
Start single switch configuration >
)
[ — e
= Stack
(m) | —— o]
'
Set up and configure a stack
Initial Config Modify Config Cable the stacking links
- Insert Bluetooth dongles
Power on Slii'_?k members
Loading Dashboard
o Discovering Q
Start stack setup 9

- 5

Back Configure Members
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=M Configure Stack

Validating..

Booting..

(_  Waiting for member(s) to boot

—x
— Configure Stack

Ready

Ready

Stack Set Up Successful!

©

Done

>

Configure Stack

NetEdit Login

Server Address

X

Username

Password

E./Stay Logged In

Please enter NetEdit credentials to import the
device.

Skip >

N

00BM

Input Parameters

hostname
6300-stack

admin_password

use dhecp

@® Yes

Back

E Select Template X

- ©

Next

N

,"4 Deploy Config x

B8 - a]

(sl elneiyeineiye]
Device

NetEdit

o L ]
C o o0 o o® e® L ]
No Connection D 192.168.99.1 )

This will replace the running config on the
device.

Device Config

|

Version ArubaOS-CX FL.10.04.3000
lexport-password: default

hostname 6300-stack

user admin group administrators
password ciphertext
AQBapWiZtWihyyB3q8eiBAOOc5Raréb
NX+1LEAMIWxn6Ymj2YgAAANYB+28G
tYDEI2ZKYkecwLUX07DgjSDMRCejfjmu
HGJ1Ux4ShRaPEyW3JVY8uwQFcUWaqt
MfbOIRTNSyCMIhXjjlyfi2mvg+pgjZx+T/
huzCLBQ1jGclWvoSuBx+qUyJ8x8Qs0

[}

é

Back

’r;‘

Deploy

,4 Deploy Config x

B8 )
Q00 QCQ0
NetEdit Device

eeo*? .
192168991

DOOOOOD

This will replace the running config on the
device.

No Connection

Device Config

ssh server vrf default
ssh server vrf mgmt
vsf member 1

type jl666a

link 2 1/1/27-1/1/28
vsf member 2

type jl666a

link 12/1/27-2/1/28

vlan 1
spanning-tree

<

Back

'I:‘

Deploy

~
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) Aruba CX

EH =
A == D oo
QO 00 0OC O0000O0 i

[ 0Ns} e ®
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05 Coo e ®

C oA L 0N ~ eo°
0 ¢ L ] O O ~
o] ..O u\)c_)O ....

Cog No Connection D 192.168.99.1 *
No Connection D 192168.99.1 No Connection D 192.168.991 B
<]

Logout Device

® Configuring Device Configuring Device y

Initial Config Modify Config

Validating Device Configuration Validating Device Configuration

Locator LED

ONoN®

Off Flashing On

Device Address 192.168.1.131
System Info

Device Deployment Successful! Hostname: 6300 stack PoE Details
MAC: 88:3a:30:ad:14:40
Madel JLEB6A
@ S/N: SGIBKNS5057
N
Done n >_ E @ e
. Home Console Configs Devices More

At this point the CX stack will use the mgmt. interface and if the DHCP services are available on that
network, it will contact and register with Aruba Central.

2.5 Aruba Central Initial Onboarding

You need to add the serial number and the MAC addresses of the CX switches to the HPE GreenlLake
inventory and once subscribe them. The following screen shot is showing that we have added the devices.

HPEC—]

Ariya Public ~ Home Services Devices 8B @ A
GreenLake Qo= A

Devices

Onboard and manage all devices in your inventory.

Inventory Inventory Add Devices

Tags View all devices or add new devices.

Device Subscriptions

Require Service Manager Require Subscriptions Assigned & Subscribed Total Devices
Auto-Subscribe Assignments O 24 28
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HPEC—J i ic v lome ervices evices -+
GreenLake Ariya Public H S D« o 8 @ A&
« Select Device Type Add Devices Cancel x

Step 2 of 5
Serial Number & MAC Address
Type and add the serial number and MAC Address of the devices
you would like to add.
Ownership Type
() CsVFile
@ Serial Number & MAC Address
Serial Number
| MZSD4PDOOS \
MAC Address
| 00:00:00:00:00:00 |
Then you need to ensure these switches are also subscribed manually or use auto-subscription.
HPEC— . ; . . 00
GreenLake Ariya Public v Home Services Devices QO 8 @ A
Devices

Onboard and manage all devices in your inventory.

Inventory Device Subscriptions Add Device Subscription

Manage and add device subscription keys. Service subscriptions can be found here

Tags

| Q, search Subscription Keys ‘ ‘ All Device Types v ‘ |§?‘ Clear filters Actions v ‘

Device Subscriptions
20 Subscription Key(s)
Auto-Subscribe

Once this is done and the CX switches are configured to be in a stack using CX App, they will contact Aruba

Central and will end up in the un-provision group.

o

Groups | Sitesand Labels | Certificates | Install Manager

@ Global

B8 Overview GROUPS

A group in Aruba Central acts like a primary configuration container for devices. You can combine devices with common configuration requi

|® Devices
configuration settings to all the devices in the group.
o Clients
MANAGE GROUPS
2, Guests
DRAG AND DROP CLUSTERS AND SWITCHES BETWEEN GROUPS
B Applications TO SELECT MULTIPLE DEVICES SHIFT+CLICK OR CTRL*+CLICK
@ Security
% Network Services Y Group Name Devices Y Name ¥ Location ¥ Type .
N ALL CONNECTED DEVICES 5 6300-stack - Aruba CX
Arlya-BGWs 2
Audit Trail ’
ey TG Cx-Core ]
Tools
TG CX-Stack 0
-
[i] Reports
default 0
SD-VGW 1
& Firmware

I % Organization

And now we’ll move them into the CX-stack group.
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@ Global

2]

‘Groups sites and Labels | Certificates | Install Manager

BB Overview
® Devices

Lo Clients

2. Guests

[® Applications
Q@ Security

& Network Services

0 Alerts & Events
P Audit Trail
2, Tools

[iJ Reports

{8 Firmware

I fz Organization

GROUPS

A group in Aruba Central acts like a primary configuration container for devices. You can combine devices with common configuration requi

configuration settings to all the devices in the group.

MANAGE GROUPS
DRAG AND DROP CLUSTERS AND SWITCHES BETWEEN GROUPS
TO SELECT MULTIPLE DEVICES SHIFT+CLICK OR CTRL+CLICK

¥ Group Name Devices ¥ Name
ALL CONNECTED DEVICES 5 6300-stack
UNASSIGNED DEVICES 0 5G9B:
Ariya-BGWs 2
TG CX-Core o

.
default 0
SD-VGW 1

2.6 Aruba Central Template groups

¥ Location

So now when the switches are powered on again you should see a stack

| I ™cx-Stack
B2 Overview

I @ Devices
@ Clients

[ Applications

=
Switches

Access Points Gateways

SWITCHES . onune o oFFLINE
1 1 0
v
SWITCHES
Y Device Name Clients Alerts Y Medel Config Status
* Comms1-6300M-Stack o 2 ARUBA6300 In sync

We then create the variables and upload it.

I mcx-Stack

B8 Overview

| @ pevices
Lo Clients
@ Applications

Q@ Security

Alerts & Events
Audit Trail

Tools

B & 8 D

Reports

@ Firmware

@

=
sints  Switches G

Variables

Last Seen Usage

368 bps

¥ Type
Aruba CX

Aruba CX

0@
Summary Conte

KNS
Y Group

Ci-Stack

Select the Upload/Download file format and upload variables. Variables *_sys_serial' and "_sys_lan_mac' are mandatory for all devices with value as its own serial number and mac address.

Upload/Download file format () JSON @ csv

wiom wmoues e | T T

VARIABLES (26)

Variable Name

Device MAC Address Device Serial Number

After that we have to create the template.

=
Access Points | Switches

Gateways

Templates  Variables  Configuration Audit

TEMPLATES

Template Name

Device Type Model Version

No data to display

Variable Value

Last Modified

List summary QST

a+e
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ADD TEMPLATE

| (f) e template configuratonshouid match the uning configuration CL order and format

MPLATE AW
63p0-vsF
Aruba CX v
ALL v

VERSION
ALL v

EDIT TEMPLATE X
_—
B e

IMPORT CONFIGURATION AS TEMPLATE I

Sheow Variables List

£ default

vrf mgmt

%endifs

CANCEL BACK SAVE

As soon as you save the template Aruba Central will try to push it to the switches in that group.

2] = = il

H mocstack Switches :
Templates  Variable ; t

BE Overview

I® Devices TEMPLATES (1) m—

Template Name Device Typs Wodel )

LB Clients

@ Applications

@ Security

Here is the sample where the push has failed.
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0] = @

Access Points Switches Gateways

Templates  Variables  Configuration Audit

OVERVIEW

In Aruba Central, the configuration of a virtual controller or switch can be individually medified. Modifications at the device level ove
changes between devices and their parent group.
Occasionally a Central managed device will fail to receive a configuration change from Central, and if this condition exists for any dev

AUTO COMMIT STATE

to Auto commit state ON Change to Auto commit state OFF

/A The group auto-commit is not applicable for Gateways and MAS devices on the Configuration Audit page.

Auto Commit State: ON Auto Commit State: OFF
1 Device 0 Device
View & Edit

TEMPLATE ERRORS & CONFIGURATION SYNC ISSUES

Template Errors Failed / Pending Changes

(@ o Device () 1 Device

Eailed / Pending config changes

= @
Access Points | Switches | Gateways
——— CONFIG DIFFERENCE
——
Config Difference - SG9BF
OVERVIEW £ Dritere ! )
e Wote: Config push failed because of login failure

InArubaCentra ¢ 6o pifference due to template password not being same as device
changes betwee password.
Occasionally a ¢ hostname Commsl-6300M-Stack

allow-unsupported-transceiver
user admin group administrators password plaintext
arubal23
clock timezone australia/melbourne
ntp server 216.239.35.12 iburst
ntp server 216.239.35.4 iburst
ntp server 216.239.35.8 iburst
@ The grou ntp ensble
ntp vef momt
ssh server vrf default
ssh server vrf mgmt
A Thegro vsf secondary-member 2
vsf member 1
type vsf_mbr 1_type®
link 1 171/27
link 2 1/1/28

Name Action

AUTO COMMIT

Auto Comi vsf member 2
type vsf_mbr 2 typed
1 Device link 1 271/27

View & Edit

TEMPLATE ERRORS & CONFIGURATION SYNC ISSUES
Template Errors Failed / Pending Changes

(@) o Device @ 1 Device

Failed / Pending config changes

2.7 Aruba Central Monitoring

Once you are finished with the configuration, you can view the stack from the monitoring section.
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@

Q
I € = Comms1-6300M-... Summary Hardware Al Insights

SWITCH DETAILS ACTIONS +
I B2 overview
) SWITCH
Lo Clients
Model CONDUCTOR LOCATION CONTACT
& LAN ARUBA6300 SGIE - -
@ Device CONFIGURATION LAST STATS RECEIVED FIRMWARE VERSION
In sync 20 Jan 2021 10:08:54 10.06.0010
- Last Sync: Jan 20, 2021, 10:01:01
O Alerts & Events GROUP SITE LABEL(S)
CX-Stack - -
B Audit Trail
2, Tools
NETWORK
m Repons IP Address DEFAULT VLAN
- 192.168.1.21 1
@ Firmware STACK/STANDALONE STACKID STACK MEMBERS STACK TOPOLOGY
STACK 632b6bb3-34f3-4b38-a1ef-12aaf37ba80e 2 /0 Down Chain
PORTS HARDWARE
STATUS cpPy MEMORY TEMPERATURE
0Up 52 Down 0 Alert 0 Uplink Good Good Good
POWER OVER ETHERNET (PoE) POWER SUPPLY
2 Total 2Up
USED POE DENIED PO ALERT
T40W ow 0 [
FANS
6 Total 6Up 0 Down
Here is the Port view for the stack.
u (==}
&
\ € B3 Comms1-6300M-... @)  perys PoE VLAN
ACTIONS +
g2 Overview
) PORT STATUS
Lo Clients
up DOWN ALERT UPLINK
& LAN 2 50 0 0
¥ Device
STACK: Comms1-6300M-Stack
- Click on a port for port level information
A Alerts & Events UPLINK ve [loown [ aLert DISABLED
(1) comms1-6300M-Stack(_COMMANDER )
P Audit Trail
1 3 5 7 9 13 15 17 13 21 23 25 27
%, Tools SWITCH [ N N N NN NN NN
£200 ' ' ' ' ' . ' ' ' ' . ' ' /1428, 2/1/28, 241127
m R rt 2 4 6 & 10 12 14 16 18 20 22 24 26 28
eports
B (2)Comms1-6300M-Stack(_ STANDBY
=N
. 1 3 5 7 9 1 132 15 17 19 21 23 25 27
& Firmware SWITCH [ T B EE NI 041427, W1i28, 111127
6300 TP FFFEREFEFEENR | ]
2 4 6 8 10 12 14 16 18 20 22 24 25 28
And the VLAN view
=N
] =)
\ € = Comms1-6300M-... @) ool VLAN
ACTIONS v
BB Overview
VLANs
[0 Clients @
I & LAN Y name = | Yius | Vstatus? TAGGED PORTS UNTAGGED PORTS 1P ADDRESS | Y VOICEY Y icmp ¥
DEFAULT VLA.. | 1 up 1ag/10, 1/1/26-1/1/28, 2/1... DISABLED DISABLED
© Device
Guest 16 up lag/10 10.10.16.9 DISABLED DISABLED
IoT 15 up lag/10 10.10.15.9 DISABLED DISABLED
0 Alerts & Events
Restricted 13 up lag/10 11111724 10.10.13.9 DISABLED DISABLED
P Audit Trail Staff 1 up lag/10 10.10.11.9 DISABLED DISABLED
4, Tools Student 12 up lag/10 10.10.12.9 DISABLED DISABLED
@ Reports Voice 14 up lag/10 10.10.14.9 DISABLED DISABLED
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Once you create a site and add the switches to it, then you could also view the topology

SWITCHES: 3 GATEWAYS: 0
O 0O O 0O 0 ©°
O 0O O 0 0 O
O 0O 0O 0 0 o
o
NONE

Now
o 0O
o 0
o 0O

Jan 20, 2021, 1530

FEW  MANY

Show Labels @) | V | & @ Locate Gateways, Controllers, Switches and AP

i) =] B ] C & 5]
’BﬂcamPUSJ & site Health Summary | Wi-Fi Connectivity | WAN Health | Al Insights | Topology | FLOORPLANS
- LOCATION: 17 Smi_ L APs: 0
IBE Overview
[@ Devices SUMMARY STATISTICS
[0 Clients
[ Applications @
No issues
@ Security
2. Guests
B CHANGE LOG
Q Alerts & Events an Ih3om
CONFIG O O O 0O 0O o O O O O o O
Q Live Events FIRMWARE O 0O 0O0O0O0O OO O 0O O o 0
2, Tools REBOOT O O O 0o o o O O 0o o o O
Jan 20, 2021, 12:30 Jan 20, 2021, 14:00
[ Reports
in] = o o) ’
’mca'“P'-'S"‘ @ | site Health Summary | Wi-Fi Connectivity | WAN Health | Al Insights = Topology | FLOORPLANS
I B2 Overview
B Devices
[o Clients

[E Applications

@ Security

2. Guests

0 Alerts & Events

A Live Events

VSX?CGr(i%7832Of1

2

Comms1-6...0M-Stack

[=2)-vsx_Core-8320-2

And here is the neighbor table.

I & B Core-8320-1

;|
@ Clients

88
o
&5

@ Vs

Qverview
Clients

LAN

@ Device

B

Alerts & Events

Neighbours

NEIGHBOUR DEVICES

7 MAC ADDR... ? HOSTNAME

88:3a: Comms1-6300M-Stack
98:f2: Core-8320-2

8:60: Aruba-2930F-12G-PoE..
98:f2: Core-8320-2

98:f2: Core-8320-2

Y IP ADD...
10.10.11.9
1.1.1.2
10.10.21.250...
10.10.11.3

10.10.11.3

? DESCRIPTION V LO...
Aruba JLE66A FL.10.06.0010 1175
Aruba JL479A TL.10.06.0010 1/1/48

Aruba JLE93A 2930F-12G-PoE+ 1/1/1
Aruba JL479A TL.10.06.0010 1/1/30

Aruba JL479A TL.10.06.0010 1/1/51

v REMOT... 7 CAPABILI...

111725 Bridge, Router
Keepalive-Link Bridge, Router
11 Bridge, Router
VSX-ISL-mem-por| Bridge, Router

VSX-ISL-mem-por Bridge, Router

ACTIONS v

? VLAN ID(S)
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3 832X Configuration

As with the 6300 switches, you need to add the 832X switches to the inventory and then add it to a template
based group.

3.1 Aruba Central Template

Please refer to Appendix, for the details of template and variables that were used in this deployment.

o] = @ ih ©
’ 8 ™ cx-Core Access Points | Switches  Gateways Summory  Config
BO Overview SWITCHES ., oniine o oFFLINE
= 2 2 0
I @ Devices v
SWITCHES 4
Lo Clients & O
¥ Device Mame Clients Alerts Y Model Config Status Last Seen Usage MAC
[® Applications * Core-8320-1 0 1 8320 (L4794) In sync - 96 kbps. doe]
Q@ Security * Core-83202 o 1 8320 (L4794) In sync B 96 kbps 082,
@ = @ = th o
’ & M cx-Core Access Points | Switches  Gateways tse summary [

Variables | Configuration Audit

BE Overview
I@ Devices TEMPLATES (1) a + @

Template Name Device Type Model Version Last Modified

Lo Clients

B Applications

Here is the device view of Core-1 switch.

=] @ Q
| € &2 Core-8320-1 @ Summary  Hardware | Allnsights
SWITCH DETAILS ACTIONS ~
I B3 overview
SWITCH
Lo Clients
Mode J-NUMBER LOCATION CONTACT
& LAN 8320 JLa79A - -
@ vsx Seria WA UPTIME LAST REBOOT
Twa4| do: 16 Hours 44 Minutes 1 Seconds Jan 18, 2021, 22:59:25
@ Device CONFIGURATION LAST STATS Fi
o In sync 20 Jan 2021 15: 10.06.0010
Last Sync: Jan 20, 2021, 12:32:09
0 Alerts & Events
GROUP SITE LABEL(S)
B Audit Trail CX-Core Campus-1 -
.
Wi G
l € =3 Core-8320-1 © ,E?,, EE VLAN
ACTIONS v
BE Overview
) PORT STATUS
Lo Clients
Up DOWN ALERT UPLINK
I 2 5 49 0 0
@ vsx
STANDALONE: Core-8320-1
& Device Click on a port for pe vel information
UPLINK ve loown [ aiert DISABLED
- e
A1 13 1S T 18 1M1 1AA3 N5 17MN7 119 1721 171423 11725 127 1029 1131 171433 171135 171737 1039 171441 171743 1/1/45 111747 171749 141751 171453
A Alerts & Events SWITCH i AR A R A E S & A A B A A SR A A A AEAAESE i
8300
ﬂ Audlt Tl’al| 172 17144 1176 1178 1110 17112 1114 11716 17118 1/1/20 17122 1/1/24 11726 1/1/28 171730 1/1/32 1/1/34 1/1/36 1/1/38 1/1/40 1/1/42 171744 1/1/46 1/1/48 1/1/50 1/1/52 1/1/54
.
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(=11

I < =3 Core-8320-1 Ports Por VLEN
B8 Overview
VLANs
o Clients
Y name
&5 LAN
DEFAULT VLA... | 1 up
B vsx
Guest 16 up
& Device loT 15 up
- Restricted 13 up
0 Alerts & Events server . e
B Audit Trail Staff 1 up
%, Tooals Student 12 up
i 14 U
@ Reports Voice P
& =3 Core-8320-1 @ Ex
B2 Overview
VSX SUMMARY
Lo Clients
ISL STATUS
&5 LAN Peer Established
1@ vsx HTTPS SERVER
Peer Reachable
® Device

Q Alerts & Events
B Audit Trail
2, Tools
]

Reports

& Firmware

INFO
SYSTEM

LOCAL MAC
d0:67:2

CONFIGURATION

CONFIG SYNC
Enabled

Y u= Y statusY

TAGGED PORTS

lag/1, lag/100-lag/101
lag/, lagr100-lag/101
lag/1, lag/100-lag/101
lag/1, lag/so

lag/1, lag/100-lag/101
lag/, lagr100-lag/101

lag/1, lag/100-lag/101

SL MGMT STATE
Operational

LAST SYNCED
20 Jan 2021 12:32:08

SLPORT
lagl

UNTAGGED PORTS

lag/1, lag/50, lag/100-ag/...

CONFIG SYNC STATUS
In-Sync

Role
Primary

PEER HOSTNAME
Core-8320-2

PEER ISL PORT

lag1

IP ADDRESS

Y voiceY
DISABLED
DISABLED
DISABLED
DISABLED
DISABLED
DISABLED
DISABLED

DISABLED

NAE

Peer Reachable

PEER IP
1.1.1.2

MC LAGS
lag50
lag101
lag100

ACTIONS »

Y cmp ¥ @
DISABLED
DISABLED
DISABLED
DISABLED
DISABLED
DISABLED
DISABLED

DISABLED

ACTIONS v
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