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1.1 Revision History 

 

DATE      VERSION       EDITOR       CHANGES 

02 Feb 2021 0.1 Ariya Parsamanesh Initial creation 

15 Feb 2021 0.3 Ariya Parsamanesh Minor modifications 
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2 Demo Topology 

Here is the topology we’ll be implementing. The aim here is to provide the starting point to put together a solution 
that include the Mobility conductor (formally known as mobility master), controllers, APs, ClearPass and Airwave. 

 

 

 

 

 

This is the part 3 of the four parts series. 
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3 Guest Operator   

In this section we’ll configure a Guest operator or receptionist that can assist in creating only guest user accounts. 
We’ll allow any user in AD user group called receptionist to be able to do this. Note that ClearPass Policy Manager 
has already joined the AD domain. 

3.1 ClearPass Guest Operator Configuration 

Open the Guest application by clicking the ClearPass Guest Link in the dashboard’s Quick Links box for the URL 
redirection to ClearPass Guest. 

Navigate to Home » Administration » Operator Logins » Profiles 

 

For each profile that is needed, there must be a corresponding Translation Rule for operator logins to receive the 
correct profile. Here we’ll be using “Receptionist” profile. The profile basically selects what functions are allowed. 
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You can edit the profile based on your requirements. We have enabled “Read Only” for  

• Active Sessions 

• List devices 

• List Guest Accounts 

And full access for “Create New Guest Account”. 

Now navigate to Translation rules. Home » Administration » Operator Logins » Translation Rules 
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So once the receptionist user, type in their user credentials, the request should match a ClearPass Policy manager 
service,  

• the service will check against AD user group “Receptionist”  

• if the user credential and user group membership is correct then an enforcement profile will be executed to 
send back an attribute called “Receptionist” 

• that should match a translation rule (as shown above) and the appropriate operator profile will be selected. 

 

Now going back to ClearPass Policy manager, we’ll create the following enfocemenet profile 

 

 

 

 

Next, we’ll create a enforcement policy that will use the above enforcement profile. 
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And finally the new service that will be used to classify the authentication request. 

 

 

 

 

 

The last thing is to reorder the services and disable the default [guest operator logins] service. 
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Now we’ll test it out. The URL that the operators need to browse to is https://victory.clearpass.info/guest/ 

And the user used the following credentials and authenticates successfully. 

 

 

 

Now the reception user can create the guest account, the details can be emailed to the guest user as well. 

Here is the authentication session in access tracker 

 

https://victory.clearpass.info/guest/
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You can customise all the fields in this form which is outside the scope of this guide. 
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4 Managed Network Dashboard  

This is the dashboard that you can access through MM and here we are showing the basic information that is 
displayed. Please refer to the user guide for the details. 
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Next, check part 4 of this series. 

 


