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2 Demo Topology

Here is the topology we’ll be implementing. The aim here is to provide the starting point to put together a solution
that include the Mobility conductor (formally known as mobility master), controllers, APs, ClearPass and Airwave.
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This is the part 3 of the four parts series.
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3 Guest Operator

In this section we’ll configure a Guest operator or receptionist that can assist in creating only guest user accounts.
We'll allow any user in AD user group called receptionist to be able to do this. Note that ClearPass Policy Manager
has already joined the AD domain.

3.1

ClearPass Guest Operator Configuration

Open the Guest application by clicking the ClearPass Guest Link in the dashboard’s Quick Links box for the URL
redirection to ClearPass Guest.

Navigate to Home » Administration » Operator Logins » Profiles
aruvba

:; Guest

¢1' Devices
B Onboard
“._ Configuration
3 Administration

o API Services

£ API Clients
~ - API Explorer

¥

L=y Check Security
e, Data Retention

fj Extensions

+

- $ Operator Logins

D} Login Configuration

Pl-ore]

& Servers

% Translation Rules

(., Plugin Manager
+ B Support

= - SOAP Web Services
*‘"" Aruba Integrations

@ Import Configuration

Operator Profiles

ClearPass Guest

Home » Administration » Operator Logins » Profiles

ClearPass Guest supports role-based access control through the use of operator profiles. Each operator t
perform, as well as global settings such as the look and feel of the user interface.

Some operator profile settings may be overridden in the operator's account settings. These customized :

Use this list view to define new operator profiles, and to make changes to existing operator profiles.

ﬁ API Guest Operator
{li BYOD Operator

g Device Registration
ﬂ Help Desk

ﬂ Network Administrator

{4 Null Profile

ﬁ Operations and Marketing

ﬂ Read-only Administrator

< Name Description

Operators with this profile can use the API to manage guest
accounts.

Operators with this profile can view and manage their own
provisioned devices.

Operators with this profile can self-provision their devices, for
use with MAC authentication and AirGroup sharing.
Operators with this profile can troubleshoot problems
reported by end users.

Operators with this profile can view and configure network-
related settings.

Default profile with no permissions.

Operators with this profile can configure guest workflows,
manage print templates and control other application
customization options.

Operators with this profile have read-only access to the entire
system.

ﬂ Receptionist

Operators with this profile are limited to creating new
accounts and sending receipts only, and will see the create
account form on login.

0 Show Details B’ Edit Q Delete ::| Duplicate Ay Show Usage

ﬂ Super Administrator

10 operator profiles {f} Reload

Default administrative profile.

Show all rows e

For each profile that is needed, there must be a corresponding Translation Rule for operator logins to receive the
correct profile. Here we’ll be using “Receptionist” profile. The profile basically selects what functions are allowed.

Edit Operator Profile (Receptionist)

Use this form to make changes to the operator profile Receptionist.

perator Profile Editor

* Name:

Description:

Access

Enter a name for this operator profile.

create account form on login.

Cperators with this profile are limited to creating new
accounts and sending receipts only, and will see the

Comments or descriptive text about the operator profile.

These options control what operators with this profile are permitted to do.

Enabled:

Allow operator logins
If unchecked, operators with this profile will not be able to log in.

- Operator Privileges

13y Administrator

t@ Advertising Services
22 API Services

‘-‘"'-‘ Aruba Integrations

ﬁ Devices

I

No Access

Select operator permissions for system administration and management tasks.

No Access

I

Select operator permissions for managing advertising content and services.

I

No Access

Select operator permissions for API access and management.

No Access

I

Select operator permissions for access to Aruba integrations.

I

No Access

Select operator permissions for managing devices on a networlk.
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Privileges:

User Roles:

$ Guest Manager

o
=
a
g
3

Select operator permissions for managing guest users for a network.

& Active Sessions

Operators with the Active Sessions privilege may disconnect active sessions or change authorization for user accounts.

@ No Access O rRead Only O Full

2 Active Sessions History ® noaccess O Read only
Operators with the Active Sessions History privilege may view the historical login access of the user accounts.
& Change Expiration ® No Access (O Read only O Fun

Operators with this

privilege may change expiration times of guest accounts.

& Create Multiple Guest Accounts @ No Access O Read Only O Full

Operators with this

privilege may create groups of new guest accounts.

& Create New Guest Account O No Access O Read Only @ Full

Operators with this

& Edit Multiple Guest Accounts O No Access (O Read only

Operators with this

privilege may create individual guest accounts.

privilege may make changes to multiple guest accounts at once.

& Export Guest Accounts ® Noaccess O Read Only

Operators with this

2 Full User Contral
Operators with this

privilege may export a list of guest accounts.

© No Access O Read Only O Full
privilege can change all properties of guest user accounts.

& Import Guest Accounts ® No Access () Read Only O Fun

Operators with this

privilege may create new guest accounts from a data source.

& Manage Customization @ No Access O Read Only O Full

Operators with this

privilege may customize fields, forms and views within the application.

£ Manage Guest Accounts @ noaccess O readonly O Ful

Operators with this

privilege can view a list of guest accounts.

& Manage Print Templates @ noaccess O readonly O Ful

Operators with this
& Remove Accounts
Operators with this
& Reset Password
Operators with this
2 Show Details
Operators with this
& View Passwords

privilege may manage templates used to generate guest account receipts.

© Mo Access O Read Only O Full
privilege may disable or remove guest accounts.

© MNo Access O Read Only O Full
privilege may reset guest account passwords.

@ No Access O Read Only O Full

privilege have the Show Details action under Manage Accounts to see all attributes for an account.

© MNo Access O Read Only

Operators with the View Passwords privilege may display the passwords for guest accounts.

@ | Hotspot Manager

No Access

I

Select operator permissions for managing self-provisioned guest access.

@ Insight

Select operator permissions for Insight application

§& IP Phone Services

No Access

II

No Access

Select operator permissions for [P phone administration and management tasks.

) onboard

Select operator permissi

b Operator Logins

Select permissions for managing local operator logins.

ﬂ Pass Services

Select operator permissions for managing digital passes.

i Platform

Select operator permissi

1 Policy Manager

Select operator permissions for Policy Manager

i . SMS Services

I

No Access
ions for managing Onboard device provisioning.

No Access

No Access

No Access
ions for platform administration tasks.

No Access

Custom...

II

Select operator permissions for access to SMS services.

& Configure SMS Services ® No access O Read Only O Ful
Operators with this privilege may configure advanced settings for SMS services.

£ Send SMS Messages ® o Access O Read only O Fun
Operators with this privilege may send SMS messages from the application.

£ Send SMS Receipts O Mo Access ' Read Oonly @ Fun
Operators with this privilege can send SMS receipt messages after creating a visitor account.

i, SMTP Services

I

Custom...

Select operator permissions for SMTP services.

& Configure SMTP Services ® o access ) read only O Ful
Operators with this privilege may configure SMTP settings.
@ Send SMTP Messages O o Access O Read only @ Ful

Operators with this privilege may send SMTP messages from the application.

%5 Support Services

I

MNo Access

Select operator permissions for access to support services.

P; Translation Assistant No Access
Select operator permissions for tasks related to translation.

Show descriptions

I

Select the privileges that will be granted to this operator login.

@ ClearPass Policy Manager

|:| [Contractor]
|:| [Guest]
|:| [Employee]

10 rows per page

Select the visitor account roles that these operators are permitted to use.
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| No operator filter e
Select the default operator filtering to apply to guest accounts.

Enter a comma-delimited list of field=value pairs to create an account filter.

* Qperator Filter:

User Account Filter:

Session Filter: | — - — |
Enter a comma-delimited list of field=value pairs to create a session filter.

Guest Account Limit:  Maximum number of guests the operator can create.
Leave blank for no limit.

Device Account Limit:  Maximum number of devices the operator can create.
Leave blank for no limit.

User Interface
These options control the visual appearance and behavior of the application.

Ski | (Default) V|
Choose the skin to use for operators with this profile.
Start Page: | Create New Guest Account ~ |
" The initial page to show this operator after logging in.
Language: |Auto-detect \f|
" Select the default language to use for operators with this profile.
Time Zone: | (Default) hd

Select the default time zone for operators with this profile.

D Override the application’s forms and views
If checked, vou can specify different default forms and views to use.

You can edit the profile based on your requirements. We have enabled “Read Only” for

Customization:

e Active Sessions
e List devices
e List Guest Accounts

And full access for “Create New Guest Account”.

Now navigate to Translation rules. Home » Administration » Operator Logins » Translation Rules

Sg Guest Home » Administration » Operator Logins » Translation Rules
4# Create new translation rule

81" Devices Operator Translation Rules Bip Operator Servers

7 Onboard

Use this listview to define and edit rules used to process operator attributes.

.. Configuration

ﬁt} Administration © | @ Quick Help i Create
= i API Services Expression
API Clients . -
:—y 0 ﬂﬁ Map Operator Mail mail Assign value to operator field email
API Explorer
1 % Override Display Name displayname Assign value to operator field username:

<, SOAP Web Services

+ 9 Arubs Integrations 2 RemoveAttrs instancetype, usncreated, usnchanged, objectsid, o...  Remove attribute
& Check security 3 & MatchDomain memberof contains CN=Domain Admins Assign operator profile Super Administrator
& Data Retention a i MatchAdmin memberof contains CN=Administrators Assign operator profile Super Administrator
}, Extensions
@ 5 MatchGroup memberof contains CN=Group Name Assign operator profile Null Profile
+ [F3 tmport Configuration
6 MatchName on matches [“test/ Assign operstor profile Null Profile

= ” Operator Logins
D, Login Configuration 7 i&; ClearPass Profile Mappings admin_privileges Agsign value to operator field profile

§i) profiles ‘ 8items () Reload Show all rows

59 servers

ASRSA YA SANE IR IR

S Translation Rules $ Back to operator logins

( Plugin Manager
+ 8 Support

3y Back to administration

& Back to main

‘g Guest
¢!’ Devices @ Guick Help i Create
N Onboard Expression Action
“%. CGonfiguration o i Map Operator Mail mail Assign value to eperstor field email 3
5 - = =~ % Override Display Name displayname Assign value to operator field username
Q) Administration ]
— <0~ API Services 2 RemoveAttrs instancetype, usncreated, usnchanged, objectsid, 0...  Remove attribute +
&3 API Clients E & MatchDomain memberof contains CN=Domain Admins Assign operator profile Super Administrator v
ey API Explorer 4 i MatchAdmin memberof contains C=Administrators Assign operator profile Super Administrator v
< SOAP Web Services N
= 5 % MatchGroup ‘memberof contains CN=Group Name Assign operator profife Null Profile v
1 ( Aruba Integrations
MatchName ~ i
| Check security s n matches /~test/ Assign operator profiie Null Profile v
& Data Retention 7 i ClearPass Profile Mappings admin_privileges Assign value to aperator field profile v
25 Extensions [ Edit €3 Delete [ Duplicate 3¢ Disable 4 Move Up

ﬁ Import Configuration Edit Translation Rule

- @ Operator Logins

* .
Login Configuration | Name: | Eoter a name for this translation rule.
@) profiles

Enabled:

Use this rule when processing reply attributes

[admin_privileges
Enter the name of the attribute (2.0. memberof). Use * for all attributes.

Matching Rule:

+ 48§ Support Select the matching rule to apply to the value of the attribute.

Enter the value ta match the attribute against.

Attribute Name

(. Plugin Manager

Value:

[Assign attribute’s value to operator field v
Select what happens when this translation rule matches an attribute.

On Match

Operator Field:
Select the operator field to assign the value to.

[ continue translation if rule matches
Check this box if you want to apply multiple translation rules.

Fallthrough:
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So once the receptionist user, type in their user credentials, the request should match a ClearPass Policy manager
service,

e the service will check against AD user group “Receptionist”

e if the user credential and user group membership is correct then an enforcement profile will be executed to
send back an attribute called “Receptionist”

e that should match a translation rule (as shown above) and the appropriate operator profile will be selected.

Now going back to ClearPass Policy manager, we’ll create the following enfocemenet profile

;'= Dashboard [1] Configuration » Enforcement » Profiles » Add Enforcement Profile

[l Monitoring id Enforcement Profiles

£ = B =)
3 Configuration izt m Attributes Summary

{x Service Templates & Wizards
{x Services
-1 & Authentication Name: |Guest Operatar Lagin |
{¥ Methods Description:
{Z Sources
-1 & Identity
1} Single Sign-0On (S50) Type: Application
iz Local Users Action: (O] Accept O Reject Drop
17 Endpoints
£z Static Host Lists
i;Roles
17 Role Mappings
+ H posture
- & Enforcement
12 Policies
e3P rofics|
+ +Network
{x Network Scan
4% Policy Simulation

Profile Attributes

Template: |Gener|c Application Enforcement \/|

Device Group List:

Profile:

Template: Generic Application Enforcement
Name: Guest Operator Login
Description:

Type: Application

Action: Accept

Device Group List: =

Attributes:
Attribute Name Attribute Value
1. | admin_privileges = Receptionist

Configuration » Enforcement » Profiles

Enforcement Profiles

Each enforcement policy contains enforcement profiles that match conditions (role, posture, and time) to actions (enforcement profiles).

FiIter:|Name V|| contains V|oper

# B name . Type Description

1. | D Guest Operator Login Application

- | ] [Operator Login - Admin Users] Application Enforcement profile for Guest admin logins

3. | D [Operator Login - Local Users] Application Enforcement profile for Guest operator logins

Showing 1-3 of 3

Next, we’ll create a enforcement policy that will use the above enforcement profile.
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- E Dashboard

m Monitoring

o = =
Fo Cenfiguration

2 Enforcement Rules

£} Service Templates & Wizards

1} Services

-1 & Authentication
¥ Methods
£x Sources

- Q Identity
£ single Sign-0n (S50}
£¥ Local Users
4¥ Endpoints
{F Static Host Lists
4k Roles
4 Role Mappings

= 1 posture

- $ Enforcement
i
£ Profiles

And finally the new service that will be used to classify the authentication request.

Enforceme
Name:
Description:

Enforcemen

[] Configuration » Enforcement » Policies » Edit - Ariya Guest Operator Logins

4 Enforcement Policies - Ariya Guest Operator Logins

nt:

t Type:

Default Profile:

Rules:

Rules Evaluation Algorithm:

Ariya Guest Operator Logins

Application

[Deny Application Access Profile]

First applicable

1.| (Authorization:Ariya AD:member0f

Configuration » Services » Edit - Ariya Guest Operator Logins

Services - Ariya Guest Operator Logins

Summary m Authentication Roles Enforcement

reception)

Actions

Guest Operator Login

Name:

Description:

Type:
Status:
Monitor Mode:

More Options:

|ariya Guest Operator Logins

[Buthentication Service
[Application

for Guest

Aruba Application Authentication

Enabled

[ Enable to monitor network access without enforcement

[ authorization

Service Rule

Matches O Any or @ AL of the following conditions:

Operator
1. | Application Name EQUALS Guest
2. | Authentication Type NOT_EQUALS 550
3°
Summary  Service [T Roles  Enforcement

Authentication Sources:

Strip Username Rules:

Ariya AD [Active Directory]

[--Select to Add--

i

[ enable to specify a comma-separated list of rules to strip username prefixes or suffixes

Summary Service Authentication m Enforcement

Role Mapping Policy:

Description:
Default Role:

Rules Evaluation Algorithm:

Conditions Role

Summary Service Authentication

--Select--

Use Cached Results:

Use cached Roles and Posture attributes from pr

Role Mapping Policy Details

Enforcement Policy:

Ariya Guest Operator Logins

Description:

Default Profile:

[Deny Application Access Profile]

Rules Evaluation Algorithm: first-applicable

Conditions Enforcement Profiles
1. (Authorization: Ariya AD:memberOf reception) Guest Operator Login

]

us sessions

Enforcement Policy Details

The last thing is to reorder the services and disable the default [guest operator logins] service.
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Dashboard o
E Monitoring o
&, Configuration e
£} Service Templates & Wizards
s
-1 % Authentication
£x Methods
£¥ Sources
-1 2 Identity
£x Single Sign-on (SS0)
£¥ Local Users
£3 Endpoints
{3 Static Host Lists
L% Roles
£¥ Role Mappings
+ fH Posture
- § Enforcement
£x Policies
£x Profiles
+# Network
£x Network Scan

Configuration » Services

Services

This page shows the current list and order of services that ClearPass follows during authentication and authorization.

Clear Filter

Filter:[ Name ~ |[ contains ~ ]
* B order. Name Type
1 [ [Policy Manager Admin Network Login Service] TACACS
2 [ [AirGroup Autherization Service] RADIUS
3 O s [Aruba Device Access Service] TACACS
4 O - [Guest Operator Logins] Application
3 O s [Insight Operator Logins] Application
6 O s Ariya Guest Operator Logins Application
7 [ [Device Registration Disconnect] WEBAUTH
E [ AA Aruba 802.1X Wireless RADIUS
9 [ GG MAC Authentication RADIUS
10. 0 w0 GG User Authentication with MAC Caching RADIUS

Showing 1-10 of 10

Template

TACACS+ Enforcement

RADIUS Enforcement ( Generic )
TACACS+ Enforcement

Aruba Application Authentication
Aruba Application Authentication
Aruba Application Authentication
Web-based Authentication
Aruba 802.1X Wireless

MAC Authentication

RADIUS Enforcement ( Generic )

& Add

&, Import
&, Export All

records

Status

o
(]
(]
o
(]
(]
(]
(]
(]
(]

Now we’ll test it out. The URL that the operators need to browse to is https://victory.clearpass.info/guest/

And the user used the following credentials and authenticates successfully.

aruvba

arvba

E Guest O
is Create Account

l_-‘, Manage Multiple Accounts

Now the reception user can create the guest account, the details can be emailed to the guest user as well.

ClearPass Guest

Operator Logii

Username: ‘recepliom ‘

Password:

Log In

ClearPass Guest

Home » Guest » Create Account

Create Guest Account
 Last successful login from 192.168.1.128 on Sunday, 07 February 2021, 5:42 PM

o No failed attempts since last successful login

New guest account being created by receptionl.

Create New Guest Account

* Guest's Name: | |
Name of the guest.

* Company Name: |
pany Company name of the guest.

* Email Address: - - — | . )
The guest’s email address. This will become their username to log into the network.

Select an option for changing the activation time of this account.

Account Activation:

[1 day from now v
Select an option for changing the expiration time of this account.

Role to assign to this account.

309417

Account Expiration:

* Account Rele:

Password:

Notes:
£

[J 1am the sponsor of this account and accept the terms of use

* Terms of Use:

* required field
8. Back to guests

@ Back to main

Here is the authentication session in access tracker

—
Menu s
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https://victory.clearpass.info/guest/

=L Dashboard [} Monitoring » Live Monitoring » Access Tracker

Monitoring
- 4 Live Monitoring
Pl racie]
& Accounting
& onGuard Activity
B analysis & Trending
System Monitor
4 [ profiler and Network Scan
& audit Viewer
& event viewer
@ pata Filters
& Blacklisted Users

©  Access Tracker reb 07, 2021 17:48:38 AEDT @ Auto Refresh

The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.

¥ [All Requests] [_4 victory (192.168.1.95) “12" Last 1 day before Today
Filter: [Request ID [contains ]| Shaw records

1 ‘ 192.168.1.95 Application receptionl Ariya Guest Operator Logins ACCEPT 2021/02/07 17:42:22
GG U Authenticati th

2. [192.168.1.95 RADIUS anonyguest ser Authenfication wil ACCEPT 2021/02/07 17:02:37
MAC Caching

3. |192.168.1.95 RADIUS 2088b450c084 GG MAC Authentication REJECT 2021/02/07 17:02:21

Request Details

Output

Login Status:

Session Identifier:
Date and Time:
End-Host Identifier:
Username:

Access Device IP/Port:

Access Device Name:

System Posture Status:

Service:

Authentication Method:

Authentication Source:
Authorization Source:
Roles:

Enforcement Profiles:

ACCEPT ~
W00000001-01-601f8bcd

Feb 07, 2021 17:42:22 AEDT

receptionl

UNKNOWN (100)
Policies Used -
Ariya Guest Operator Logins
Mot applicable
Ariya AD
Ariya AD
[User Authenticated]

Guest Operator Loain

14 < Showing 1 of 1-9 records » » Show Configuration m Show Logs m

Summary Input

Output

Username:
End-Host Identifier:

Access Device IP/Port:

Authorization Attributes

receptionl

O]

Authorization: Ariya AD:Account Expires
Authorization: Ariya AD:memberOf
Authorization:Ariya AD:Name

Authorization: Ariya AD:UserDN

9223372036854775807 [30828-09-14 12:48:05 AEST]
CN=Receptionist, CN=Users,DC=wlan,DC=net
receptionl

CN=receptionl,CN=Users,DC=wlan,DC=net

Computed Attributes @
Summary Input Output

Enforcement Profiles: Guest Operator Login

System Posture Status: UNKNOWN (100)

Application Response &

Application:admin_privileges Receptionist

You can customise all the fields in this form which is outside the scope of this guide.
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4 Managed Network Dashboard

This is the dashboard that you can access through MM and here we are showing the basic information that is
displayed. Please refer to the user guide for the details.

MOBILITY MASTER

arvbQ arubamm

€ Managed Network >
& Q

Dashboard
= Mobility Master | overview
&3 Aruba-MM1 Infrastructure
£ Managed Network (2) Traffic Analysis
Lab (2) Security
Services
Configuration

Maintenance

€ Managed Network >

& Q| pashboard
= Mobility Master Overview
& Aruba-MM1 | infrastructure
£ Managed Network (2) Traffic Analysis
5 Lab(2) Security

Services
Configuration

Maintenance

< Managed Network >
Ex Q

Dashboard
> Mobility Master Overview
&3 Aruba-MM1 Infrastructure

£ Managed Network (2) | Traffic Analysis
5 Lab (@) Security
Services
Configuration

Maintenance

CONTROLLERS ACCESS POINTS CLIENTS ALERTS dmi
admin v
© 2 Q1 T2
& Search oy
CLIENTS 2 WLANS
Grouped by health v -5 Show WLANs with most clients ™
2 @ Good (2)
Wireless
Clients @ Poor (0)
Unknown (0)
[ 1 2
Clients
2 WLANs are currently active
—> USAGE () RADIOS

Show Tx & Rx Grouped by channel quality v

1500k s
3 1
2 500k
£
§
g [
£ s MW2.4GHz (1)

500k W5 GHz (1)
15:51 15553 15:55 15:57 1559 1601 1603 Now
o
— Transmitted Received Poor Fair Good Excellent

. Channel Quality
74.6 VB has been transferred in the last 15 minutes

&  Search Q

= CONTROLLERS
Grouped by status v

ACCESS DEVICES
Grouped by status v

e 1 ®up(1)
@ Down (0) Access point @ Down (0)

@ Network Map

WAN [ cLusters
Uplinks grouped by status v Show clusters with highest APload

®up2)
@ Down (0)
WAN disabled (0)

TRAFFIC 97.6kB T 7.67 MB \,

=
=

There is no cluster to display right now.

& search o

APPLICATIONS 11 DESTINATIONS 13 HOSTS 3 WEBSITES 7 SESSIONS 21

APPLICATIONS DESTINATIONS
= show applications with mosthosts Show destinations with highest usage v

drs os21ster 140
cloudflare | dlagspekeqed..
hitps | wwaccuradi |
youtube | cnaccuradi... |
gocgle-acs | wiw.youtube.com |
0 1 2 3 4 [ ™ EY M am 5M &M ™ M
Number of hosts Usage (bytes)
11 applications are currently active 13 destinations are currently active
HOSTS WEBSITES
Show hosts with highest usage v Show websites by reputation v
execl - @ Trustworthy (5)
@ Lowrisk (1)
non user tra... Moderate risk (0)
@ suspicious (0)
o m ™ 3m am M &M ™ s @ High risk (1)

Usage (bytes)

3 hosts are currently active
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€ Managed Network >

& Q| pashboard
£ Mobility Master Overview
&3 Aruba-MM1 Infrastructure
= Managed Network (2) Traffic Analysis
5 Lab (2) | security
Services

Configuration

Maintenance

Next, check part 4 of this series.

(oY) DETECTED RADIOS

Show radio classification

EVENTS
Grouped by severity

There is no event to display right now.

17

Detected
Radios

v occurred last4 hours

v

DETECTED CLIENTS
Show client classification

@ Authorized (4)

@ neighbor (0)
Interfering (11)
suspected Rogue (1)

@ Rogue (1)

@ Contained (0)

BLACKLIST

Show by reasons

@

11

Detected
Clients

Search SN

@ Authorized (1)
Interfering (10)
@ Contained (0)

There is no blacklist to display right now.
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