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1.1 Revision History

DATE VERSION EDITOR CHANGES
04 Jan 2024 0.1 Ariya Parsamanesh Initial creation
08 Jan 2024 0.2 Ariya Parsamanesh Guest testing
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2 Demo Topology

This is the final part of the 4x parts AOS10.4 Tutorial series where here we demonstrate the Guest WLAN

functionality in Bridge mode.
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3 Guest Access Configuration — Bridge Mode

Here we’ll use the same weblogin page with minor changes to the ClearPass service.

3.1 Guest Wireless Configuration

We'll start with the configuration of External captive portal profile.
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Now we’ll start with the configuration of the new guest SSID in bridge mode.
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3.2 ClearPass Guest policy Configuration

Create a New Network

o General a VLANs

e Security @ Summary

Network Based

Access rules O
Role Based
Role Access Rules For Selected Roles
Bguest i Allow any to all destinations

Employee

Executive-Bridge

Role Assignment Rules

Default role: Bguest

+ ADD ROLE ASSIGNMENT

v

Assign Pre-Authentication Role: guest-redirect-B

Enforce Mac Auth Only Role:

We need two new enforcement profiles.

Enforcement Profiles - gg Aruba guest-redirect-B

Summary Profile

Attributes

Unrestricted

Profile:

Name:

Description:

Type:
Action:

Device Group List:

Attributes:
Type
1. | Radius:Aruba

gg Aruba guest-redirect-B

Captive Portal Role/VLAN enforcement
RADIUS

Accept

Aruba-User-Role

Enforcement Profiles - gg Aruba Bguest access

Summary Profile

Attributes

Value

guest-redirect-B

Description:

Type:
Action:

Device Group List:

Attributes:

Type
1. ‘ Radius:Aruba
2. ‘ Radius:IETF

gg Aruba Bguest access
Role/VLAN enforcement for Guest
RADIUS

Accept

Name
Aruba-User-Role

User-Name

Value
Bguest

% {Endpoint:Username’}

And we’ll modify our existing services starting with simple MAC auth service.

1 Role(s)
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Services - simple MAC Authentication

Summary Service Authentication Authorization Roles

Use Cached Results: [J Use cached Roles and Posture attributes from previous sessions
Enforcement Policy: | simple MAC Authentication Enforcement Policy v Add New Enforcement Policy

Enforcement Policy Details

Description:
Default Profile: [Deny Access Profile]

Rules Evaluation Algorithm: first-applicable

Enforcement Profiles

(Tips:Role [MAC Caching]
1. [Guest]) gg Aruba Tguest access, gg MAC Auth Session Timeout
(Connection:SSID Tguest)
(Tips:Role [MAC Caching]
2. [Guest]) gg Aruba Bguest access, gg MAC Auth Session Timeout
(Connection:SSID Bguest)
Tips:Rol MAC Cachi
3. [éo:l’:iac:u{:]) [ aching] Aruba contractor access, gg MAC Auth Session Timeout
(Tips:Role [Guest]
4. %Es":)t\':;etig [Allow Access Profile], gg Aruba guest-redirect
(Connection:SSID Tguest)
(Tips:Role [Guest]
[Contractor] N ;
5. [Employee]) [Allow Access Profile], gg Aruba guest-redirect-B
(Connection:SSID Bguest)

And finally the simple User Authentication with MAC Caching service.
Services - Simple User Authentication with MAC Caching

Summary Service Authentication Authorization Roles

Use Cached Results: [] Use cached Roles and Posture attributes from previous sessions
Enforcement Policy: [simple User Authentication with MAC Caching Enforcement Policy V] Add New Enforcement Policy

Enforcement Policy Details
Description:
Default Profile: [Allow Access Profile]

Rules Evaluation Algorithm: first-applicable

Conditions Enforcement Profiles
1. (Authorization:[Endpoints Repository]:Unique-Device-Count 10) [Deny Access Profile]
(Tips:Role [Contractor]) Aruba contractor access, gg MAC Caching Session Timeout, gg MAC Caching
2. (Date:Day-of-Week Monday, Tuesday, Wednesday, Thursday, Friday, Session Limit, gg Guest MAC Caching, [Update Endpoint Known], gg MAC
Saturday, Sunday) Caching Do Expire, gg MAC Caching Expire Post Login
(Tips:Role [Guest])

gg Aruba Tguest access, gg MAC Caching Session Timeout, gg MAC Caching

3. Saturda ([éz;ec;;)a)y—of—Week Monday, Tuesday, Wednesday, Thursday, Friday, Session Limit, gg Guest MAC Caching, [Update Endpoint Known], gg MAC
¥e y_ Caching Do Expire, gg MAC Caching Expire Post Login
(Connection:SS5ID Tguest)
(Tips:Role [Guest]) . . . .
Aruba B t MAC Cach S T t MAC Cach
(Date:Day-of-Week Monday, Tuesday, Wednesday, Thursday, Friday, g ,ru a, gues access, 99 ,ac ing Session |m§ou » 99 aching
4. Saturday, Sunday) Session Limit, gg Guest MAC Caching, [Update Endpoint Known], gg MAC
’(Cnnnection:SS]D Bquest) Caching Do Expire, gg MAC Caching Expire Post Login

3.3 Guest Testing

The test laptop will connect to Bguest SSID, it gets automatically redirected to guest page, exactly the same as
before.

Customer: Ariya Publ... ] o
r 1 Clients 3 hours
‘ I1 Aos10
| CLIENTS v | C 54.66 MB (®10.16 MB | ®44.50 M
Manage
88 Overview . ) ) ) ‘
All Connecting + Connected o Failed Offline Blocked Wireless Wired Remote
[ Devices 2 0 1 0 1 0 2 0 0
v
Lt Clients CLIENTS Lie
5 Guests Y Client Name Status 1= | ¥ 1P Address Y VLAN Y Connected To Y ssiD/Port Y AP Role Y Gateway Role Y Health
T o0zfd:71:95:4d:e4 * Connected 10.10.22.29 22 bldg-a Bguest guest-redirect-B

[ Annlications
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Customer: Ariya Publ... = @ B i 9
r summary Al Insights Location Sessions Profile Jigy
‘ € G0 02fd71954ded
CLIENT DETAILS le]
Manage
oo . DATA PATH
‘ fe Overview CLIENT ssip ap
[ Applications >4 o> .
@ Security Bguest bldg-a
up
Analyze Failure Stagi
Failure Reason : Authenticat
Q Live Events
0 Events
CLIENT NETWORK CONNECTION
2, Tools USERNAME T
02fd71954ded
o Wrelss ' e
0‘27‘{;‘771:95‘4:;:54 ! - !
CLIENT CATI CLIENT FAMIL LEDs on ACCESS POINT (bldg-a)
Computer Windows Blink LEDs
\;\/-in:dn_w-s-sﬂ 0/11 ! ’-\J-u:;/_;BE,EZD‘ZS, 17:26:00 B
Checking the AP’s CLI as well.
bldg-a# sh clients
Client List
Name IP Address MAC Address 0s ESSID Access Point Channel Type Role
IPv6 Address Signal Speed (mbps)
02£d71954de4 10.10.22.29 02:fd:71:95:4d:e4 Win 10 Bguest Dbldg-a 6 GN guest-redirect-B
fe80::d279:9595:a12£:6105 34 (good) 78 (ok)
Number of Clients gl
Info timestamp 127975
bldg-a#
and checking the gateway’s user table and we don’t fid the user there.
(7005_A0S10_gwyl) #show user
This operation can take a while depending on number of users. Please be patient
Users
IP MAC Name Role Age(d:h:m) Auth VPN link Connected To Roaming
Essid/Bssid/Phy Profile Forward mode Type Host Name User Type
User Entries: 0/0
Curr/Cum Alloc:0/6 Free:1/6 Dyn:1 AllocErr:0 FreeErr:0
(7005 _A0S10 gwyl) #
(7005_A0S10 gwyl) #
Now once again we login with the cpguser credentials
Customer: Ariya Publ... o) o
Clients A
II AOs10
CLIENTS v c 50.41 MB((@®9.53MB | G
Manage
i) O All < Connecting =« Connected o Failed Offline Blocked Wireless Wired Remote
[E Devices 2 0 1 0 1 0 2 0 0
[0 Clients CLIENTS
2, Guests ¥ client Name Status 1= | Y 1P Address Y VLAN Y Connected To Y ssiD/Port Y AP Role Y Gateway Role 5
|§| Applications = cpguser * Connected 10.10.22.29 22 bldg-a Bguest Bguest
bldg-a# sh clients
Client List
Name IP Address MAC Address 0s ESSID Access Point Channel Type Role IPv6 Address
Signal Speed (mbps)
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cpguser 10.10.22.29 02:fd:71:95:4d:e4 Win 10 Bguest Dbldg-a 56E AC Bguest
fe80::d279:9595:a12£:6105 39 (good) 526 (good)

Number of Clients gl
Info timestamp :28289
bldg-a#

checking the access tracker.

simple MAC gg Aruba Bguest
1. 10.10.10.47 CP1-611 RADIUS cpguser _— ACCEPT access, gg MAC Auth
Authentication B
Session Timeout
gg MAC Caching
Session Limit, gg
Guest MAC Caching,
[Update Endpoint
Simple User Known], gg MAC
2. 10.10.10.47 CPi-611 RADIUS cpguser Authentication with ~ ACCEPT Caching Do Expire, ’
MAC Caching gg MAC Caching
Expire Post Login, gg
Aruba Bguest access,
gg MAC Caching
Session Timeout
3. 10.10.10.47 cP1-611 RADIUS 02fd71954de4 simple MAC REJECT [Deny Access Profile]
Authentication 1

8|Page



