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1.1 Revision History 

 

DATE      VERSION       EDITOR       CHANGES 

04 Jan 2024 0.1 Ariya Parsamanesh Initial creation 

08 Jan 2024 0.2 Ariya Parsamanesh Guest testing 
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2 Demo Topology 

This is the final part of the 4x parts AOS10.4 Tutorial series where here we demonstrate the Guest WLAN 
functionality in Bridge mode. 
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3 Guest Access Configuration – Bridge Mode 

Here we’ll use the same weblogin page with minor changes to the ClearPass service. 

 

3.1 Guest Wireless Configuration 

We’ll start with the configuration of External captive portal profile. 

 

 

 

Followed by the user role guest-redirect-B.   

 

Now we’ll start with the configuration of the new guest SSID in bridge mode. 
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3.2 ClearPass Guest policy Configuration 

We need two new enforcement profiles. 

 

 

 

 

And we’ll modify our existing services starting with simple MAC auth service. 
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And finally the simple User Authentication with MAC Caching service. 

 

 

3.3 Guest Testing 

The test laptop will connect to Bguest SSID, it gets automatically redirected to guest page, exactly the same as 
before. 
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Checking the AP’s CLI as well. 

bldg-a# sh clients 

 

Client List 

----------- 

Name          IP Address   MAC Address        OS      ESSID   Access Point  Channel  Type  Role              

IPv6 Address               Signal    Speed (mbps) 

----          ----------   -----------        --      -----   ------------  -------  ----  ----              

------------               ------    ------------ 

02fd71954de4  10.10.22.29  02:fd:71:95:4d:e4  Win 10  Bguest  bldg-a        6        GN    guest-redirect-B  

fe80::d279:9595:a12f:6105  34(good)  78(ok) 

Number of Clients   :1 

Info timestamp      :27975 

 

bldg-a# 

 

and checking the gateway’s user table and we don’t fid the user there. 

(7005_AOS10_gwy1) #show user 

This operation can take a while depending on number of users. Please be patient .... 

 

Users 

----- 

    IP           MAC       Name   Role  Age(d:h:m)  Auth  VPN link     Connected To     Roaming  

Essid/Bssid/Phy  Profile  Forward mode  Type  Host Name  User Type 

----------  ------------  ------  ----  ----------  ----  --------  ------------------  -------  ------- 

 

User Entries: 0/0 

 Curr/Cum Alloc:0/6 Free:1/6 Dyn:1 AllocErr:0 FreeErr:0 

 

(7005_AOS10_gwy1) # 

(7005_AOS10_gwy1) # 

 

Now once again we login with the cpguser credentials  

 

 

bldg-a# sh clients 

 

Client List 

----------- 

Name     IP Address   MAC Address        OS      ESSID   Access Point  Channel  Type  Role    IPv6 Address               

Signal    Speed (mbps) 
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----     ----------   -----------        --      -----   ------------  -------  ----  ----    ------------               

------    ------------ 

cpguser  10.10.22.29  02:fd:71:95:4d:e4  Win 10  Bguest  bldg-a        56E      AC    Bguest  

fe80::d279:9595:a12f:6105  39(good)  526(good) 

Number of Clients   :1 

Info timestamp      :28289 

 

bldg-a# 

 

 

checking the access tracker. 

 

 

 

 


