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1.1 Revision History 

 

DATE      VERSION       EDITOR       CHANGES 

15 Dec 2023 0.1 Ariya Parsamanesh Initial creation 

08 Jan 2024 0.2 Ariya Parsamanesh Updated mixed mode 

    

    

 

 



2 | P a g e  
 

2 Demo Topology 

This is the first part of this 4x parts AOS10.4 tutorial series. The aim here is to provide the starting point to put 
together a solution that include the AOS10 APs, two gateways, ClearPass and obviously Aruba Central. 

This part covers the configuration for  

- Aruba Central AP group  
- Aruba Central gateway group  
- ClearPass  

Note that APs in AOS10 support bridged, tunnelled and mix mode wireless LANs (WLAN) however in this technote 
we’ll be deploying tunnelled mode WLANs. We’ll also demonstrate the gateway clustering with AOS10. 

This is type of deployment is particularly useful when all the buildings in a school/college campus have L3 IP 
demarcation and  are routed to various part of the campus. 

 

 

With AOS10, the campus architecture consists of two layers: 

1. The infrastructure layer consists of a WLAN setup which can be either a campus setup or a branch setup. The 
campus setup can consist only of access points (APs) or APs combined with gateway clusters. In case of a 
branch setup, the infrastructure layer includes an AP. Here we have combined the Instant APs and Campus 
APs into just APs, and you bridge, or tunnel user traffic based on the configuration on the APs. 

2. The cloud management layer consists of Aruba Central which is a cloud management SaaS platform. The 
Network Operations app is one of the Aruba apps which is a part of Aruba Central and this app helps to 
create the SSID profiles for the different WLAN campus and branch setups. 

 

As you can see in the above diagram, the classic components that would normally run on mobility master or instant 
APs are now run as services in Aruba Central. I am talking about AirMatch, Roaming, ClientMatch, etc. 
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Here we’ll not go to the details of the architecture for that please refer to this link. 

https://www.arubanetworks.com/techdocs/central/latest/content/aos10x/aos10x-overview/architecture-overview-
aos10.htm 

 

https://www.arubanetworks.com/techdocs/central/latest/content/aos10x/aos10x-overview/architecture-overview-aos10.htm
https://www.arubanetworks.com/techdocs/central/latest/content/aos10x/aos10x-overview/architecture-overview-aos10.htm
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3 Aruba Central Account 

You need an Aruba Central account with appropriate licenses for APs and gateways. You can sign up for a 90 day trial 
from this link. 

https://www.arubanetworks.com/techdocs/central/latest/content/nms/get-started/typical_workflow.htm   

 

Here we have assumed your gateways and APs are added And subscribed to your greenlake account. 

Next, we’ll create a group and move the devices into it.  The groups are used for device configurations. 

  

https://www.arubanetworks.com/techdocs/central/latest/content/nms/get-started/typical_workflow.htm
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Once you add the new group, you can then move the APs and gateways to it. 
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4 Aruba Central Configuration 

 

4.1 Gateway Configuration 

Note that with AOS 10 architecture, gateways are not mandatory. They are required if you want to tunnel user traffic 
to a central location particularly useful for scenarios that you need L2 roaming between APs in different subnets. 

We’ll start the configuration at group level before powering up the gateways. This is to minimise the reboots and 
some potential network issues especially when it comes to changing IP address and loosing connectivity. 

We’ll be using Aruba 7005 gateways which have 4x ports. 

 

 

 

 

  

 

 

AOS10 
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Disabling spanning tree  

  

 

Adding the relevant ports for Aruba 7005 gateway. 

 

I am planning to sue interface 0/0/0 as my gateway uplink. This port needs to be in trunk mode and here we’ll add 
the relevant VLANs. 

 

 

Adding the VLANs to appropriate ports. 
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Adding the default route 

 

 

Adding the user roles by going to “security tab”. Here we’ll add staff and student user-roles. 

Now a note on the user-roles on the gateways. When you configure a tunnel mode in WLAN on the AOS10 APs, the 
user roles get send to gateways as well so you don’t need to configure them here. Aruba Central does this 
orchestration.   
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Here we’ll add the allow-all policy. 

 

 

Next, we’ll assign a VLAN to this role. 
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We’ll create a new user role staff and as before, we’ll add a allow-all policy and assign VLAN 32 to it. 

 

 

Next, we’ll configure the authentication server and RFC3576 for RADIUS CoA. 
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Once saved, click on it to set the RADIUS secret key and finally add a rfc3576 server for CoA. 

 

 

Note that they are not assigned to any authentication server groups. 

 

4.2 AP Configuration 

Here we’ll go through the AP configuration. As always, we’ll do the bulk of configuration at the group level. 

 

 

                        

      

 

 



12 | P a g e  
 

 

   

 

As we did with gateways, we’ll create various user roles here as well. 

 

This is in case we want to change from tunnel mode to bridge mode for user traffic, otherwise we don’t need these 
roles here. 

 

4.3 Gateway Cluster 

Cluster is a combination of multiple gateways working together to provide high availability to all the clients and 
ensure service continuity when a failover occurs. The gateways need not be identical and can be either L2- 
connected or L3-connected with a mixed configuration.  

When the gateways in a group are assigned to the same site, the gateways automatically form a cluster among 
themselves. 

The aims of clustering are  

• seamless Campus Roaming: When a client roams between APs of different managed devices within a large L2 
domain, the client retains the same subnet and IP address to ensure seamless roaming. The clients remain 
anchored to a single managed device in a cluster throughout their roaming area which makes their roaming 
experience seamless because their L2 or L3 information and sessions remain on the same managed device. 

• Hitless Client Failover: When a managed device fails, all the users fail over to their standby managed device 
seamlessly without any disruption to their wireless connectivity or existing high-value sessions. 

• Client and AP Load Balancing: When there is excessive workload among the managed devices, the client and 
AP load is evenly balanced among the cluster members. Both clients and APs are load balanced seamlessly. 

 

4.4 Monitoring Gateway Cluster   

Since we have moved the two gateways to the AOS10 group, they automatically will form a cluster. Here is how to 
check the status of gateway cluster. 
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Here is the CLI command to check the operation of the cluster. 

(7005_AOS10_gwy1) #show lc-cluster group-membership 

 

Cluster Enabled, Profile Name = "auto_gwcluster_178_0" 

Heartbeat Threshold = 900 msec 

Cluster Info Table 

------------------ 

Type IPv4 Address    Priority Connection-Type STATUS 

---- --------------- -------- --------------- ------ 

self   192.168.1.243      128             N/A CONNECTED (Member) 

peer   192.168.1.242      128    L2-Connected CONNECTED (Leader) 

 

(7005_AOS10_gwy1) #show lc-cluster load distribution client 

 

Cluster Load Distribution for Clients 

------------------------------------- 

Type IPv4 Address    Active Clients Standby Clients 

---- --------------- -------------- --------------- 

self   192.168.1.243              0               1 

peer   192.168.1.242              1               0 

Total: Active Clients 1 Standby Clients 1 

 

(7005_AOS10_gwy1) #  

(7005_AOS10_gwy1) #show lc-cluster load distribution ap 

 

Cluster Load Distribution for APs 

--------------------------------- 

Type IPv4 Address    Active APs     Standby APs 

---- --------------- -------------- --------------- 

self   192.168.1.243              1               1 

peer   192.168.1.242              1               1 

Total: Active APs 2 Standby APs 2 

 

(7005_AOS10_gwy1) # 

 

Now checking the second  gateway. Note we have 1x client and 2x APs that are connected. 

 

(7005_AOS10_gwy2) #show lc-cluster group-membership 

 

Cluster Enabled, Profile Name = "auto_gwcluster_178_0" 

Heartbeat Threshold = 900 msec 

Cluster Info Table 

------------------ 

Type IPv4 Address    Priority Connection-Type STATUS 

---- --------------- -------- --------------- ------ 

peer   192.168.1.243      128    L2-Connected CONNECTED (Member) 

self   192.168.1.242      128             N/A CONNECTED (Leader) 

 

(7005_AOS10_gwy2) # 

(7005_AOS10_gwy2) # 

(7005_AOS10_gwy2) #show lc-cluster load distribution client 

 

Cluster Load Distribution for Clients 
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------------------------------------- 

Type IPv4 Address    Active Clients Standby Clients 

---- --------------- -------------- --------------- 

peer   192.168.1.243              0               1 

self   192.168.1.242              1               0 

Total: Active Clients 1 Standby Clients 1 

 

(7005_AOS10_gwy2) #  

(7005_AOS10_gwy2) #show lc-cluster load distribution ap 

 

Cluster Load Distribution for APs 

--------------------------------- 

Type IPv4 Address    Active APs     Standby APs 

---- --------------- -------------- --------------- 

peer   192.168.1.243              1               1 

self   192.168.1.242              1               1 

Total: Active APs 2 Standby APs 2 

 

(7005_AOS10_gwy2) # 
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5 ClearPass Initial Configuration 

Here we assume that the basic ClearPass configuration is done. 

- NTP and time zone. 
- Insight is enabled 
- Joined the AD domain 

 

5.1 ClearPass dot1x Service 

Here we create a dot1x service for wireless access. 

 

 

 

“school” is the name of the SSID 
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And here are the enforcement profiles that are being used in the enforcement policy.  

• Aruba staff access,   RADIUS  

• Aruba student access,   RADIUS  

• Aruba quarantine-redirect RADIUS  

• Update Endpoint Location  Post_Authentication 
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We are using the following enforcement profile to write the location/name of the AP that the clients connect to the 
client’s endpoint information. 

This is one way to track a laptop through campus so that one could correlate security footage to establish the where 
abouts of the clients. So we could add  the Radius:Aruba:Aruba-Location-Id to the endpoint repository and then use 
Insight within ClearPass to create a which gives the timestamps of user authentication and AP IP address and AP 
names. 

 

 

 

5.2 NAD Configuration 

Here we are adding Network Access Devices (NAD). This will be the AOS10 APs and gateways. Note that you need to 
either add the AP IP addresses individually or just add their subnet as I have done here. 

 

 

 

 


