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1.1 Revision History  

 

DATE      VERSION       EDITOR       CHANGES 

24 Jul 2021 0.1 Ariya Parsamanesh Initial creation 

04 Sep 2021 0.2 Ariya Parsamanesh Added the ClearPass workflow 
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2 AOS10 MPSK Configuration 

Now we’ll configure the SSID to be MPSK instead of MPSK-Local.  

2.1 Authentication Server Configuration  

First, we need to configure ClearPass as the authentication server. 

 

 

 

 

 

 

2.2 MPSK Configuration  

Here we’ll start with the MPSK configuration by adding a new WLAN.  

 

Again, like the previous configuration, this can be bridged or tunneled, here we’ll use bridge mode. 
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After the successful MPSK authentication, the MPSK passphase is cached with in the APs. We also need to configure the 
right Security user role. 
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3 ClearPass Configuration   

In this section we’ll go through the ClearPass configuration needed for the MPSK solution. Remember you need 
ClearPass 6.8.x or later. MPSK passphrase requires MAC authentication against a ClearPass Policy Manager server and 
the only encryption type that is support with MPSK is wpa2-psk-aes. 

3.1 RADIUS Dictionary 

ClearPass 6.8 brought a new Aruba RADIUS VSA called Aruba-MPSK-Passphrase. This VSA is used with the unique PSK for 
the client. 

 

 

3.2 Service Template 

We will start with the Service template to build it out. 

 

Using the Aruba Wireless with MPSK wizard. 
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The default MPSK that we have configured is aruba123. You don’t have to use this default MPSK and just put some 
random value in that case. There are not that many use cases where you want to give out a default value. But if you 
want to use it, the aim is to provide a default MPSK for the devices that fall through the logic to get contained using 
captive portal and restricted ACL.  
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3.3 Enforcement Profiles  

Here are the two enforcement profiles that were created. 

 

 

Enforcement Profile - MPSK Aruba Wireless with MPSK Default Profile 

 

 

It also created this enforcement profile. 

Enforcement Profile - Aruba User Role – Student-Devs 

 

Enforcement Profiles - [Registered Device MPSK] 

This is a default profile.  
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3.4 Enforcement Policy  

This is the enforcement policy that got created. 
 

Enforcement Policies - MPSK Aruba Wireless with MPSK Enforcement Policy 

 

 

3.5 Role Mapping  

And lastly this is the role mapping that got created. Generally, with previous ClearPass version you had to 
manually create the various roles that you wanted to make use of in ClearPass guest, but now with 
version 6.8 this service template does it automatically. 
 

Role Mappings - MPSK Aruba Wireless with MPSK Role Map 

 

 

3.6 ClearPass Service   

And here is the complete serviced that was configured. 
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3.7 Operator Service 

We also need to create an operator service so that the users can register their devices after they login to 
ClearPass Guest. Here we are using AD as the authentication source. 
 

 
 

 

 

 

Enforcement Profiles - MPSK-Operator 
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The important bit here is the Attributes we are sending back to ClearPass Guest application authentication. The first one 
is “Students” which is the name of the operator profile we will configure in ClearPass Guest. The second attribute is the 
email address of the user so the MPSK credentials can be emailed to the user. 

3.8 Messaging Server 

Part of the MPSK workflow is for ClearPass to email the credentials to the person who is registering their devices. For 
that we need to configure SMTP relay server. Here I am using a gmail account. 

 

 

 

You can also send the test email by clicking on the “Send Test Email” button ensuring that all is good. 
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4 ClearPass Guest 

Here we’ll cover the ClearPass Guest configurations that are needed. You can configure the method, complexity, and 
length of the MPSK passwords, and whether they will be generated, or user created.  

 

4.1 MPSK Configuration 

There is a new MPSK configuration that you can find under Administration -> Aruba Intergrations 

 

In most of the cases “Allow generate unique WiFi passwords” is used, where WiFi password is referred to MPSK. This 
mode creates unique PSK for the user since most of the users don’t know if they need it or not or can easily get 
confused. The next option “allow unique device WiFi passwords” provides a checkbox in the mac_create form for the 
user to select it. 
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As seen above you can also choose the MPSK complexity and length but by default is minimum 8 and uses lowercase 
letters excluding vowels. 

 

4.2 Operator Profile  

Operator profiles are used for a user who is able to log in to ClearPass Guest. You can have different operator profile 
with different level of access. Here we need one for the students to be able to login and register their devices. 
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4.3 Form Fields  

The form that the users will use to register their devices is “mac_create” as seen below. You need to make sure that 
“sponsor_email” is enabled. 
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You need to further edit that field and add a value to the “Initial value” 
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The initial value should be as shown below. 

array (  'generator' => 'GeneratorFromSession',  'generator_args' =>   array (    0 => 

'userauth_user',    1 => 'User-Email-Address',  ),) 

 

The above will populate the sponsor email field with the email attribute of the user who is registering the device. 
Remember that “MPSK-Operator” enforcement profile is sending the “%{Authorization:AriyaAD:Email} to Aruba Guest 
application. 

You also want to change the initial value of the  

- “role_id” field to be “4” which is Student-Devs 
- “creator_accept_terms” field to be “1” which is selected.  

And finally, you might want to disable “airgroup” field. Once you have saved it you can click on the preview of the form 
to double check it as shown below. 

 


